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ANOTACIJA

Magistra darba ietvaros tiek apskatitas konteineru tehnologijas, to priekSrocibas,
ievieSanas process un konteineru orkestracija, ka art ar to saistitie izaicinajumi.

Primari apskatita komandrindas rika izstrade attalinatai serveru administréSanai caur
SSH protokolu Python valoda. Taja tiek implementeta funkcionalitate infrastrukttras
sagatavoSanas automatizacijai un citu administrativo darbibu veikSanai. Tiek sniegti paraugi
ta izmantoSanai RPM GNU/Linux distribiiciju grupas administréSanai, par paraugu
izmantojot CentOS 8 distribiiciju.

Papildus tam tiek aprakstita konteinerizétas lietotnes izstrade sagatavotas
infrastruktiiras un orkestratoru darbibas testéSanai. Ta simuleé COVID-19 inficgto izsekoSanu
ar GPS datu palidzibu un ir balstita uz Ruby programmeésanas valodas, izstradata ar Ruby on

I

Rails satvaru (angliski "framework"), ka ar1 PostGIS geospatialo relaciju datu bazu vadibas
sisttmu. Tas mérkis ir kalpot par paraugu, ka horizontala mérogoSana var atlaut apstradat
lielaku pieprasijumu skaitu. Tostarp, ta lauj apskatit, ar kadu slodzi varétu but jar€kinas,
izveloties uz GPS bazéto pieeju COVID kontaktu izsekoSanai, jo 1pasi, ja atrakai izstradei
tiek izmantotas augsta abstrakcijas limena valodas un to izpildvides, kas kodu interprete.

Tiek aprakstiti arT ar K6 satvaru izstradatie slodzes testi, kurus izmanto, lai parbauditu,
ka attiecigie orkestratori ir sp&jigi darboties zem slodzes. To mérkis ir simul&t infic€to cilvéku
parvietoSanos un GPS datu iesiitiSanu apstradei. Informacijas agregacijai tiek izmantots
Zabbix monitoringa riks, kurs ievac informaciju no testétajiem serveriem.

Darba rezultata tiek izdariti secinajumi par to, cik viegli ir automatizét serveru
konfiguraciju un izstradat tai rikus. Papildus tam, tiek sniegts ieskats Kubernetes un Docker
Swarm orkestratoru Ipatnibas, ka arT tiek izdariti secinajumi par testéSanas rezultatiem.

Magistra darba ir 108 lappuses, 127 attéli, 5 tabulas un 10 pielikumi. Tika izmantoti 62

literattras avoti.



ABSTRACT

Container technologies and their advantages are explored in this master's thesis, as well
as the process of introducing them, orchestrating them, and the challenges posed by this.

Primarily, this is done through the development of a command line tool for remote
server administration through the SSH protocol, which is written in the Python programming
language. Functionality to automate the preparation of infrastructure is implemented, as well
as a number of other administrative tasks are covered. Examples are given of using this tool
to manage the RPM group of GNU/Linux operating systems, using CentOS 8 as an example.

In addition to this, the development of a containerized app is described, which is then
used to test this infrastructure and the orchestrators. This app simulates the tracking of
COVID-19 patients with the aid of GPS data, and is based on the Ruby programming
language as well as the Ruby on Rails framework. It also uses the PostGIS geo-spatial
database management system. It aims to show how horizontal scaling can help in dealing
with a larger load, as well as illustrates what the load could be, when choosing to use a
location data based approach, whilst utilizing a language with a higher abstraction level, one
which is interpreted at runtime.

Load tests are also developed with the K6 framework, which are used, to check how the
orchestrators perform under load. These tests simulate the movement of the infected persons
and their devices sending GPS data for processing. The Zabbix tool is used for aggregating
the information about the server performance.

Lastly, conclusions are made about how easy server configuration automation is and
how difficult it is to create tools for it. In addition, some of the characteristics of the
Kubernetes and Docker Swarm orchestrators are mentioned, in light of the testing results.

The thesis contains 108 pages, 127 images, 5 tables, 10 appendices and 62 references.
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IEVADS

Konteineru tehnologiju popularitates pieaugums nodroSina jaunu pieeju koda
reproducgjamibas uzlaboSanai, laujot nodrosinat viena un ta pasa koda izpildi uz dazadiem
serveriem. Pateicoties konteineru orkestratoru tehnologijam, savukart, ir iesp&ams
deklarativi aprakstit un radit vides ar vairakiem Sadiem konteineriem, lai atvieglotu
horizontalo mérogosanu un lautu orkestratoriem pasiem méginat atkopties no individualu
konteineru darbibas trauc&umiem, tos aizstajot ar no jauna izveidotiem. Tomer, ja serverus,
uz kuriem konteineri un orkestratori darbojas, nakas parvaldit pasiem, tad joprojam ir aktuals
paSu serveru konfiguracijas parvaldiSanas jautdjums, nemot véra to, ka neadekvati
sakonfigurgti serveri infrastruktiira var traucét vai nu konteineru, vai arl visu orkestratoru
darbibu. Pastav iesp€ja izmantot kadu no daudziem industrija pieejamiem konfiguracijas
parvaldes rikiem, lai mazinatu cilvéciska faktora raditos riskus, ka ari zinasanas par
infrastruktiiru formalizétu koda (angliski "infrastructure as code”).

Darba autors uzskata, ka dala no Siem rikiem var biit saistiti ar lielu koda daudzumu un
sarezgitu funkcionalitati vai implementaciju. Tas nozimg, ka $adu riku ievieSanai vajadzes
veltit ievérojamu daudzumu resursu, to pirmkodu biis griiti auditét pirms ievieSanas, ka arf tie
var prasit paSu administréjamo serveru specialu konfiguraciju. Liels pirmkods var rezultét ne
tikai drosibas riskos, vai neadekvata riku pielictojuma riskos, bet var ari sarezgit
funkcionalitates pielagoSanu savam vajadzibam un jaunu uzdevumu izstrades procesu.
Balstoties uz to, darba autors iesaka pirms $adu riku ievieSanas apsvert katra rika stipras un
vajas puses, ta izvert§jot ta piemérotibu nepiecieSamo uzdevumu veikSanai. Papildus tam,
nepiecieSams apsvert iespeju izstradat paSiem savus rikus, kas biitu vieglak parskatami un
vieglak lietojami, ja veicamo uzdevumu tvérums nav parak liels, kas darba ietvaros tiek
realizets, izstradajot $adu serveru administracijas riku.

Darba autors uzskata, ka péc $ada rika izstrades ir nepiecieSams parliecinaties, ka ar
Sadu riku sagatavota infrastruktiira tieSam ir piem@rota konteinerizétu lietotnu palaiSanai,
tapec darba ietvaros tiek izstradata ari parauga lietotne, kuru testét. TaCu manuala testéSana
var sniegt nepilnigu informaciju par attiecigas infrastruktiiras prasibam [1], Saja gadijuma,

pret skaitloSanas resursiem un paSu orkestratoru resursu patérinu. Darba autors, papildus



manualajai test€Sanai, darba ietvaros realiz€ arT automatiz€tos slodzes testus sagatavotas
infrastruktiiras un parauga lietotnes darbibas izveért€Sanai, ka ari, balstoties uz iegiitajiem
rezultatiem, cenSas izdarit secinajumus par pasa rika noderigumu, parauga lietotnes darbibas
Ipatnibam un to, ka konteineru tehnologijas var atvieglot lietotnu mérogosanu.

Darba mérkis ir apskatit dazus esoSajiem serveru administracijas rikiem, ka arT izstradat
alternativu risinagjumu un parbaudit Sada rika darbibu ar konteineriz€tas tikla lietotnes
palaiSanu un testeésanu.

Darba ietvaros ir paredzeti sekojosie uzdevumi:

—_

Aprakstit konteinerizacijas 1pasibas koda reproducgjamibas uzlabosanas konteksta.
Apskatit pieejamos serveru parvaldes rikus un identific€t to stipras un vajas puses.
Izveidot prasibu specifikaciju originalajam izstradajamam rikam.

Implementgt alternativo riku, balstoties uz specifikaciju.

Ar izstradato riku sagatavot infrastrukttru konteinerizetu lietotnu palaisanai.
Izstradat konteineriz€tu tikla lietotni ar tipisku REST saskarni.

Palaist So izstradato lietotni sagatavotaja infrastruktiira un realiz€t tds monitoringu.

Veikt slodzes testeSanu un apkopot tas rezultatus.

© ® N bk wDN

Interpret@t Sos rezultatus un spriest par konteinerizacijas noderigumu mérogosana.
Darba pirmaja nodala tiek apskatita pati situacija un iesp&jamie alternativie risinajumi
serveru administréSanai, ka to aspekti, kas varétu sarezgit to ievieSanu un lietoSanu. Otraja
nodala ir programmatiiras prasibu specifikacija, gan izstradatajam komandrindas rikam, gan
ar1 atbalstoSajiem risinajumiem - test€Sanai realiz€tajai lietotnei un slodzes testiem, kuri to
parbauda. TreSaja nodala ir sikak aprakstits paSa rika planojums un ir sniegti paraugi ta
implementacijai. Ceturtaja nodala ir sikak aprakstits parauga lietotnes planojums un ir sniegti
paraugi tas implementacijai. Piektaja nodala ir aprakstits gan slodzes testu planojums un
implementacijas paraugi, ka arT ir sniegts parskats par visas sist€mas kop€jo test€Sanu un tas
rezultatiem. Sestaja nodala ir sniegta informacija par izstradata risindjuma ievieSanu. Darba
nobeiguma tiek izdariti secinajumi par izstrades un test€Sanas rezultatiem, ka ar1 piedavati

priekslikumi talakajai darbibai.



1. KODA REPRODUCEJAMIBA UN KONTEINERI

Viens no izaicinajumiem infrastruktiiras uzturé$ana ir tas atjauninajumu parvalde un
konfiguracijas izmainu vadiba. Ja infrastruktiru administré manuali, tad ir ieverojams
cilvéciska faktora risks - ja nepiecieSamas izmainas tiek nodotas starp uzn€émumiem vai
organizacijam, pieméram kada produkta uzturéSanas ietvaros, tad pastav iespgja, ka tas netiks
pilniba izprastas un/vai netiks izpilditas 1idz galam. Savukart, pat ja infrastruktiru administré
pats uznémums kur$ izstrada lietotni, vai arT tie pa$i izstradataji, tad tapat pastav risks izpildit
nepiecieSamas darbibas vai nu nepareizi, vai arl nepilnigi, jo 1pasi ja tiek administréts liels
skaits serveru un liels skaits vizu, kuru konfiguracijai vajadzetu biit vienadai. Pie ta var but
vainojama gan cilvéku nevériba, sasteigta darbiba d€] ierobezota laika, netiSu nepareizu
darbibu izpilde, parskata procediiras trikums, kura katras izmainas vajadzétu apstiprinat
vairakiem specialistiem, vai arT citi faktori.

Lidzigi, var rasties arl atSkiribas konfiguracija starp dazadam operétajsistemu
distribiicijam, piem&ram "apt" rika izmantoSana paku parvaldei DEB grupas GNU/Linux
distribiicijas (pieméram, Debian un Ubuntu), savukart "yum" rika izmantoSana RPM grupas
GNU/Linux distribiicijas (pieméram, CentOS, Oracle Linux, Red Hat Enterprise Linux), ka
ar1 atSkiribas So operétajsisttmu paku noklus€juma konfiguracija. Tostarp ari vienai un tai
paSai programmatiirai dazadas operétajsistemu distribiicijas var biit atSkirigi nosaukumi,
piem&ram Apache 2 tikla serveris Debian vai Ubuntu operétajsist€émas biis pieejams paka ar
nosaukumu "apache2", savukart CentOS vai RHEL oper&tajsisteémas tas bis pieejams paka ar
nosaukumu "httpd".

Tas var ietekmét ne tikai attiecigas pakas instalaciju, bet var atSkirties ari sisteémas
datnu sist€mas struktiira §1s programmatiiras konfiguracijas noradiSanai un parvaldiSanai.
Tapéc var izveidoties situacija, kura noteikta programmatiira ar specifiskam konfiguracijas
instrukcijam var darboties tikai uz specifiskas operétajsisteémas distribticijas, kas var novest
pie ta, ka uznémuma var biit nepiecieSams uzturét daudzas un dazadas operetajsist€mas savas
infrastruktiiras serveriem, tikai dél programmatiiras prasibu un pieejamo instrukciju del. Tas

var sarezgit $adas infrastruktiiras parvaldiSanu, gan ja runa ir par tas atjaunindgjumu un



drosibas parvaldi, gan arT ja runa ir par tas lietoSanu, nemot véra, ka tas palielina kompetencu
loku, kurs ir nepiecieSams infrastruktiiras administratoriem.

Ar1 atjauninajumu automatiska uzlikSana var radit situaciju, kura noteiktas lietotnes
darbojas konfiguracija, kura tas nebija testetas, ar jaunakam paku versijam - savukart ta
apiesana ar tadiem mehanismiem ka DEB grupas "apt madison" tapat var novest pie
situacijas, kur operétajsisttmas datnu sisttma nepastav skaidrs nodalijums starp sisteémas
pakam un izstradato lietotni, ka ar7 tai nepiecieSamo izpildvidi (pieméram, visas direktorijas,
kuras var glabaties lietotnes serverim nepiecieSama konfiguracija, pieméram Apache Tomcat
izmantotas direktorijas, ka arT izpildvide pasai lietotnei, pieméram OpenJDK). Papildus tam,
pastav iesp€ja, ka radisies problémas, ja biis nepiecieSams palaist vairakas paral€las lietotnes
instances uz viena un ta pasa servera - var paradities portu konflikti, vai arT dublic€sies
izmantotas datnu sistémas mapes.

Sadu risku iestasanas gadfjuma var biit negativi ietekméta attiecigas vides, vai arl
infrastrukttiras kop€ja spéja darboties. Tas var novest pat pie nepareizu darbibu izpildes, kas
var radit ievérojamus zaud&jumus. Pieméram, neveiksmigas serveru konfiguracijas dél, 2012.
gada "Knight Capital Americas LLC" uznémums piedzivoja 460 miljonus ASV dolaru lielus
zaud@jumus 45 minasu ilga laika perioda [2]. Lidzigi, ja programmattra pieprasa specifiskas,
vai vecas operétajsist€émas vai paku klatbutni, tas var novest pie ievérojama risku tvéruma, jo
operétajsistému distribiicijam ir ierobezots dzives cikls, péc kura beigadm vairs nebils pieejami
atjauninajumi, kas var rezultét ievérojamos droSibas riskos, ka arT radit problémas ar §adas
infrastruktiiras dalas uztur€Sanu ilgtermina, jo atjauninajumu trikums var ari liegt izmantot
jaunu aparatiiru, kuru attieciga distribiicija neatbalsta.

Savukart mehanismiem, kurus var izmantot $adu situaciju noverSanai, piem&ram
virtualo masSinu piegadasanai un uzturéSanai ka lietotnes izpildvidei, ar1 ir savi trikumi.
Virtualo mastnu lietoSanas gadijuma var biit raksturiga sliktaka atrdarbiba, jo tiek uzturéts
pilns operétajsisttmas kodols (angliski "kermel”), ka ari lielaks artefaktu izmérs, jo ir
nepiecieSams piegadat visu operétajsistemu ar savam sistémas datn€ém un konfiguraciju.
Lidzigi, laika gaita §is virtualas masinas ari vajadzes administrét un uzturét, jo tas
nenodrosina skaidru nodalijumu starp pasu lietotni un tas datiem, ka arT pargjo sisteému, kas

nelaus tas viegli izveidot no jauna gadijuma, ja ar tekoSo virtualo masinu rodas problémas.
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Konteineru izmantoSana Seit var palidzet, jo laus ieviest skaidru nodalfjumu starp
sist€mas programmatiiru un palaizamo lietotni, nodroSinat centralizétu pieeju konfiguracijas
nolasiSanai un audita izvades parvaldei. Tapat, ta var atvieglot lietotnei pieejamo resursu
ierobezosanu, lai neatlautu situaciju, kura pati sistéma paliek neresponsiva lielas noslodzes
del. Konteineru izmantoSana atlaus arT norobezot paSas lietotnes no pargjas sist€mas un
uzlabot to vides reproducgjamibu, neliekot lejupieladét pakas vai atkaribas dinamiski, paSas
vides uzstadiSanas laika.

Tas nodroSinas, ka notestétas un piegadatas lietotnes kods tieSam sakritis ar to, kurs
darbosies noteiktaja vid€, taja pasa laika laujot pasai sist€mai veikt drosibas un citus
atjauninajumus, netraucgjot konteinerizéto lietotnu darbibai, jo tie neizmantos sist€mas
programmatiiru izpildvidei, bet ta tiks ieklauta pasa konteinera, tam dalot tikai
operétajsistémas kodolu un/vai atseviskas datnu sist€émas mapes, kas péc vajadzibas vares tikt
padotas konteinerim.

Konteineru orkestracija, savukart, atlaus realizét ko lidzigu servisu parvaldei un
automatiski restartét konteinerus, kas ir apstajusies, ka ari laus dinamiski tos izvietot uz
pieejamiem serveriem, ta atvieglojot slodzes balanséSanu un jaunu vizu izveidi [3].
Pateicoties tam, vairs nebiis nepieciesams katras individualas lietotnes konteksta domat par
slodzes balans€taju uztur€Sanu un pasas lietotnes integraciju ar tiem, ka ari par servisu
atklagsanu, manuali uzturot iek$&jos DNS ierakstus. Konteineru tehnologijas un orkestratori
var atlaut to visu parvaldit automatizéta un standartizéta veida, t.i. katrai lietotnei pietiek
noradit, cik tas replikas ir nepiecieSamas un orkestrators pats atbilstosi lietotaja prasibam
nodroSinas attiecigo konteineru palaiSanu un slodzes sadaliSanu starp tiem.

Tomer, ar1 konteineru izmantoSanas gadijuma ir nepiecieSams domat par paSas
infrastruktiiras administréSanu un parvaldiSanu - pat ja darbibas ta visa veikSanai ir mazak,
tapat ir nepiecieSams pec iespgjas minimizet cilveécisko klidu faktoru, tas iesp&ju robezas
automatiz&jot. Lai to realiz&tu, industrija ir pieejami vairaki dazadas sarezgitibas riki, tacu to
ievieSana biezi vien var bt saistita ar papildus darbu, lai tos pielagotu attieciga projekta
vajadzibam. Tapéc var but veérts apsveért alternativa risindjuma izstrades sarezgitibu.
Sekojosas nodalas sikak tiks apskatiti Sie riki un iesp&jamas problémas to ieviesana. P&c tam

tiks 1si aprakstitas pamatnostadnes magistra darba ietvaros izstradatajam rikam.
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1.1 Ansible riks

Dazi no popularajiem industrija izmantotajiem serveru parvaldes rikiem ir Ansible un
Salt - abi no tiem ir v@rsti uz Linux operetajsistému (tostarp Alpine Linux, kas neizmanto
GNU rikus, tapéc Seit nevar izmantot GNU/Linux nosaukumu) parvaldi, laujot veikt dazadus
administrativos uzdevumus. Lai gan abi no rikiem ir sarakstiti, izmantojot Python valodu, to
pieejas serveru savienojuma nodroSinaSanai un darbibu izpildei atSkiras.

Ansible gadijuma, riks ir bazets uz modularas struktiiras. Pasam rikam tiek uzrakstiti
moduli, kuri ietver noteiktu funkcionalitati, tie tiek izsaukti pateicoties YAML formata dotam
veicamo darbibu aprakstam, kas talak rezult€ piesléguma izveidoSana ar administréjamo
serveri caur SSH, datnu nosiitiSana caur SFTP vai SCP un izpildiSana uz attieciga servera. Tas
nozimé, ka uz ta ari ir nepiecieSama saderiga Python izpildvide un ir ierobezotas iespgjas
biblioteku izmantoSanai modulu funkcionalitates realizeéSana (1.1. att.). Alternativi, Ansible
piedava ar1 "raw" un "script" modulus, kuri atlauj skriptu izpildi pa tieSo vai ar1 parsiitiSanu

uz attiecigo serveri un izpildi tur, tacu tie praksé nav plasi izmantoti [4].

Parvaldes serveris Parvaldamais serveris
Ansible riks ar Nosdatrtais kods,
= SSH e e
iebOvetajiem < »| kas tiks izpildits
moduliem un SETP (un vélak dzésts)

(vai SCP)
I Koda izpilde
Python 2.6+
vai Python 3.5+
interpretators

1.1. att. VienkarSots paraugs tam, ka Ansible izpilda komandas
Papildus tam, Ansible YAML uzdevumu formats nodroSina modulu izsaukSanu

balstoties uz priekSnosacljumiem (piemé&ram, servera operétajsist€mas distribiicijas), ka art
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ciklu veidosanu un vides mainigo padosanu, ka arT noteiktu uzdevumu grup&sanu un kopg&ju
izpildi, kas lauj realizét sarezgitakas vizu konfiguracijas izveidi un uzturé$anu. Taja pasa
laika, $ada arhitektira var novest pie salidzino$i sarezgitas paSa rika struktiiras. Piem&ram,
Ansible gadijuma ir 22 dazadi veidi, ka padot mainigos izpildei, ko darot ir janem véra katra

no $o veidu precedencem [5] (1.2. att.).

1. command line values (for example, -u my _user ,these are not variables)
2. role defaults (defined in role/defaults/mainyml) 1
3. inventory file or script group vars -
4. inventory group_vars/all 3
5. playbook group_vars/all 3
&. inventory group_vars/* 3
7. playbook group_vars/* 3
8. inventory file or script host vars 2
9. inventory host_vars/* 3
10. playbook host_vars/* 3
11. host facts / cached set_facts
12. play vars

4

13. play vars_prompt

14. play vars_files

15. role vars (defined in role/vars/mainyml)

16. block vars (only for tasks in block)

17. task vars (only for the task)

18. include_vars

19. set_facts / registered vars

20. role (and include_role) params

21. include params

22. extravars (for example, -e "user=my_user” )(always win precedence)

1.2. att. Paraugs Ansible mainigo noradiSanas veidu
precedencém, no oficialas dokumentacijas

Lidzigi, Ansible nodrosina arT lielu daudzumu funkcionalitates, kas nebis vajadziga
visiem projektiem, pieme€ram uzdevumu grup@Sanu blokos, vai arl notikumu apstrades
sisttmu (angliski "handlers"), kas laus reagét uz noteiktiem notikumiem izpildes gaita,
piem&ram, no jauna ieladet kada servisa konfiguraciju un to parstartét péc tam, kad izpildas
uzdevums, kur§ maina ST servisa definicijas datnes. Lai gan §is funkcionalitates klatbiitne
nenozimé, ka ta bus tie$a veida jaizmanto, ja p€c tas nav skaidras vajadzibas, pasi Ansible
darbibas paraugi un gatavie uzdevumu apraksti (angliski "playbooks"”), ar kuriem var nakt
sastapties, var biit sarezgiti un rika pilnigai apguvei var biit nepiecieSams ievérojams laika

ieguldijums.
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1.2  Salt riks

Salt gadijuma arhitektiira ir nedaudz citada - pretstata Ansible, Salt gadijuma katra no
parvalditajiem serveriem jau bis pilnais kopums ar kodu, kas uz tiem jaizpilda, tiem no
galvena parvaldes servera tiks parsutitas tikai izpildamas komandas un to izpildei
nepiecieSamie parametri, kas nozimé, ka tiks parraidits mazaks datu apjoms un tadel
uzdevumu izpilde var notikt nedaudz atrak. Tacu tad€jadi rodas vajadziba p&c konfiguracijas
visiem parvaldamajiem serveriem, lai Salt riku varétu lietot to administréSanai. Papildus tam,
Salt izmanto nevis tikai SSH protokolu, bet gan vai nu zinojumu rindu sistému (Saja
gadijuma, ZeroMQ), vai ar1 nosiita komandas pa taisno caur TCP [6]. Tomér, atskiriba no
SSH pieejas, $aja gadijuma pasi administréjamie serveri izveido savienojumu ar galveno
serveri, kas nozimé, ka tas var atvieglot ugunsmiira konfiguraciju, jo publiski sasniedzamam

tiesa veida ir jabut tikai galvenajam serverim.

Parvaldes serveris Parvaldamais serveris
Salt ks, kurs TCP No parvaldes
publicé uzdevumu | p-| SErvera sanemtas
izpildei (piem komandas un

ZeroMQ) parametri
Komandu
izsaukums

Salt programmatara
ar iebavetajiem
moduliem komandu
izpildei

Koda izpilde

Python 2.7+
vai Python 3.4+
interpretators
un citas pakas

1.3. att. VienkarSots paraugs tam, ka Salt izpilda komandas
Ka alternativa tomer tiek nodro$inata starpnieku sisteéma, kuru var izmantot, lai caur

Salt programmatiiru atbalstoSiem serveriem var€tu sazinaties arT ar tiem, kas neatbalsta Salt
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standarta pieeju serveru parvaldei - piem&ram, komandas nosiitot caur HTTP API vai art caur
SSH protokolu [7]. Lidzigi, Salt nodroSina ar1 vairak ka 20 paplaSinamas sist€mas, kas atlauj
to pielagot dazadu viZzu prasibam (piem&ram, ja noteiktas autentifikacijas metodes netiek
atbalstitas), tacu taja pat laika var palielinat risinajuma tehnisko sarezgitibu un radit
nepiecieSamibu p&c sevis uzrakstitas funkcionalitates uzturésanas [8].

Tomeér, ne visas videés ir iesp&jams ieviest papildus programmatiru pasa serveri, kas
paredzéta tikai ta attalinatai administré$anai. Sadas programmatiiras ievie$ana var biit saistita
ne tikai ar nepiecieSamibu péc lielaka daudzuma konfiguracijas un resursu ieguldijuma, bet
ar1 zinamiem droSibas riskiem. Jebkura papildus instalétd programmatira un riks var radit
risku, ka izmantotaja ta versija biis ievainojamibas, kas var atlaut nesankcionétu piekluvi
attiecigajam vidém, ka ar1 launpratigu darbibu veikSanu. Lidzigi, attieciba uz dazadu datu
bazu vai rindu sist€ému ievieSanu, tajas esosie dati var tikt nopludinati, dz&sti, vai ar to saturs
var tikt mainits. Slikti sakonfiguréta programmatiira var novest pie ta, ka iebrucgjam ta var
kalpot ka ieejas punkts pareja infrastruktiira, ka to paradija SolarWinds Orion produkta
uzlauSana 2020. gada, par kuru "ASV kiberdroSibas un infrastruktiiras drosibas agenttra"
izdeva arkartas direktivu [9].

Tapec, apsverot ieviest jebkuru papildus programmatiiru, ir nepiecieSams izvertet tas
iespéjamo uzbrukuma tvérumu (angliski "attack surface"), ka ari apzinaties tas nepareizas
darbibas vai launpratigas izmantoSanas riskus un iespgjamas sekas. Turpretim, SSH protokolu
industrija izmanto jau sen, lai pieslégtos serveriem un tos administrétu. Ta atlauj izmantot
kriptografiskas atslégas savienojuma nodrosinasanai, ka arT biezi vien pati operétajsist€éma ir
spejiga attiecigajiem lietotajiem nodroSinat piekluves tiesibu kontroli un eksisté ar1 vairaki
darbibu auditéSanas risinajumi.

Ansible un Salt var biit noderigi riki, ja tos infrastruktiiras parvaldei izmanto
centralizéta veida - ja tos izvelas par pamatu teju visu serveru parvaldes automatizacijai un to
ieviesana iegulda adekvatus laika un cilvekresursu lidzeklus, ta aprakstot tipisko uzdevumu
veikSanu ar tiem un padarot to ievieSanu jaunos izstrades darbos vieglaku. Tomér tie var biit
salidzino$i sarezgiti un prasigi pret administr§jamam vidém, ka del ir lietderigi arT izp@tit

iesp€jas administrét serverus ar vienkarsakam pieejam.
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1.3 Alternativa risinajuma izstrade

Manuali administr&jot serverus, parasti tiek izmantotas Caulas (piem&ram Bash),
savienojumu ar serveriem izveidojot caur SSH protokolu. ST pieeja Linux serveru
administréSanai ir visai populara, jo prasa mazak resursus un mazaku konfiguraciju ka
grafiskas parvaldes iesp€jas, pieméram VNC vai RDP protokolu izmantoSana, kas, savukart,
prasis kadu grafisko lietotaja vidi uz attieciga servera - piem&ram X11 displeja serveri un
LXDE, XFCE, GNOME vai citu darbvirsmas distribiiciju un atbilstoSo programmatiiru
(datnu parvaldniekus, grafiskas konfiguracijas programmatiiru utt.).

Tapéc viena no iesp€jamam pieejam ir realizeét risinajumu, kur§ parvaldei izmanto uz
attalinata servera pieejamo Caulu, kura izsauc noteiktu komandu izpildi un kur§ reagé uz
sanemto attiecigo komandu izvadi. AtSkiriba no Ansible, §ads riks nebiitu atkarigs no Python
klatbiitnes uz attalinatas sistémas un neprasitu noteiktu paku vai programmatiiras instalaciju

uz tas.
1.3.1 Attalinato caulas komandu izsaukSana

Uz caulas komandu izpildi bazeta pieeja lautu s$adam administréSanas rikam darboties
uz liela daudzuma dazadu distribiiciju un vajadzetu vien saderigu Caulu un nepiecieSamas
utilitas, kas var tikt izsauktas uz attalinata servera (piem&ram "sed" teksta datnu apstradei,
"systemctl" servisu parvaldei utt.). Sads riks arT darbotos lidzigi tam, ka darbibas veiktu
cilveki, tatad, neliktu par serveru stavokli domat pilniba deklarativa konteksta, ka to censas
piedavat Ansible riks, ta vieta laujot veikt imperativu darbibu kopumu, lidzigi ka to atlauj
veikt Salt komandrindas funkcionalitate.

Sada imperativa pieeja varétu nodroSinat salidzino$i vienkar$u uzdevumu izstrades
veidu, jo katrs uzdevums sevi ietvertu Caulas komandu izpildi un reagéSanu uz tas izvadi,
pieméram, kliidas kodu vértibam, vai ar1 pazinojuma standartizvades kanalos. Tas lautu So
riku ieviest ka dalu no citiem administrativa rakstura Caulas skriptiem un rikiem, neliekot
domat par nepiecieSamibu manuali veidot infrastruktiru vai veicamos uzdevumus
aprakstoSas datnes iek$ datnu sist€émas mapem, ka tas ir jadara Ansible gadijuma. Ja ar §adas
darbibas ir nepiecieSams veikt ilgstoSai datu uzglabaSanai, tas var nodro$inat ka komandas,

kuram nepiecieSamie dati tiek padoti ka pasu komandu argumenti.
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Lidzigi, $adu riku butu iesp&jams viegli integrét ar GNU lietotaja vides riku kopumu, ka
ar1 citiem komandrindas rikiem, jo nebiitu nepiecieSamas specialas koda bibliot€kas ar to
izmantoSanai paredzétam metodém, ka tas butu nepiecieSams, ja uz attalinatas sist€mas visi
skripti tiktu palaisti Python izpildvidé. Tas lautu izvairities no lieku abstrakcijas mehanismu
izveides, ta paSu kodu uzturot visai 1su un ar1 saprotamu. Lidzigi, jaunu uzdevumu ievieSanai
nebiitu javeido jauni koda moduli, paSu uzdevumu saturs varétu ietilpt iek§ viena skripta.

Tapat, tas neizslédz iesp€ju izmantot Python vai citu augstaka abstrakcijas Itmena
valodu pasas uzdevumu logikas implementacijai, tacu tas tiktu darits tikai paSa rika
izpildvide, kas buitu uz galvena servera (1.4. att.), savukart uz parvaldamo serveri tiktu

nostitas tikai iepriekSminétas komandas.

Parvaldes serveris Parvaldamais serveris
Astolfo riks Caulas (piem. Bash)
. SSH ) /
kura komandas ir |4 »| komandu izsaukumi

Python skripti

1.4. att. Izstradata rika darbibas paraugs

Pie iesp€jamiem Sadas pieejas trilkumiem var minét salidzino$i zemako atrdarbibu, ko
varétu ieviest nepiecieSamiba gaidit, kamér komandas izpildes rezultati tiktu parsititi atpakal
uz galveno serveri caur tiklu, ka arT iespgjamo atkaribu no sisteémas atbalstprogrammatiiras -
piem@ram, ne visas operétajsistémas kas izmanto Linux izmantos "systemd" pakotni servisu
parvaldei, pieméram, Alpine Linux izmanto OpenRC [10], kurai nederés "systemd" domatie
servisu apraksti). Tapat, biezi vien Caulas riku un komandu izsauk$ana biezi vien nenodroSina
viegli ievieSamas pieejas komandu paralelizacijai, pieméram, paralélu ciklu izpildiSanu, kas
nozimé, ka $ada rika paral€lu izsaukumu nodrosSinasana butu atkariga no vides, kura to dara.

Taja pat laika, Sada rika veiktas darbibas biitu vieglak auditét, jo serverim tas izskatitos
pec parasta sist€mas lietotaja darbibam, tatad, p€c noklus€juma paraditos attiecigas Caulas

vesturé (pieméram, ".bash history" datn€), ka arT ta lietotajiem biutu vieglak izprast, ko pats
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riks dara un atklidot ta darbibu, jo pietiktu manuali izsaukt rika izveidotas caulas komandas
caur SSH attalinataja serverd, lai parliecinatos par to izvadi. Nemot véra, ka §ads riks varétu
pieglabat ari komandu izvadi, tas lautu to lasot identificét problémas un to iesp&amos
risinajumus pat bez manualas test€Sanas arpus rika izsaukumiem.

Magistra darba ietvaros tika nolemts izstradat $adu riku, taja realizét darbibas, kas lautu
gan veikt dazadus serveru administrativos uzdevumus, tostarp programmatiras atjauninajumu
instaléSanu un dazadu servisu nokonfiguréSanu (piemé&ram, Zabbix monitoringa), gan ari
sagatavot vidi konteineriz€tu lietotnu palaiSanai, ka arT inicializét konteineru klasterus Docker

Swarm un Kubernetes tehnologijas, ka arT veikt citas darbibas.
1.3.2 Komandrindas interfeiss

Viena no iesp&jamam problémam rika izstrade ir slikta rezult&josa lietojamiba dél ta, ka
pats komandrindas interfeiss realizétu mijiedarbibu ar lietotaju. Darba autors uzskata, ka
programmatiirai biitu japalidz tas lietotajiem, pat neliekot atseviski pilniba iepazities ar tas
dokumentaciju - pieejamam komandam batu jabat logiski strukturétam un grupétam, ka ari
komandas izsaukSanai bez parametriem vajadz&tu paradit gan pieejamas apakSkomandas, gan
ar1 parametrus, kuri ir nepiecieSami, ja tadi ir. Tam par pieméru var kalpot pasa Docker rika
izvade, kura pieejama funkcionalitate ir iedalita vairakas apakSkomandas, pieméram, "docker
stack" izvadis informaciju par ar orkestratoru saistitajam komandam un opcijam, ka ari
lietotajam sniegs informaciju par darbibam, kas var but jaizpilda, lai sanemtu pilnigaku
palidzibu (1.5. att.).

kronislvicatbook:~% docker stack
Usage: docker stack [OPTIONS] COMMAND

Manage Docker stacks

Options:
--orchestrator string Orchestrator to use (swarm|kubernetes|all)

Commands :
deploy Deploy a new stack or update an existing stack
1s List stacks
ps List the tasks in the stack
rm Remove one or more stacks
services List the services in the stack

Run 'docker stack COMMAND --help' for more information on a command.

1.5. att. Komandas "docker stack" izvade
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Sada veida pieeja var ievérojami uzlabot programmatiras atklajamibu un atvieglot
lietotajam darbu ar to. Turpretim, seklaka komandu struktiira bez apakSkomandam var
ievérojami sarezgit darbu ar programmatiiru, jo pat tas sniegta palidziba par tas lietoSanu var
but griiti uztverama. Piem@ram, Ansible p&c nokluséjuma izvada visu savu parametru
dokumentaciju, lidzigi ka to dara citi GNU/Linux riki, tostarp "tar" arhivéSanas programma,
kas var kalpot par uzskatamu pieméru lietotajam nedraudzigai saskarnei (1.6. att.).

kronislvi@catbook:~$ tar --usage

Usage: tar [-AcdrtuxGnSkUWOmpsMBiajJzZhP1Rvwo?] [-C DIR] [-T FILE] [-X FILE]
-g FILE] [-T ARCHIVE] [-F NAME] [-L NUMBER] [-b BLOCKS]

-H FORMAT] [-V TEXT] [-I PROG] [-K MEMBER-NAME] [-N DATE-OR-FILE]
--add-file=FILE] [--directory=DIR] [--exclude=PATTERN]
--exclude-backups] [--exclude-caches] [--exclude-caches-all]
--exclude-caches-under] [--exclude-ignore=FILE]
--exclude-ignore-recursive=FILE] [--exclude-tag=FILE]
--exclude-tag-all=FILE] [--exclude-tag-under=FILE] [--exclude-vcs]
--exclude-ves-ignores] [--no-null] [--no-recursion] [--no-unquote]
--no-verbatim-files-from] [--null] [--recursion]
--files-from=FILE] [--unquote] [--verbatim-files-from]
--exclude-from=FILE] [--anchored] [--ignore-case] [--no-anchored]
--no-ignore-case] [--no-wildcards] [--no-wildcards-match-slash]
--wildcards] [--wildcards-match-slash] [--catenate]
--concatenate] [--create] [--diff] [--compare] [--delete]
--append] [--list] [--test-label] [--update] [--extract] [--get]
--check-device] [--listed-incremental=FILE] [--incremental]
--hole-detection=TYPE] [--ignore-failed-read] [--level=NUMBER]
--seek] [--no-check-device] [--no-seek] [--occurrence[=NUMBER]]
--sparse-version=MAJOR[ .MINOR]] [--sparse] [--keep-old-files]
--keep-directory-symlink] [--keep-newer-files]
--no-overwrite-dir] [--one-top-level[=DIR]] [--overwrite]
--overwrite-dir] [--recursive-unlink] [--remove-files]
--skip-old-files] [--unlink-first] [--verify]
--ignore-command-error] [--no-ignore-command-error] [--to-stdout]
--to-command=COMMAND] [--atime-preserve[=METHOD]] [--clamp-mtime]
--delay-directory-restore] [--group=NAME] [--group-map=FILE]

- -mode=CHANGES] [--mtime=DATE-OR-FILE] [--touch]
--no-delay-directory-restore] [--no-same-owner]
--no-same-permissions] [--numeric-owner] [--owner=NAME]
--owner-map=FILE] [--preserve-permissions] [--same-permissions]
--same-owner] [--preserve-order] [--same-order] [--sort=0RDER]
--acls] [--no-acls] [--no-selinux] [--no-xattrs] [--selinux]
--xattrs] [--xattrs-exclude=MASK] [--xattrs-include=MASK]
--Tile=ARCHIVE] [--force-local] [--info-script=NAME]
--new-volume-script=NAME] [--tape-length=NUMBER] [--multi-wvolume]
- -rmt -command=COMMAND] [--rsh-command=COMMAND] [--volno-file=FILE]
--blocking-factor=BLOCKS] [--read-full-records] [--ignore-zeros]
--record-size=NUMBER] [--format=FORMAT] [--old-archive]
--portability]

- -pax-option=keyword[[:]=value][, keyword[[:]=value]]...] [--posix]
--1label=TEXT] [--auto-compress] [--use-compress-program=PROG]
--bzip2] [--xz] [--1zip] [--1zma] [--1zop] [--no-auto-compress]
--gzip] [--gunzip] [--ungzip] [--compress] [--uncompress]
--backup[=CONTROL]] [--dereference] [--hard-dereference]
--starting-file=MEMBER-NAME] [--newer-mtime=DATE]
--newer=DATE-OR-FILE] [--after-date=DATE-OR-FILE]
--one-file-system] [--absolute-names] [--suffix=STRING]
--strip-components=NUMBER] [--transform=EXPRESSION]
--xTorm=EXPRESSION] [--checkpoint[=NUMBER]]
--checkpoint-action=ACTION] [--Tull-time] [--index-file=FILE]
--check-1inks] [--no-quote-chars=STRING] [--quote-chars=STRING]
--quoting-style=STYLE] [--block-number] [--show-defaults]
--show-omitted-dirs] [--show-snapshot-field-ranges]
--show-transformed-names] [--show-stored-names]
--totals[=SIGNAL]] [--utc] [--verbose] [--warning=KEYWORD]
--interactive] [--confirmation] [--help] [--restrict] [--usage]
--version] [FILE]..

1.6. att Rika "tar" piedavata lietoSanas pamaciba

Balstoties uz $adu pamatojumu, darba ietvaros tika izvelets rika nodrosinatas komandas
grupét atbilstosi to funkcionalitates apgabalam, ka ar1 rika realizét palidzibu, kura lietotajam
censtos sniegt ne tikai informaciju par parametru vertibam, bet ar1 tekstuala veida skaidrotu

par ta lietoSanu un komandas jégu, neliekot pilniba iepazit visu pieejamo dokumentaciju.
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1.3.3 Rika sapakoSana un palaiSana

Vel viena no iespgjamam problémam attieciba uz rika izmantoSanu varétu biit pieeja ta
sapakoSanai. Gan Ansible, gan Salt gadijuma ir nepiecieSams izmantot noteiktas
operétajsisttmu distriblicijas, kuras nodroSina vajadzigo Python izpildvides un citu to
darbibai nepieciesamo paku versijas. Sada pieeja nozime, ka Ansible nav iesp&jams palaist uz
Microsoft Windows operétajsistémas, kas sarezgi uzdevumu izpildes izsaukSanu no tas, pat ja
administr§jamo serveru operétajsisttma ir kada no GNU/Linux distribiicijam. Tapat, ja
Ansible cenSas palaist uz datora, uz kura ir Python 2 interpretators, par to tiek sanemts
bridinajums - nakotn€ iesp&jams sagaidit, ka §is izpildvides atbalsts tiks vispar partraukts

(1.7. att.).

kronislvi@catbook:~$% ansible
fusr/1lib/python2.7/dist-packages/ansible/parsing/vaults__init_ .py:44: CryptographyDeprecationWarning: Python 2
is no longer supported by the Python core team. Support for it is now deprecated in cryptography, and will be
removed in a future release.

from cryptography.exceptions import InvalidSignature
Usage: ansible <host-pattern> [options]

Define and run a single task 'playbook' against a set of hosts

Options:
-a MODULE_ARGS, --args=MODULE_ARGS
module arguments
--ask-vault-pass ask for vault password
-B SECONDS, --background=SECONDS

1.7. att. Paraugs bridindjumam par Ansible atbalstu Python 2 izpildvidei

Tas nozimée, ka So riku nav iesp€jams izmantot lokalai komandu izsaukSanai noteiktas
operétajsisttmu konfiguracijas un tas var radit papildus prasibas infrastruktiiras
administréSanai, kas daudzos gadijumos nebiis vélams. Pastav iesp€ja izmantot Docker, vai
citu konteinerizacijas risindjumu, lai nodroS§inatu Ansible palaiSanu uz visam
operétajsisttmam, kas atbalsta to riku, tacu problémas rada tas, ka Ansible savu konfiguraciju
ielasa no datnu sist€mas, kas to padara slikti piemérotu $adam izmantoSanas veidam, jo ari
pats riks nenodroS§ina mehanismus So datnu izveidei ar komandam, pieméram,
administréjamo serveru pieregistrésanai.

Tapéc darba ietvaros ir nepiecieSams apsvert izstradat riku, kur§ ir pieejams gan ka
lokali palaizamu skriptu kopums noteiktai Python versijai, gan uz Microsoft Windows, gan
arT uz GNU/Linux distribiicijam, tacu taja pat laika var tikt viegli konteineriz€ts un palaists uz

vidém, kuras ir vecakas paku versijas, tacu tiek nodrosinats kada no konteineru tehnologijam.
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1.3.4 NepiecieSamiba péc testeSanas

Lai parliecinatos par to, ka izstradatais riks ir spg€jigs veikt visus administrativos
uzdevumus, kuri ir nepiecieSami infrastruktiiras sagatavoSanai, ir nepiecieSams veikt
praktisku ta test€Sanu péc So uzdevumu izpildes. Lai nodroSinatu péc iesp€jas pilnigaku
testéSanu, kuras ieglitie rezultati biitu objektivi un noderigi darba ietvaros tika izvélets
realiz€t konteineriz€tu lietotni, kuru palaist uz $adas sagatavotas infrastruktiiras un noverot
tas darbibu apstaklos, kuri biitu pielidzinami tas darbibai zem slodzes.

Papildus tam, ir aktuals arT resursu pat€rina jautajums - ja riks atbalstitu gan Docker
Swarm, gan Kubernetes tehnologijas, tad butu lietderigi apskatit, ka izvelétas orkestratoru
distribiicijas biitu sp€jigas darboties ar pieejamiem skaitloSanas resursiem, jo 1pasi situacijas
ar ierobezotiem skaitloSanas resursiem, kas var atbilst dazadam izstrades un testéSanas videm.
Gadijuma, ja atklatos, ka kads no orkestratoriem pieprasa ievérojamu resursu rezervi, tas

varétu sadardzinat tas ekspluataciju, jo pieprasitu jaudigaku aparattru.

1. Parvaldes ierice Parvaldamais serveris
Izstradatais riks SSH Tiek sagatavota Zabbix monitoringa riks 4
serveru parvaldei < »-| konteineru izpildvide )
I1zpilda uzdevumus un klasteris
{n SFTP Tiek ievakti,
A < Ly uzglabati un
Nodrosina darbibu vizualizeti dati
par serveriem
Tiek palaista
|| konteinerizéta lietotne e
Parvaldamais serveris
Tiek sagatavota
| konteineru izpildvide
un klasteris
GitLab Registry instance A .. _ K6 testésanas riks
NodroSina darbibu
Izstradata lietotne Tiek palaista Tiek generéta
testéSanai glabajas g »| konteinerizéta lietotne | 4 ~p| slodze ar daudziem
konteineru registra pieprasTjumiem
2 3.

1.8. att. TesteSanai nepiecieSamo komponensu ilustracija

Lai veiktu $adu testeéSanu, ir nepiecieSami vairaki komponenti (1.8. att.):
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1. nepiecieSama ierice, uz kuras palaist riku infrastruktiras sagatavoSanai, par ko var
kalpot pat personala darbstacija, pasu riku palaizot konteinerizeta veida;

2. nepiecieSams konteineru registrs un sagatavota lietotne testéSanai, lai parbauditu
infrastruktiiras sp&ju lejupieladét un palaist konteinerizétas lietotnes, ka ar1 uzturét
velamo repliku skaitu;

3. nepiecieSama programmatiira, ar kuru realiz€t un izpildits slodzes testus, lai
parbauditu, ka infrastruktiira ir sp&jiga darboties situacijas ar lielu pieprasijumu skaitu
pret lietotné€m,;

4. nepiecieSams riks monitoringam, lai ievaktu informaciju par infrastruktiiras stavokli,
resursu patérinu un iespgjamam probleémam taja.

Balstoties uz to, darba ietvaros tika izstradati un sagatavoti visi nepiecieSamie
komponenti. Zabbix un GitLab Registry sagatavoSana Seit netiek sikak aprakstita, jo Sie
uzdevumi ir arpus darba tv€ruma, tacu uzmaniba tiek pieveérsta pasa rika izveidei un
lietosanai, parauga lietotnei un tas darbibai, ka art izveidotajiem slodzes testiem.

Tapat, veidotie risindjumi ir paredzeti tam, lai péc vajadzibas tos var€tu palaist uz
vairakiem serveriem un tie nepalautos uz noteiktu to skaitu vai konfiguraciju. Tas lautu
turpmakajos pétijumos piesaistit lielaku skaitloSanas resursu daudzumu un nodroSinatu
iesp&ju parbaudit, ka apskatito orkestratoru darbibas ipatnibas mainas atkariba no klastera
elementu, parvaldamo serveru, skaita. Tas atlautu So testéSanu atkartoti izpildit nakotng, ar
taja bridi noteiktajiem izstrades darbiem pieejamiem skaitloSanas resursiem, lai méginatu
identificet to, vai nerastos kadas problémas, pieméram, ja orkestratora galvenajam serverim
val serveriem biitu nepiecieSams lielaks daudzums operativas atminas vai procesora

skait]loSanas resursu, lai parvalditu visus klasterim pievienotos serverus.

22



2. PROGRAMMATURAS PRASIBU SPECIFIKACIJA

Saja nodala ir ietvertas programmatiiras prasibu specifikacijas izstradatajam sistémam,
kas realizétas magistra darba ietvaros. Tapéc, ka katrai no sisttmam darba realizacijas
ietvaros ir citas prasibas, katra no tam tiek aprakstita sava nodala. Prasibu specifikacijas ir
izstradatas, balstoties uz LVS 68:1996 standartu[11]. Katram prasibu punktam tiek sniegta ar1

racionalitate, kas pamato ta klatbiitni un to paskaidro sikak.
2.1 Noluks

Dotas programmatiiras prasibu specifikacijas mérkis ir aprakstit prasibas komandrindas
rika izstradei. Tas ir iedalitas funkcionalajas un nefunkcionalajas prasibas, §1 rika izstrades
ietvaros uzsvars tiek likts tieSi uz prasibam, kuras nodrosinatu rika saderibu ar par paraugu
izveleto operetajsisteému. Tapat, uzsvars tiek likts uz rika @rtas lietoSanas nodroSinaSanu:
rikam jarealiz€ konsistents ievades un izvades formats, janodro$ina mehanismi argumentu
noradiSanas atviegloSanai, ka ari lietotajam janodroSina palidzibas sistéma, kas sikak ir
aprakstita sekojosas apaksnodalas.

Aprakstitajam rikam pagaidam vajadze€tu darboties caur komandrindas saskarni, tacu
vajadzeétu atlaut gan lietotajam paSam defin€t jaunus administrativos uzdevumus Python
programmeésanas valoda, ka arT nakotné atlaut integraciju ar citiem rikiem, pieméram, realizét
tikla interfeisu, caur kuru lietotajam draudzigaka veida butu iesp€ams izsaukt S§1 rika
nodro$inato uzdevumu izpildi un nodro$inat gan argumentu padoS$anu, gan ari reagé€Sanu uz

izvadi, tapec tiek izvirzitas prasibas datu formatam.
2.2 Darbibas sfera

Darba autors strada SIA "Autentica" uzpe€muma, kura pedgos gados konteineru
tehnologiju ievie$anas jautajums ir kluvis aktuals un pie ka notiek darbs. Sada rika izstrade
var atlaut spriest par to, cik viegli vai sarezgiti var bt automatiz&t infrastruktiiras uzturésanu,
tie§i saistiba ar vizu sagatavosanu konteinerizétu lietotnu palai$anai. ST informacija bas
noderiga, pat ja nakotné tiks izv€leti kadi no aprakstitajiem alternativajiem rikiem, piem&ram
Ansible vai Salt, jo izstrades laika bus piefiks€tas nepiecieSamas sist€émas pakas, ar servisiem

saistitas darbibas vai cita nepiecieSama konfiguracija noteiktai serveru sagatavosanai.
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1.

2.3 Prasibu specifikacija komandrindas rikam

2.3.1 Funkcionalas prasibas

Prasibas lietojamibai
1.1.  Izpildot jebkuru rika komandu bez parametriem vai ar "--help" opciju, tam ir

jaizvada informacija par sekojosam datu vienibam:

1.1.1. komandas visparigs apraksts, vismaz 1 teikuma garuma

1.1.2. komandas parametru noradiSanas secibu un formatu (ja tadi
nepiecieSami)

1.1.3. apakskomandam, ja Sai komandai tadas ir

Racionalitate: Lai wuzlabotu rika funkcionalitates atklajamibu (angliski
"discoverability"), tam vajadz€tu lietotajam sniegt informaciju par to, kadas
darbibas noteikta bridi (apskatot komandu grupu) ir iesp&jamas, kadi parametri
tam ir nepiecieSami.

1.2.  Visu rika uzdevumu izpildei, kas parvalda attalinatos serverus, parametru
norades nepiecieSamibas gadijuma ir jaizmanto JSON formatu [12].
Racionalitate: Tiek paredzeéts, ka rika darbibu nakotné biis nepiecieSams
automatizg€t, tam izstradajot tikla interfeisu. Tapec ka tira teksta veida parametru
apstrade var radit sarezgljumus, ka alternativu var izvéleties strukturéto datu
formatu.

1.3, Visam komandam, kuras tiek izmantoti JSON formata parametri, ir jabiit
mehanismam, kas lauj izgiit tukSu parauga objektu ar visiem nepiecieSamiem
laukiem komandas izpildei, tacu bez aizpilditam vertibam.
Racionalitate: Lai atvieglotu JSON objektu izveidi, viens no variantiem ir tuksa
parauga objekta atgrieSana, kura vien atliktu aizpildit laukus, pirms komandas
izsaukSanas.

1.4.  Visam komandam, kuru izpilde attalinataja serveri izsauks vairak par 1 Caulas
komandu, ir nepiecieSams uzdevuma iedalijums stadijas, parskats par kuru izpildi
ir jaizvada péc komandas izpildes beigadm. Katrai stadijai nepiecieSams:

1.4.1. nosaukums
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1.4.2. apraksts (vismaz 1 teikums)

1.4.3. komandas, kas tika izpilditas
1.4.4. komandu izvade
1.4.5. pazime par to, vai izpilde bija veiksmiga.

Racionalitate: Lai palidzetu atklidosana un attalinato serveru darbibas
problému identificéSana, klumju gadijuma nepiecieSams saprast, kuras
komandas tika izpilditas veiksmigi un kuras ne.

2. Prasibas uzdevumu parvaldei un izpildei

2.1.  Rikam jarealiz€ komandas, kas lauj no datnu sist€mas datném pievienot jaunus
Python formata uzdevumus. Ja attiecigaja datn€ nav ietverts derigs Python kods,
tad par to rikam ir jazino un jaatce] pievienoSanas darbiba.
Racionalitate: Rika darbiba ir versta uz pec iesp&jas vienkarsaku pielagosanu un
paplaSinasanas procesu. Tapéc mehanismi jaunu uzdevumu registréSanai
atvieglotu darbu ar to.

2.2.  Rikam pieejamie uzdevumi ir jaregistré dinamiski, izpildes laika. Ja kada
uzdevuma saturs ir nederigs, tad tas nedrikst traucet pargjo darbibai un par ta
klatbiitni  ir  jaizvada  tikai  bridindjuma  pazinojums  lietotajam.
Racionalitate: Klidaina uzdevuma klatbitne starp visiem par€jiem nedrikstetu
radit trauc€jumus pargjo darbibai, tapec nepiecieSams ieviest klidu apstrades
logiku.

2.3. Rikam visa izvade péc uzdevuma izpildes, kas var tikt izmantota citam
uzdevumam, ir jaizvada STDOUT standartizvades kanala, JSON formata. Ta
nedrikst ietvert vairak par 1 JSON struktiiru. Ja nepiecieSams izvadit vairak par
vienu datu vienibu, tad jaizmanto masivi.
Racionalitate: Ja ir komanda, kuras izvade ir nepiecieSama citai komandai ka
ievade, tad So izvadi vajadz€tu var€t izmantot bez papildus apstradaSanas vai
papildus transformacijam. Tapéc $aja gadijuma STDOUT kanals tiek rezervéts
tikai un vienigi parametru informacijas izvadei.

2.4. Rikam visa cilvékiem lasama informacija ir jaizvada STDERR standartizvades

kanala. Ta var ietvert nestrukturétu teksta informaciju.
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Racionalitate: Tapéc, ka jebkura nestrukturéta teksta izvade, vai jebkura cita
izvade kas nav tieSi saistita ar parametriem citam komandam, var€tu traucet
parametru nolasiSanai no STDOUT satura, tapéc ir nepiecieSams So izvadi
norobezot.

3. Prasibas datnu formatiem

3.1. Rikam ilgstosi uzglabajamie konfiguracijas dati, tostarp parvaldamo serveru
saraksts, ir jauzglaba pastaviga datu glabatuvé - datpu  sistéma.
Racionalitate: NepiecieSams nodro$inat, ka visa serveru informacija nav jaievada,
izsaucot katru uzdevuma izpildi. To var nodrosinat, Sos datus uzglabajot ilgstosi.
Datpu sistémas izmantoSana lauj izvairities no nepiecieSamibas péc datu bazu
vadibas sistemam.

3.2.  Rikam visi generétie konfiguracijas datnes ir jauzglaba teksta formata.
Racionalitate: Teksta formatus ir vieglak apskatit un vajadzibas gadijuma arT labot,
ta nodroSinot to, ka nebiis nepiecieSamiba péc specializ€tas programmatiiras
binaru formatu datnu laboSanai.

4. Drosibas prasibas

4.1. Rikam ir jaspgj izveidot savienojumu ar parvaldamo serveri, izmantojot SSH
privatas atslégas, kas generétas ar "ssh-keygen" riku [13] un izmanto vismaz RSA
algoritmu [14] ar vismaz 4096 bitus garu atslegu.
Racionalitate: Lai gan ed25519 atslégas médz uzskatit par drosakam [15], ne visas
operétajsisttmu konfiguracijas tas pagaidam atbalsta. Pagaidam RSA atslégam ir
plass atbalsts, ka dé] tas ir izveletas par pamatu.

4.2.  Riks nedrikst nodrosinat SSH savienojuma izveidi ar lietotajvardu un paroli,
neizmantojot privatas atslégas.
Racionalitate: Autentifikacija ar serveri izmantojot lietotajvardu un paroli ir viens
no vienkarSakajiem SSH savienojuma nodibinaSanas serveriem, tacu taja pat laika
ir arm mazak droSs, ka privatas atslégas izmantoSana. Tapéc So mehanismu rika
sakotngja versija ir izve€léts neatbalstit vispar, lai veicinatu droSaku metozu
1zmantoSanu.

5. Prasibas operétajsist€mu un programmatiiras atbalstam
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5.1.  Ar riku ir javar administrét serverus, uz kuriem ir instaleta CentOS 8
distribticija [16] un kuriem ir vismaz 4.18. Linux kodola wversija [17].
Racionalitate: Daudzam no GNU/Linux distribiicijam var sava starpa atSkirties
parvaldes process un riku nodroSinajums. Vienas distribiicijas izvéle atlauj riku
testet tiesi pret to un biuit droSiem, kas to izmantojoSos serverus bils iesp&jams
administrét.

5.2. Ar riku ir javar izveidot SSH savienojumu ar serveriem, kuros ir instaléta
vismaz OpenSSH servera 8.0 versija [18], kas izmanto OpenSSL 1.1.1g versiju
[19].

Racionalitate: Dazadam SSH servera implementacijam atbalsts noteiktai SSH
protokola funkcionalitatei var atSkirties. Tap€c tiek izv€leta viena servera versija,
pret kuru veikt testéSanu.

5.3. Rikam ir javar nosutit attalinatas komandas un tas izpildit, ja uz attalinata
servera ir vismaz Bash caulas 4.4.19 versija [20], kas ir lietotaja nokluseta
pieslégSanas caula.
Racionalitate: GNU/Linux operétajsistéma atbalsta vairakas dazadas Caulas, kuru
starpa var atSkirties komandu sintakse un atbalstitas funkcionalitates kopums.
Bash ir viena no salidzinoSi popularajam ¢aulu implementacijam, ka déel ta tiek

izveleta par pamatu.
2.3.2 Nefunkcionalas prasibas

Prasibas procesam

1.1. Izstrades procesa ir jaizmanto Git distributéta versiju kontroles sist€ma.
Racionalitate: Ir nepiecieSams nodro$inat iesp&ju izsekot veiktajam izmainam, ka
arl vajadzibas gadijuma tas atgriezt uz agraku stavokli. Papildus tam,
nepiecieSams spét versionéSanas darbibas veikt bez aktiva Interneta piesleguma,
repozitorija stavokli sinhronizgjot velak.

1.2. Izstrades procesa jaizmanto nepartrauktads integracijas un nepartrauktas
piegades principi, lai katru jauno versiju biitu iesp&jams testet pret infrastruktiiru.

Racionalitate: Nemot veéra, ka izstrades laika biezi var notikt jaunu izmainu
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ievieSana, nepiecieSams spét tas testét ne tikai lokali, bet arT uz testa vides kas
atbilst apskatamajai operétajsist€émas konfiguracijai.

1.3.  Papildus pasa lietotn€ realizétajai palidzibas sist€mai, ievieSot sist€tma jaunus
uzdevumus, nepiecieSams katrai no komandam uzturét vismaz 1 tas izmantoSanas
pieméru teksta datng.
Racionalitate: Palidzibas sist€éma ir interaktiva, tacu var nepiedavat parskatu par
visam lietotnes komandam. Tapéc Sadu parskatu nepiecieSams uzturét atseviski.
Teksta formats (.txt, .md) tiek izv€lets binaro formatu vieta (.odt, .doc), jo lauj
apskati bez TpaSas programmatiras, ka arT lauj saturu viegli parmeklet.

Prasibas produktam

2.1.  Komandrindas rikam ir jaspgj darboties uz GNU/Linux Debian distribiicijas
10 versiju [21].
Racionalitate: Pastav iespgja, ka dazadu operétajsisteémas distribiiciju ietvaros,
koda darbiba varétu atSkirties. Tapec tiek izveleta references distribiicija, ar kuru
nepiecieSams uzturét saderibu un kura notiek testéSana.

2.2.  Komandrindas rikam ir jasp&j darboties, to palaizot ar Python 3.9.0 izpildvidi
[22], vai jaunaku tas versiju, pienemot, ka attiecigaja vide ir pieejamas "venv" un
"pip"

Racionalitate: Python 2 un 3 versijas atSkiras un ne vienmér pastav iespgja starp

komandas/riki.

tam dalit kodu. Tapéc, lai noverstu situacijas, kuras koda darbiba ir neparedzama
vai nepilniga, tiek noteiktas prasibas pret izpildvides versiju.

2.3.  Python nepiecieSamo paku parvaldei ir jaizmanto tikai "pip" riks [23] un
nepiecieSamas atkaribas ir jauztur datné.
Racionalitate: Ir pieejami vairaki veidi, ka parvaldit Python projektam
nepiecieSamas koda bibliotekas. Tikai viena veida izvéle var palidzet ar vides
sagatavoSanas procesa vienkarSosanu.

2.4. Papildus rika distributéSanai pirmkoda veida, nepiecieSams nodro$inat ari ar
OCIT standartu saderigus konteinera attelus [24], ar kuru palidzibu riku iesp&jams
palaist pat wuz videm, kuras nav instalets Python interpretators.

Racionalitate: Ne visas izpildvid€s bus pieejama Python 3.9.0 versija, vai jaunaka,
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ka arT ne visur biis pieeja citiem no minétajiem rikiem. Docker un citu OCI
saderigo konteineru izpildvizu izmantoSana var atlaut So riku palaist arT $adas
situacijas.

2.4 Prasibu specifikacija testeSanas lietotnei

Saja nodala ir aprakstitas prasibas lietotnes izstradei, kuru izmantot infrastruktiiras
test€Sanai. Prasibas ir iedalitas funkcionalajas un nefunkcionalajas prasibas, §is lietotnes
ietvaros uzsvaru liekot tieSi uz tipiska tikla risindjuma infrastruktiiras un darbibas
nodros§inasanu ar nosacijumu, ka Sai lietotnei ir jabut horizontali mérogojamai, kas sikak ir
aprakstits sekojosas apakSnodalas.

Parauga lietotnes prasibas ir aprakstitas ar uzsvaru uz tas mérki - tas izmantoSanu
infrastruktiiras test€Sanai un tas darbibas verifikacijai, ne kadu specifisku biznesa mérku

sasniegSanai, tapec ar1 funkcionalas prasibas ir veérstas uz tehnisko vajadzibu apmierinasanu.
2.4.1 Funkcionalas prasibas

1. Prasibas tikla saskarnei

1.1.  Lietotnei ir jarealizé tikla lietojumprogrammas saskarne (angliski "web
application programming interface" jeb "web API"), kura seko REST principiem
(angliski "representational state transfer") [25], datus sanemot un atgrieZot JSON
formata.
Racionalitate: REST pieeja tikla lietotnu izstradei ir industrija populara un $aja
gadijuma atlaus ar1 vieglu atklidoSanu, vismaz salidzinot ar binarajiem
protokoliem. ST tiek uzskatita par funkcionalo prasibu, jo lietotnes mérkis ir kalpot
par risinajumu, kur§ lauj testét pasas infrastruktiiras darbibu, realiz€jot tipisku
tikla lictotnes topologiju.

1.2.  Lietojumprogrammas saskarnei ir janodroSina iesp&ja pieregistrét jaunu ierici,

vajadzibas gadijuma noradot sekojosas datu vienibas iek§ JSON pieprasijuma

satura:
1.2.1. personas vards (teksta veértiba, neobligata)
1.2.2. kontakttalrunis (teksta vertiba, derigs telefona numurs, neobligats)
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1.3.

1.4.

1.2.3. e-pasta adrese (teksta vertiba, deriga e-pasta adrese, neobligata)
Sim pieprasijumam ir jaatgriez unikalais ierices identifikators, kur§ tiek
uzgeneréts tas izveides laika. Sis saskarnes realizacijai jaatbilst lietotnes
funkcionalo prasibu 1.1. punktam.
Racionalitate: Kontaktinformacijas noradiSana nav obligata parauga situacijas
apskates ietvaros, taCu ierici ir nepiecieSams pieregistrét, lai saprastu kurai
iericei pieder kuri atrasanas vietu dati.

Lietojumprogrammas saskarnei ir janodro§ina iesp&ja pieregistrét jaunu
atraSanas vietas datu ierakstu iericei, noradot sekojosas datu vienibas iek§ JSON
pieprasijuma satura:

1.3.1. ierices unikalais identifikators (teksta vértiba, UUID formats, no
ierices pieregistréSanas pieprasijuma atbildes)

1.3.2. ieprieksgjas atrasanas vietas datu identifikators (teksta veértiba, UUID
formats, no datu ieraksta pieregistréSanas pieprasijuma atbildes, ja tads ir bijis)

1.3.3. atraSanas vieta (2 teksta vértibu lauki, kas atbilst geografiskas
koordinatu  sisttmas komponentem: geografiskajam  garumam un
geografiskajam platumam)
Sim pieprasijumam ir jaatgriez unikalais jaunizveidota datu ieraksta
identifikators, kurs tiek uzgenerétas ta izveides laika. Sis saskarnes realizacijai
jaatbilst lietotnes funkcionalo prasibu 1.1. punktam.

1.3.4. laiks (teksta vertiba, atbilstosi ISO 8601 datuma un laika formatam
[26])

Racionalitate: ITerices pieregistrétajiem datiem vajadzétu veidot saistitajam

sarakstam Iidzigu funkcionalitati, ka dél jaunu datu ievadiSanas laika

nepiecieSama atsauce uz ieprieksgjiem.

Lietotnes generétajiem datiem ir japieskir nevis secigi raditi identifikatori, bet
nejausi generétas vertibas, kas atbilst UUID formatam (angliski "universally
unique identifier") [27].

Racionalitate: Tapec ka ierakstu izveidoSana palaujas uz ieprieks€jo datu esamibu,
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vajadz@tu izmantot vertibas, kuras ir pec iesp€jas grutak uzminét. Tapat, $adas
vertibas nelauj spriest par datu daudzumu sisteéma.
2. Prasibas datu apstradei

2.1.  Lietotnei ar planoto procesu palidzibu ir jaspgj uzgeneréct karstuma kartes, kas
Latvijas teritoriju sadala kvadratiskos vienada izméra laukumos un katra no tiem
aprékina  piefikséto  iericu  skaitu par uzdoto laika  intervalu.
Racionalitate: Planoto procesu izpilde biezi vien tiek implementeta ka dala no
biznesa logikas realizacijas. Ar1 Seit ta laus nevis piefiks€tos atrasanas vietu datus
atradit pa tieSo, bet tos transformét ta uzlabojot privatumu. ST tiek uzskatita par
funkcionalo prasibu, jo lietotnes mérkis ir kalpot par risindjumu, kur§ lauj testet
pasas infrastruktiiras darbibu, realizgjot tipisku tikla lietotnes topologiju.

2.2.  Planoto procesu realizacija jaizmanto datu apstrades iesp€jas pasa relaciju datu
bazu vadibas sisteéma, ne visu datu ielasiSana lietotnes atmina. Tas sasniedzams ar
procediiru  uzglabasanas  (angliski "stored  procedure')  palidzibu.
Racionalitate: Test€Sanas lietotnei ir ne tikai japarada HTTP pieprasijumu
apstrades radita slodze, bet arT jalauj testet scenarijus, kura dala logikas ir realiz&ta
pasa datu bazes vadibas sistémas pusé. ST tiek uzskatita par funkcionalo prasibu,
jo lietotnes mérkis ir kalpot par risinajumu, kur§ lauj testet paSas infrastruktiiras

darbibu, realizgjot tipisku tikla lietotnes topologiju.
2.4.2 Nefunkcionalas prasibas

1. Prasibas procesam

1.1. Izstrades procesa ir jaizmanto Git distributéta versiju kontroles sist€ma.
Racionalitate: Ir nepiecieSams nodro$inat iesp&ju izsekot veiktajam izmainam, ka
arl vajadzibas gadijuma tas atgriezt uz agraku stavokli. Papildus tam,
nepiecieSams spét versionéSanas darbibas veikt bez aktiva Interneta piesleguma,
repozitorija stavokli sinhronizgjot velak.

1.2. Izstrades procesa jaizmanto nepartrauktads integracijas un nepartrauktas
piegades principi, lai katru jauno versiju biitu iesp&jams testet pret infrastruktiiru.

Racionalitate: Nemot veéra, ka izstrades laika biezi var notikt jaunu izmainu
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ievieSana, nepiecieSams spét tas testét ne tikai lokali, bet arT uz testa vides kas
atbilst apskatamajai operétajsist€émas konfiguracijai.
2. Prasibas produktam

2.1.  Katrai lietotnes instancei nepiecieSams spét péc vajadzibas ieslégt vai atslégt
planoto  procesu izpildi, ka ar1 konfigurét to izpildes biezumu.
Racionalitate: Lietotnei tiekot horizontali meérogotai, vienlaicigi darbosies
vairakas tas instances. Sada gadfjuma nepiecieSams apiet situaciju, kura planotie
procesi tiek lieki izsaukti vairakas reizes péc kartas - tos vajadz€tu izsaukt tikai
vienai instancei.

2.2.  Lietotnei palaiSanas laika paSai ir janodroSina visas nepiecieSamas darbibas,
lai savienota relaciju datu bazu vadibas sist€éma tiktu sagatavota darbam -
nepiecieSams bez manualu darbibu veikSanas migrét shémas versiju uz lietotnei
nepiecieSamo.

Racionalitate: Tapéc ka testéSanas noliikos biezi tiks izveidotas jaunas vides,
nepiecieSams nodrosSinat to, ka tiek minimizets cilvéciskais faktors un ietaupits
vizu sagatavoSanai nepiecieSamais laiks, ko automatizetas migracijas lauj darft.

2.3.  Lietotnei visi ilgsto$i saglabajamie dati ir jaievieto relaciju datu bazu vadibas
sisttma. Lokala datpu sistéma vai operativa atmina nedrikst izmantota arpus
individualo  pieprasijumu vai  planoto procesu apstrades iteracijas.
Racionalitate: Horizontali mérogojot lietotni, nedrikst izveidoties situacija, kura
vienai instancei vajadzetu datus, kuri atrastos citas instances privataja datu

glabatuve, kura biitu nesasniedzama.
2.5 Prasibu specifikacija slodzes testiem

Saja nodala ir aprakstitas prasibas slodzes testu izstradei, kurus izmantot infrastruktiiras
un izveidotas lietotnes test€Sanai. Prasibas ir iedalitas funkcionalajas un nefunkcionalajas
prasibas, §is izstrades ietvaros uzsvaru lickot tie$i uz testu pielagojamibu un iesp&ju generéct
péc iespgjas lielaku slodzi, atbilstos$i pieejamiem skaitloSanas resursiem. Tas sikak ir

aprakstits sekojosas apaksnodalas.
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2.5.1 Funkcionaldas prasibas

Prasibas testéSanai

1.1.

1.2.

Testiem ir jarealiz€ mijiedarbiba ar 2.2.1. nodala aprakstito lietotnes tikla
interfeisu, lai taja varétu pieregistrét nejausi uzgenerétus datus, ar konfiguréjamu
aizkavi starp atrasanas vietas datu pieregistréSanas pieprasijumiem.
Racionalitate: Slodzes testiem ir jasimulé sist€émas lietoSana normalos apstaklos,
tau par cik pati sisttma pagaidam nenosaka, cik biezi var iesiitit datus, to
vajadzetu varét konfigurét testu ietvaros.

Testiem ir jadarbojas ar paraleélam virtualo lietotaju sesijam, katra no tam
atlaujot uzglabat datus par simulétas ierices atrasanas vietu un kustibas atrumu.
Racionalitate: Katram virtualajam lietotdjam vajag no par€jiem nodalitus datus,
tostarp ar1 parvietoSanas atrumu un vietu, lai ieglitajiem datiem biitu salidzinosi

laba ticamiba (pieméram, ierice parvietojas kadas pils€tas ietvaros).

Prasibas datu izvadei

2.1.

2.2.

P&c testa beigam ir jaizvada sekojosa informacija par test€Sanas norisi, katram

no punktiem izvadot minimalo, maksimalo un aritmétiska vidgja vertibu:

2.1.1. HTTP pieprasijumu gaidisanas laiks

2.1.2. HTTP pieprasijumu datu stitiSanas un sanemsanas ilgums

2.1.3. kopgjais iteracijas izpildes ilgums
Racionalitate: Lai interpretétu testu rezultatus, ir nepiecieSams zinat, cik atri
bija iesp&jams apkalpot pieprasijumus zem noteiktas slodzes. Seit ir liels datu

skaits, tapec tos nepiecieSams agreget.

P&c testa beigam ir jaizvada sekojosa informacija par test€Sanas norisi:
2.2.1. kopgjais nosiititais un sanemtais datu apjoms
2.2.2. kopgjais izpildito iteraciju skaits un veiksmigi izpildito iteraciju skaits
22.3. iteraciju skaits sekundg

Racionalitate: Sie dati laus labak izprast ka testéta infrastruktiira darbojas

kopuma, ka arT cik daudz kliidas radas testeéSanas laika.
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2.5.2 Nefunkcionalas prasibas

3. Prasibas atrdarbibai

3.1.  Pieprasijumu veidoSana jarealiz€, tos izpildot paral€li katram virtualajam
lietotajam. Pieméram, ja ir noraditi 1000 virtualie lietojumi, tad vienlaicigi vajag
varét vismaz 1000 pieprasijumu izpildi.
Racionalitate: Izv@letajam risinajumam ir nepiecieSams spét efektivi izmantot
pieejamos aparatiiras resursus. Seit nav svarigi, vai tiek izvéleta realizacija ar
operétajsisttmas  pavedieniem, vai kdda no  asinhronas/neblok€&josas
programmeésanas paradigmam, der jebkurs paralelizacijas mehanisms.

3.2. Pasus testus arl nepiecieSams spét horizontali mérogot, paraléli palaizot
vairakas  to  instances, nedrikst  bat  generéto  datu  konflikti.
Racionalitate: Ja testeéSanai kluist pieejami vairaki serveri, tad var nakties tos visus
izmantot lielakas slodzes parbaudes scenarijiem, jo ar vienu serveri var nepietikt
ievérojamas slodzes generacijai.

4. Prasibas procesam

4.1. Izstrades procesa ir jaizmanto Git distributétda versiju kontroles sistéma.
Racionalitate: Ir nepiecieSams nodro$inat iesp&ju izsekot veiktajam izmainam, ka
ar1 vajadzibas gadijuma tas atgriezt uz agraku stavokli.

4.2. lzstrades procesa jaizmanto nepartrauktas integracijas un nepartrauktas
piegades principi, lai katru jauno versiju biitu iesp&jams testét pret infrastruktiiru.
Racionalitate: Nemot veéra, ka izstrades laika biezi var notikt jaunu izmainu
ievieSana, nepiecieSams spét tas testét ne tikai lokali, bet arT uz testa vides kas
atbilst apskatamajai operétajsist€émas konfiguracijai.

5. Prasibas produktam

5.1.  Lietotnei ir janodroSina karodzin$ (angliski "flag"”), kuru noradot tiek
piefiks€ta ar1 papildus informacija par testéSanas gaitu: izsiitito pieprasijumu
atbildes saturs vai ar1 kladu saturs.
Racionalitate: AtkltidoSanas procesa $adu datu izvade var izradities svariga, tacu

slodzes testu laika ta var paléninat sistémas kopg&jo darbibu.
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3. RIKA PROJEKTESANA UN IMPLEMENTACIJA

Saja nodala primari tiek aprakstiti aspekti, kuri tika izvirziti par svarigiem rika
izstradei, lai nodro§inatu ta draudzigumu lietotdjam un uzlabotu rika lietoSanas pieredzi
izstradatajiem (angliski "developer experience” jeb DX), lidzigi ka lietotaja saskarnes
izstrades ietvaros médz runat par lietotdaja pieredzi (angliski "user experience” jeb UX).
Tapat, tiek aprakstits arT tas, ka tika realizétas prasibu specifikacija aprakstitas prasibas un
kadas pieejas un bibliotekas tika izmantotas ta sasniegSanai. Tiek piedavati gan koda paraugi
attiecigas funkcionalitates realizacijai, gan ari ekranuznémumi, kas ilustré pasa rika darbibu
un to, ka ta izmantoSana izskatitos gala lietotajam.

Tapec, ka riks ir paredzets vieglai papildinasanai nakotng, tam ievieSot atbalstu jaunu
administrativo uzdevumu veikSanai, tiek aprakstita ne tikai ta saskarne ar lietotaju, bet ari
realizétie mehanismi, kuru meérkis ir atvieglot dinamisku uzdevumu ieladi rika palaiSanas
laika, ka arT nodroSinat iesp&ju pievienot vai dz&st uzdevumus no rika uzdevumu kopuma.
Tiek aprakstita arT izveidota rika dokumentacija un tiek sniegts ieskats izveidotajas lietoSanas
pamacibas, kuru meérkis ir atvieglot izstradatajam darba sakSanu ar riku un ta sikaku
iepaziSanu (angliski "onboarding process").

Tiek sniegts parskats ne tikai par paSu riku un ta realizaciju, bet ar1 prieks realizetajiem
uzdevumiem, kuri tiek izmantoti infrastruktiiras sagatavosanai konteineru tehnologiju
izmantoSanai, ka ar7 citu administrativo darbibu veikSanai, pieméram, pakotnu instalacijai un
servisu konfiguracijai serveru droSibas uzlaboSanai, ka art serveru integracijai ar monitoringa
riku. ST izstradata funkcionalitate magistra darba ietvaros lava no jauna parinstaléta server
pilnigi automatiz&ta veida uzinstalet visas nepiecieSamas programmatiiras pakas prieks
konteineru klasteru izveides, kas arf tika izdarits automatiski, tostarp atlaujot palaist grafiskas
parvaldes riku Portainer un pieSkirt serveriem kas ir pievienoti klasteriem markierus, lai
nodrosinatu specifisku konteineru izvietoSanu uz tiem.

Izstradata rika pirmkods ir pieejams Git repozitorija:

https://git.kronis.dev/rtul /kvps5S_masters_degree_astolfo_cloud servant
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3.1 Mijiedarbiba ar riku caur komandrindas interfeisu

Lietotajam visdraudzigaka var€tu biit lietotne ar grafisko interfeisu, jo taja biitu iespgja
att€lot informaciju par sisteémas stavokli grafiska veida, ta laujot viegli paradit visparigu
parskatu, atlaujot p&c vajadzibas apskatit detalas tuvak. Sada pieeja ari ir sastopama vairakos

nepartrauktas integracijas un nepartraukto piegazu rikos, pieméram, GitLab CI/CD (3.1. att.).
Pipeline Jobs 5 Failed Jobs 1
Build_and_scan Deploy_and_package
ot S ® o c
@ = s @) e s

3.1. att. Paraugs Apturi COVID majaslapas CI/CD
procesam prieks https://covid.kronis.dev izstrades vides

Lidzigi, Sadi riki biezi vien atlauj arm noradit informaciju teksta laukos, ta laujot
aizpildit formu laukus, ne domat par to, ka pareizi padot parametrus komandrindas lietotnei.
Taja pat laika, tas var atlaut arT ar citu grafisko ievades elementu palidzibu noradit papildus
opcijas, kuras var tikt izsauktas (3.2. att.).

Tomeér, Sadai pieejai ir ar1 vairaki trukumi. Grafiska interfeisa realizacija ievérojami var

Variables @ Collapse

Environment variables are applied to environments via the runner. They can be protected by only exposing them to protected branches or
tags. Additionally, they can be masked so they are hidden in job logs, though they must match certain regexp requirements to do so. You
can use environment variables for passwords, secret keys, or whatever you want. You may also add variables that are made available to
the running application by prepending the variable key with K85 SECRET . More information

Type Key Value State Masked Scope
Variable + test_key test value Protected Masked All environments -]
¥
Variable + nput variat ( nput variable Protected Masked All environments

3.2. att. Paraugs GitLab CI/CD mainigo noradiSanai
sarezgit to, cik viegli noteiktu riku bis integrét ka dalu no jau esosas darbplismas. Tikla

lietotnu gadijuma pastav iesp&ja izsaukt API piekluves galapunktus (angliski "endpoints”) pa
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tieSo, bet ja runa ir par darbvirsmas lietotni, pieméram GTK tehnologija izveidotu, tad biezi
vien $adas iesp€jas vienkarsi nav, kas ievérojami traucé rika darbibas automatizacija.

Tapec sakotngjai rika izveidei tika izvélets realizét komandrindas interfeisu, kur§ lautu
rika funkcionalitati viegli izsaukt ar1 CI/CD konteksta, ka ar1 neraditu atkaribu no grafiskas
vides klatbiitnes uz galvena servera. Savukart pret€ji Ansible izv€l&tajai pieejai, veicamas
darbibas netiek glabatas YAML formata, ta vieta laujot lidzigak Salt realizacijai izsaukt
komandu izpildi pa vienai ar komandu un to argumentu palidzibu. Lidzigi Docker CLI, paSas
rika nodro$inatas komandas tiek organiz€tas grupas (3.3. att.), piemé&ram, tas kas ir paredz&tas
administréjamo serveru (un to SSH atslégu) pievienoSanai un dz€Sanai ir pieejamas zem
"host" apakSkomandas, savukart tas, kas ir paredzétas uzdevumu parvaldei ir zem "task", kam
atkal var biit citas apakSkomandas.

{venv) kronislv@icatbook:~/Documents/kvps5_masters_degree_astolfo_cloud_servant/src$ python astolfo.py --help

Usage: astolfo.py [OPTIONS] COMMAND [ARGS]...

A CLI application to allow executing tasks on remote servers over SSH.
Intended as a simpler alternative to Ansible and Salt.

Most of the output that you'll be able to consume will be output as JSON
and will be formatted in GREEN to STDOUT while in the terminal, whereas
other output will be sent to STDERR, where errors will be red.

Use the --help option with any of the subcommands for more info, or just
run them without any additional arguments.

Options:
--install-completion Install completion for the current shell.
- -show-completion Show completion for the current shell, to copy it or
customize the installation.
--help Show this message and exit.
Commands

file Will allow you to view, add and remove files that you'll be able fo...
host Will allow you to modify the hosts that tasks can be executed on.
info Will output information about the script and libraries.
task Will allow you to view, add and new tasks that will be executed...
(venv) kronislvicatbook:~/Documents/kvps5_masters_degree_astolfo_cloud_servant/src§ Ji

3.3. att. Komandu grupéSana rika
Ja nepiecieSams paredzet vairaku komandu secigu izpildi un to izvades padoSanu no
vienas komandas otra, tad pastav iesp€ja Sos izsaukumus piefiksét Bash skriptos, vai jebkura
cita programmeéSanas valoda, kas lauj izsaukt ¢aulas komandas, ta neliekot apgit specifisko
rika izmantoto formatu un tam vajadzigos parametrus. Tam vajadz€tu laut riku integrét
vieglak arT esoSajas darbpliismas, tostarp jau pastavoSajos cCaulas skriptos, ja S$ada

nepiecieSamiba radisies.
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Piem@ram, sekojosais Caulas skripts uzinstale Docker uz serveriem, inicializé Docker

Swarm klasteri uz viena no tiem un pievieno pargjos serverus klasterim (3.4. att.).

#!/bin/bash
set -e
source venv/bin/activate

# Install Docker

python astolfo.py task run docker l.worker.catboi.net
python astolfo.py task run docker 2.worker.catboi.net
python astolfo.py task run docker db.catboi.net

# Create a Docker Swarm cluster

JOIN TOKENS=S$ (python astolfo.py task run docker swarm cluster
1l.worker.catboi.net)

python astolfo.py task run docker swarm worker 2.worker.catboi.net
"$JOIN TOKENS"

python astolfo.py task run docker swarm worker db.catboi.net
"$JOIN TOKENS"

3.4. att. Paraugs skriptam, kurs inicializé Docker Swarm klasteri

Sadi izsaukumi gan bis atkarigi no skriptam nepiecieSamo paku klatbitnes, kas $aja
gadijuma nozim& Python virtualas vides nodroSinasanas pakas "venv" izmantoSanu, lai
neliktu rikam nepiecieSamas pakas ar "pip" riku instalét globali.

Pasa rika realizacija $aja gadijuma ir bazeta uz Typer satvaru [28], kurs ir speciali
paredzets komandrindas lietotnu izveidei un atlauj komandas pieregistrét izveidojot metodes
ar dekoratoru palidzibu. Tas atlauj pasam Typer satvaram parbaudit ievaditos parametrus un
to klat neesamibas gadijuma sniegt lietotajam atbilstoSo izvadi par to, kas pietriikst komandas
veiksmigai izpildei. Lai realiz€tu augstak esoSo komandu hierarhiju, bija nepiecieSama
vairaku Typer objektu izveide un organizacija noteikta strukttra. No sakuma, tiek izveidots
galvenais lietotnes objekts, kura definicija tiek noradits ar1 tas apraksta zinojums, kur§ tiks

izvadits, vai nu izsaucot palidzibu, vai ar1 izsaucot riku bez noraditas komandas (3.5. att.).

app = typer.Typer (help="""

A CLI application to allow executing tasks on remote servers over SSH.
Intended as a simpler alternative to Ansible and Salt.\n

Most of the output that you'll be able to consume will be output as JSON
to STDOUT while in the terminal, whereas other output will be sent to
STDERR.

nwn H)

3.5. att. Paraugs Typer lietotnes defin&Sanai ar palidzibas zinojumu
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Péc tam Sai lietotnei tiek pievienotas apakslietotnes, pieméram, lietotne uzdevumu
parvaldiSanai. Tai, savukart, var pievienot citas apakslietotnes, $aja gadijuma, uzdevumu

izsaukSanai (3.6. att.).

task app = typer.Typer (help="Will allow you to view, add and new tasks
that will be executed against the hosts.")
app.add typer (task app, name="task")

task run app = typer.Typer (help="Will allow you to run specific tasks that
have been loaded dynamically from the tasks subdirectory.")
task app.add typer (task run app, name="run")

3.6. att. Apakslietotnu definéSana Typer satvaram

Kad ir izveidota $ada struktura, talak attiecigajam lietotném var pievienot komandas -

metodes, kuras tiks izsauktas péc attiecigas komandas ievadiSanas rika (3.7 att.).

@task run app.command ("ping")
def run(host: str = typer.Argument (..., help="The node to connect to.")):
implementacija

3.7. att. Paraugs rika komandas izveidei ar argumentiem

Tas rezulteé sekojosaja struktura: "task run ping", kura pirmie divi ieraksti ir
apakslietotnes, savukart péd€jais atsaucas uz Python valoda realizéto komandas
implementaciju, ta laujot rika funkcionalitati grupét logiskas vienibas. Savukart, ja tiks
izsaukta apakslietotne bez komandas, tad tiks paradits tas palidzibas zinojums, ka ar1 zem tas
pieejamas pieregistrétas lietotnes un komandas, ar sakotngjo dalu no to palidzibas
zinojumiem (3.8. att.).

(venv) kronislv@catbook:~/Documents/kvpsS_masters_degree_astolfo_cloud_servant/src$ python astolfo.py task run
Usage: astolfo.py task run [OPTIONS] COMMAND [ARGS]...

Will allow you to run specific tasks that have been loaded dynamically
from the tasks subdirectory.

Options:
--help Show this message and exit.

Commands :
directory_create Will create a directory on the host that is...
directory_delete Will recursively delete the directory that's...
disk_usage This task will check the disk usage on the...
docker This task will install docker and...
docker_swarm_cluster This task will create a new Docker Swarm...
docker_swarm_label This task will join a given cluster as a

worker. ..

3.8. att. ApakSlietotnes izsaukSana bez komandas
Sada pieeja lauj viegli realizét lietotajam draudzigu un logisku komandu struktiiru,

katra no soliem nodrosinot palidzibas zinojumu izvadi, ka arT jebkurai komandai laujot uzreiz
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paradit pieregistrétas apakskomandas vai apakslietotnes, tostarp, ari realizét programmatisku
jaunu komandu un lietotnu pieregistréSanu, ja tas nepiecieSams. Tas nozimé, ka lai saktu
lietot riku, nav obligati nepiecieSams apskatit dokumentaciju, lai saprastu, kadas komandas ir

pieejamas.
3.1.1 Palidzibas sistema

Lietotnes izvadita palidziba netiek uzturta atseviskas datnés, kuras biitu nodalitas no
pasa lietotnes koda, piemé&ram XML formata datn@s, tacu ta vieta Sie palidzibas zinojumi tiek
uzgeneréti dinamiski, no paSa koda komentariem, vai arT Typer nodro$inato objektu lauku

vertibam (3.9. att.).

@task run app.command ("ping")

def run(host: str = typer.Argument (..., help="The node to connect to.")):
This task will ping the selected node and check whether it can be

connected to through SSH.

It will also check whether sudo works without password, if the account

is not root.
mmwn

pasa uzdevuma izpildes realizdcija

3.9. att. Paraugs rika komandas izveidei ar argumentiem

Tas lava realizet izvadi (3.10. att.), kura lietotajam paradis gan komandai nepiecieSamos
parametrus ar informaciju par tiem, ka ar1 paradis paSa koda komentara saturu, ta nodroSinot
tieSu sasaisti starp koda dokumentaciju un izvadi sist€émas lietotdjam, kas var kalpot par
alternativu citam pieejam. Saja gadijuma koda komentariem ir ne tikai apraksto$a jéga, kas
palidz@s citiem izstradatajiem izprast koda jeégu, bet arT sisteémas lietotajiem palidzes to lietot.

(venv) kronislv@catbook:~/Documents/kvps5_masters_degree astolfo_cloud servant/src® python astolfeo.py task run ping --help
Usage: astolfo.py task run ping [OPTIONS] HOST

This task will ping the selected node and check whether it can be

connected to through S5H. It will also check whether sudo works without

password, if the account is not root.

Arguments:
HOST The node to connect to. [required]

Options:
--help Show this message and exit.
(venv) kronislv@catbook:~/Documents/kvpsS_masters_degree_astolfo_cloud_servant/srcg |

3.10. att. Komandas palidzibas izsaukSanas paraugs
Sada veida funkcionalitaite ka ari koda komentari, tika izveidoti visam publiski

pieejamam komandam, lai atvieglotu izstradata rika lietoSanu.
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3.1.2 Argumentu padoSanas formats

Viena no problémam tradicionalo komandrindas lietotnu izmantoSana var bit datu
formats, ar kuru ir jastrada - it ipasi GNU/Linux operétajsist€mas distribiicijas biezi vien
komandrindas lietotnes izvadi organizé ka tekstu, kuram médz piemérot noteiktu
format&jumu. Tas sarezgi So lietotnu izvades interpretéSanu un apstradasanu, jo parasti $ada
komandu izvade ir domata tam, lai lietotaji to varétu viegli salasit un interpretét, nevis lai ta
biitu péc iesp&jas vieglak nolasama citiem rikiem un programmeésanas tehnologijam.

Pieméram, "docker ps" komanda izvada informaciju par uz sist€mas dotaja bridi
palaistajiem konteineriem, par tiem izvadot to identifikatorus, att€lu no kuriem tie ir
izveidoti, komandu kas tajos ir palaista, ka arT informaciju par publicétajiem portiem un to
statusu. lerobeZoto terminala emulatora vides iesp&u d€l nav iesp&jams tos att€lot istas
tabulas veida, ka d¢] kas lidzigs tiek generéts tikai ar teksta palidzibu (3.11. att.).

[root@l ~1# docker ps

CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS

8061b64bf869  osixia/phpldapadmin:e.9.9 "/container/tool/run" 3 days ago Up 3 days 80/tcp, 443/tcp
b7ce7934d38c  osixia/openldap:1.4.0 "/container/tool/run” 3 days ago Up 3 days 389/tcp, 636/tcp
c24c45e7c94c  registry.kronis.dev/rtul/kvpsS masters_degree covid 1984/covid1984:latest  "/bin/sh -c 'bash -c. days ago Up 3 days 38080/tcp
21b3cc2féebe  registry.kronis.dev/rtul/kvps5_masters_degree covid_1984/covid1984:latest  "/bin/sh -c 'bash -c. 3 days ago Up 3 days ©.0.0.0:80->3000/tcp
7e91727fde54  portainer/portainer-ce:latest "/portainer -H tcp:/." 3 days ago Up 3 days 8000/tcp, 9000/tcp

1balbee@52ce  portainer/agent:latest "./agent" 3 days ago Up 3 days
[root@l ~1# I

3.11. att. Paraugs "docker ps" komandas izvadei
Ka redzams, izvade tiek vizuali izlidzinata (iznpemot situacijas, kad izvade ir garaka par
pieejamas rindas platumu), tacu nav iesp&jams skaidri noteikt, kur beidzas un sakas noteiktas
datu vienibas, ja tiek runats par §1s informacijas apstradi kadas citas programmas ietvaros.

nn

Pieméram, izvade zem komandas kolonnas ir ietverta ar "" simboliem, tacu taja pat
laika izvade zem konteinera izveides un statusa kolonnam $adi atdalita netiek. Dazado datu
vienibu atdaliSanai tiek izmantotas atstarpes, savukart tas paradas ar1 pasu kolonnu teksta
vidii. Tas nozimé, ka péc atstarpém ka tadam filtrét izvadi nav ieteicams, $aja gadijuma to
varot méginat darft tikai zinot, ka starp datu vienibam ir sagaidamas tiesi 3 atstarpes. Tacu pat
tad, ja mainisies $is datu izvades formats ar kadu rika atjauninajumu, tad visi skripti, kuri
palaujas uz $o 3 atstarpju vai citu format€juma Ipatnibu klatbiitni, vairs nebiis spgjigi veikt
savu darbibu. Tas nozimé, ka $adu riku izvadi vai nu nedrikst izmantot ka ievadi citiem
skriptiem, vai ar1 paSam rikam nebis iesp&jams nakotn€ ieviest izmainas, pieméram, lai

uzlabotu §1s tabulas att€lojumu.
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So problému var mazinat méginajumi formatét izvadi specifiskos veidos, pieméram, ar
"docker ps --format "{{.ID}} {{.Status}} {{.Image}}"" komandu (3.12. att.), ta pieprasot
noteiktu sev interes€joso datu atgrieSanu, tacu ne tuvu visa komandrindas programmattra un
riki nodroSina $adas format€Sanas opcijas un ari pat ja tiktu ieviesti atdaloSie simboli p&c
kuriem izvadito lauku saturu atskirt, tapat biitu jabut droSiem, ka Sie simboli pasa izvadé
neparadisies.

[root@l ~1# docker ps --format "{{.ID}} {{.Status}} {{.Image}}"
8061b64bTB69 Up 3 days osixia/phpldapadmin:0.9.8

b7ce7934d38c Up 3 days osixiafopenldap:1.4.0

€24c45e7c94c Up 3 days registry.kronis.dev/rtul/kvps5 masters degree covid 1984/covid1984:latest
21b3cc2feebe Up 3 days registry.kronis.dev/rtul/kvps5 masters degree covid 1984/covid1984:latest
7e91727fde54 Up 3 days portainer/portainer-ce:latest

1balbB6052cO Up 3 days portainer/agent:latest

[root@l ~1# |

LN T S Sy Y

3.12. att. Paraugs "docker ps" komandai ar formatéSanas opcijam

Savukart méginajumi ieviest atdalitajsimbolus un tos, kas paradas teksta, papildinat ar
atsola sekvencém (angliski "escape sequence") talak sarezgitu programmatisku piekluvi
atgriezto datu laukiem, ka ar1 padaritu §is izvades izmantoSanu citos skriptos griitaku.
Magistra darba ietvaros izstradataja sisttma tika izmantota cita pieeja. Uz Windows
operétajsistémas tiek izmantota PowerShell ¢aula, kura atlauj darboties nevis tikai ar teksta
veida izvadi un ievadi, bet gan ar objektiem, kuriem ir lauki ar ve&rttbam [29]. Lai gan
PowerShell ir piecejama arT uz vairakam Linux distribiicijam, §is tehnologijas izmantoSana
zindma méra ierobezotu integracijas iesp€jas ar citiem rikiem un pieprasitu ari .NET Core
izpildvides instalaciju uz galvena servera, papildus Python, ta sarezgijot arhitektiiru, tomér tas
pieeja skriptu izveidei Skiet &rtaka - spet nodot objektus no vienas komandas uz otru.

Tomer, Saja gadijuma tika izdarits lémums izmantot pieeju, kas lidzigi PowerShell
darbojas ar objektiem, bet tos reprezent€ teksta formata - izmantot JSON (JavaScript Object
Notation [30]) datu pado3anai komandam. Sada izvéle tika izdarita gan tapéc, ka ilgtermina ir
paredzets So izstradato riku papildinat ar tikla interfeisu, kuram JSON datu formats varétu
noderét, ka arT tapec, ka Python atbalsta objektu serializaciju un deserializaciju JSON formata
ar pickle un jsonpickle bibliotekam [31]. Tas lauj teksta formata izveidot objektus ar
parametriem, kuri ir nepiecieSami kadas komandas izpildei, savukart Python skripta ietvaros

tos nolasit un ar tiem darboties ka Python objektiem.
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Pasa sakuma, nepiecieSams definét attiecigas metodes objektiem, piem&ram, komandai
kura uzinstalé un nokonfiguré klientu Zabbix monitoringa rikam uz attieciga servera, lai tas

atlautu serverim pieprasit datus par sist€mas stavokli (3.13. att.).

import jsonpickle
Jsonpickle.set preferred backend('demjson')
class ZabbixAgentRequest (object) :

def init (self, server address):
self.server address = server address
@classmethod

def read(self, input: str):
return jsonpickle.decode (input)
def dump (self):
return Jsonpickle.encode(self, indent=2)

3.13. att. jsonpickle nepieciesamas komandas

Sis metodes var izmantot ari no jauna uzgeneréto JSON objektu izvadei, kas var
palidzet lietotajam saprast, kadi dati JSON formata ir nepiecieSami, lai varétu izpildit noteiktu
komandu. Prieks tam ir izveidota atseviska komanda, kura lauj katram uzdevumam izvadit
Sadu objektu, ja ta izpildei tieSam ir nepiecieSami noteikti parametri.

Saja gadijuma dots paraugs pavisam vienkariam objektam ar vienu lauku, tadu lidzigos
objektos var tikt ieklauti vairaki lauki, vai pat citi objekti. Rezultata, izveidojot objektu un
tam izsaucot "dump" metodi, tiks izvadits sekojosais teksts, kur§ reprezente objektu JSON
formata (3.14).

{

"py/object": "tasks.task zabbix agent.ZabbixAgentRequest",
"server address": ""

}

3.14. att. Paraugs JSON komandas argumentu Sablonam

Ka redzams Seit, tika pievienots "py/object" lauks, kur§ piefiks€ no kadas Python klases
ir izveidots attiecigais objekts. Tacu lietotajam varétu biit problematiski uzminét, kads tiesi
saturs ir nepiecieSams S$im laukam, vai ka vispar formatet ievadi un tas laukus noteiktai
komandai, ja tie ir nepiecieSami. Tapéc rika ietvaros tika izveidota papildus komanda, kura
atgriez tukSus argumenta objektus, kurus atliek tikai aizpildit un padot istajai komandai uz

izpildi.
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Piem@ram, izpildot "task arguments zabbix_ agent" komandu, tiks izsaukts kods, kur$

izvadis informaciju par argumentiem (3. 15. att.).

@task arguments app.command ("zabbix agent")
def argument info():
argument = ZabbixAgentRequest ("")
typer.echo (typer.style (argument.dump (), fg=typer.colors.GREEN))

3.15. att. Paraugs JSON komandas argumentu Sablonam

Tas radis jaunu objektu ar tukSiem laukiem un to izvadis, lidzigi paraugam augstak
(3.14. att.). Tas lauj kompensé&t neértibas, kas var€tu rasties, ja JSON objektus nepiecieSams
izveidot manuali, ka arT ja nakotné rikam biis nepiecieSams izveidot tikla interfeisu. Tada
gadfjuma Sads objekts var€tu tikt izgilits no pasSas lietotnes, savukart parluka pusé ar tikla
interfeisa un JavaScript nodro$inato iesp&ju palidzibu ta laukus varétu parveidot aizpildamos
formas elementos. P&c tam, ievaditos datus forma biitu iesp&jams transformét atpakal JSON
objekta, kuru padot rikam ka parametrus komandas izpildei, ta realiz€jot mijiedarbibu gan ar
lietotaju komandrinda, gan ari ar citiem rikiem vai programmam tikla lietotnes izstrades

konteksta. Magistra darba gan tikla lietotne netika izstradata, ierobezota darba apjoma dgl.
3.1.3 Izvades organizéSana

JSON objektu izmantoSanas pieeja atlauj tos sanemt ka izvadi no kadas komandas un
padot tos talak citam ka ievadi. Piemé&ram, izveidojot Docker Swarm klasteri, tiek iegtta
atsléga, kuru talak ir iespgjams izmantot, lai citi serveri varétu tam pievienoties. Saja
gadijuma pati izvade pec veiksmigas Docker Swarm klastera izveides sev1 ietvers §1s atslégas
(3.16. att.).

{

"py/object":

"tasks.task docker swarm cluster.DockerSwarmCreateResponse",

"public ip": "176.223.139.9",

"swarm created": true,

"swarm join token worker": "SWMTKN-1-
lpy6dffxukbilywylu7ppnl03pk24gvpegalwgtsd8vg2jct2i-
4pk63hlxm3p5r3543d2vklac8 176.223.139.9:2377",

"swarm join token master": "SWMTKN-1-
lpy6dffxukbilywylu7ppnl03pk24gvpegal2wgtsd8vg2jct2i-
eit6eyadhm7m]jfpng2bghmkvr 176.223.139.9:2377"

}

3.16. att. Izvade no Docker Swarm klastera izveidoSanas komandas
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So izvadi ir iesp&jams uzglabat mainigaja, pieméram ick$ Bash skripta, vai arf pa taisno
padot talak uz komandu, kura ar S$is ievades palidzibu pievienos serveri izveidotajam
klasterim. Tas atlauj padot starp komandam sarezgitakus objektus pasa CLI liment izmantojot
vienu teksta tipa argumentu, no kura talak var nolasit un iegtit attiecigo Python objektu.

JSON formats atlauj izvairities no situacijas, kuru raditu YAML formata [32], vai citu
tam lidzigo formatu, atkariba no jaunu rindu un tukSumzimju izmantoSanas lai raditu korektu
datu reprezentaciju. Ja komandu argumentu ievadei vajadzétu izmantot YAML formatu, tad
terminala emulatora butu nepiecieSams ievietot jaunu rindu simbolus, vai ar1 visu ievadi veikt
no STDIN standartievades kanala. Savukart JSON gadijuma datus ir iesp&jams ievadit, visu
objektu noforméjot viena rinda, bez jaunu rindu simboliem, savukart lietotajam datus izvadit
lasamaka formata, ar daudzu rindu izvadi, katra rinda attélojot vienu lauku ar ta vertibu. St
pieeja lauj sasniegt kompromisu starp komandrindas lietojamibu un izvadito datu
parskatamibu. Viens no JSON trukumiem ir nesp&ja pievienot datus skaidrojosus komentarus,

ka gadijuma biitu jaizmanto JSONS [33], tacu Sis formats netiek plasi atbalstits.
3.1.4 Izvade par izpildes stavokli

Ja rika komandu izvadi ir nepiecieSams padot talak citam komandam, tad $aja situacija
problémas var radit jebkura papildus izvade, kas nav saistita ar komandas rezultatiem - riks
izvada ne tikai mingtos rezultatu objektus, bet ari informaciju par izpildes laika veiktajam
darbibam, pieméram par to, kadas komandas tiek izpilditas caur SSH un kada ir to izvade uz

attalinata servera (3.17. att.).

Installing Zabbix agent on: 1.worker.catboi.net
Setting Zabbix server to: ram.servers.kronis.eu
Connecting to host: 1.worker.catboi.net
Executing: rpm -ga | grep -gw zabbix-release-3.2-1.el7.noarch || rpm -ivh http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.el7.noarch.rpm
Executing: rpm -ga | grep -gw zabbix-agent || yum -di install -y zabbix-agent
Executing: if [ ! -T /etc/zabbix/zabbix_agentd.conf.bak ]; then cp /etc/zabbix/zabbix_agentd.conf{, .bak}; else echo 'Backup Tile already exists!'; i
Executing: sed -i '/Server=127.0.0.1/c\Server=ram.servers.kronis.eu' /etc/zabbix/zabbix_agentd.conf
Executing: systemctl enable zabbix-agent
Executing: service zabbix-agent restart && systemctl --no-pager status zabbix-agent
Executing: tail -n 32 /var/log/zabbix/zabbix_agentd.log; echo 'No logs exist yet!
Stages: {
"AddRepo”: {

"py/object": "tasks.utils.stages.Stage",

"name": "AddRepo",

"description™: "Will add the repository for Zabbix so it can be downloaded",

"order": @,

"successful": true,

"command": "rpm -ga | grep -qw zabbix-release-3.2-1.el7.noarch || rpm -ivh http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.e17.noarch
pm",

"output": [

"Retrieving http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.el7.noarch.rpm"
"warning: /var/tmp/rpm-tmp.WyBF27: Header W4 RSA/SHAS512 Signature, key ID ald4fe591: NOKEY",

3.17. att. Paraugs izvadei par komandam, kuras tika izpilditas

S1izvade gan nedrikst konfliktét ar atgrieztajiem JSON objektiem, tapéc visa lietotajam

domata izvade nokliist STDERR izvades kanala, savukart visa izvade, kura ir paredz&ta
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padosanai talak uz citam komandam nonak STDOUT izvades kanala. Lai palidz&tu labak
saprast, kura izvade tiek att€lota noteiktas rindinas, tiek izmantotas iesp&jas kas lauj iekrasot

izvadito tekstu, kliidas iekrasojot sarkana krasa, savukart komandam domato izvadi iekrasojot

zala krasa (3.18. att.).

"finished": true
H
H

(venv) kronislv@catbook:~/Documents/kvps5_masters_degree_astolfo_cloud_servant/src§ |

3.18. att. Paraugs izvades iekrasoSanai atkariba no tipa
Tomér ta nav vieniga JSON formata izvade - tiek izvadita ari informacija par
izpilditajiem soliem uzdevuma ietvaros, no ka sastav katrs uzdevums. Ta lauj sikak pateikt,
ka veicas uzdevuma izpild€ un gadijuma ja notika kada kluda, tad identificgt, tieSi kura soli ta
radas. Katram no soliem var atbilst informacija par to, vai ta izpilde bija veiksmiga, komanda
kura sola ietvaros tika izpildita uz attalinata servera, ka ar1 izvade kas tika sanemta péc tas

izpildes (3.19. att.).

class Stage (object):
def init (self, name, description, order = 0, successful = False,
command = "", output = "", finished = False):
self.name = name
self.description = description
self.order = order
self.successful = successful
self.command = command
self.output = output
self.finished = finished
Q@classmethod
def dump all(self, input: List):
return jsonpickle.encode (input, indent=2)
def dump (self):
return Jjsonpickle.encode(self, indent=2)

3.19. att. Izpildes sola definicija Python valoda
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Lidzigi ka tika izveidotas komandas argumentu izvadi$anai, tapat katram uzdevumam
var iegut arT sagaidamas izpildes stadijas, lai p€c tam var€tu parskatit, ka tas ir tikuSas

izpilditas (3.20. att.).

def get stages():
return build stages ([

Stage ("AddRepo", "Will add the repository for Zabbix so it can be
downloaded"),

Stage ("InstallPackage", "Will install the zabbix-agent package
through yum"),

Stage ("ConfigBackup", "Will back up the default configuration
file"),

Stage ("ServerUpdate", "Will change the Zabbix server URL in the
configuration file"),

Stage ("SystemctlEnable”™, "Will enable the Zabbix service through
systemctl"),

Stage ("ServiceRestart", "Will restart the service"),

Stage ("ViewLogs", "Will view the logs to make sure that everything
has been installed and launched successfully")

1)

@task stages app.command("zabbix agent")
def stage info():
stages = get stages()
typer.echo (typer.style(Stage.dump_ all (stages), fg=typer.colors.GREEN))

3.20. att. Uzdevuma izpildes stadiju paraugs

ST datu struktira tiek aizpildita noteiktd uzdevuma izpildes laika, atkariba no SSH
komandu rezultatiem. Pat ja uzdevuma izpildes laika rastos kada kluda, tad pec kludas
apstrades tapat tiktu izvadits parskats par visiem soliem. Pieméram, ja kddam uzdevumam

neizdosies servisu parstartét, tad tas paradisies ar1 solu parskata péc izpildes (3.21. att.).

# We restart the service and make sure that it's working

command = "service zabbix-agent restart && systemctl --no-pager status
zabbix-agent"
error code, output = ssh execute(ssh connection, command)

if not error code:

complete stage(stages, "ServiceRestart", successful=True,
command=command, output=output)

command output.service restart = True

3.21. att. Uzdevuma izpildes stadiju paraugs

Seit metode "complete stage" samaina uzdevuma izpildes sakuma izveidoto solu
saraksta ierakstu ar atbilstoSo tipu "ServiceRestart". Péc uzdevuma izpildes STDOUT kanala

tiks izvadits pilnais izpildes rezultatu parskats JSON formata. Piem&ram, augstak min&tas
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stadijas izpildes rezultata objekts masiva tiks aizpildits ar attalinatd servera atgrieztajiem

datiem (3.22. att.).

"ServiceRestart": {
"py/object": "tasks.utils.stages.Stage",
"name": "ServiceRestart",
"description”: "Will restart the service",
"order": 5,
"successful": true,
"command”: "service zabbix-agent restart &% systemctl --no-pager status zabbix-agent",
"output": [
"Redirecting to /bin/systemctl restart zabbix-agent.service",
"\u25ct zabbix-agent.service - Zabbix Agent",
" Loaded: loaded (8;;file://1.worker.catbol.net/usr/lib/systemd/system/zabbix-agent.service\uBBe7/usr/1ib/sys
temd/system/zabbix-agent.serviced; ;\uB007; enabled; vendor preset: disabled)",
" Active: active (running) since Fri 2021-01-01 23:13:31 EET; 19ms ago",
" Process: 19686 ExecStart=/usr/sbin/zabbix_agentd -c BCONFFILE (code=exited, status=8/SUCCESS)",
" Main PID: 19688 (zabbix_agentd)",
" Tasks: 6 (limit: 24036)",
" Memory: 4.3M",
" CGroup: /system.slice/zabbix-agent.service",
" “u251c\u250019688 susr/sbin/zabbix_agentd -c /etc/zabbix/zabbix_agentd.conf",
" %u251ch\u250019689 Susr/sbin/zabbix_agentd: collector [idle 1 sec]”,
" “u251c\u250019690 susr/sbin/zabbix_agentd: listener #1 [waiting for connection]",
" “u251c\u250819691 /usr/sbin/zabbix_agentd: listener #2 [waiting for connection]",
" “u251c\u250019692 susr/sbin/zabbix_agentd: listener #3 [waiting for connection]",
" “%u2514\u250019693 /usr/sbin/zabbix_agentd: active checks #1 [idle 1 sec]",
'
"Jan 81 23:13:31 1.worker.catboi.net systemd[1]: Starting Zabbix Agent...",
"Jan 01 23:13:31 1.worker.catbei.net systemd[1]: zabbix-agent.service: Can't ‘\u2e26ory",
"Jan 81 23:13:31 1.worker.catboi.net systemd[1]: Started Zabbix Agent.",
"Hint: Some lines were ellipsized, use -1 to show in full."

"finished": true

"{fiewLogs": {
"py/object": "tasks.utils.stages.Stage",
"name": "ViewlLogs",

3.22. att. Paraugs stadijas izpildes informativajai izvadei

Sada pieeja lauj izmantot riku pa taisno no komandrindas, neliekot apskatities
atseviSkas audita datnes, savukart vajadzibas gadijuma So izvadi ir iesp&jams parvirzit uz
dazadam datném, lai So izvadi uzglabatu ilgstoSi. Protams, pastav iesp€ja arl abus izvades
kanalus parvirzit uz vienu un to pasu datnu pilnigakai izvades apskatiSanai, pieméram, ka tas

ir ilustréts parauga skriptos (3.23. att.).

#!/bin/bash
set -e

echo "This script will setup a Docker Swarm cluster with all of the
servers joined to the single master and then Portainer will also be
deployed, in addition to worker tags."™ \

&& ./stats.sh &>> ./logs/full-swarm-cluster-example.log \

&& ./base-install.sh &>> ./logs/full-swarm-cluster-example.log \

&& ./swarm-cluster.sh &>> ./logs/full-swarm-cluster-example.log \
&& ./stats.sh &>> ./logs/full-swarm-cluster-example.log

3.23. att. Paraugs rika izvades parvietoSanai uz datni

Tatad, par spiti ierobezotajam komandrindas piedavatajam iesp&jam, ir iesp&jams
izveidot riku, kur§ piedava izvadi, kas gan palidz lietotajam saprast kadas komandas tiek

izpilditas un vai tas tika izpilditas veiksmigi, ka ari atlauj izvadi nodot talak citam
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komandam, ja ta ietver tam nepiecieSamo informaciju, to nododot ka sarezgitus objektus ar
laukiem, nevis tikai tekstu.

Seit gan japiemin, ka POSIX saderigo operétajsisttmu divu izvades kanalu
ierobezojums ir visai traucgjoSs, jo faktiski lietotadjam domata izvade nav uzskatama par
kluidam, savukart to izvadisana STDOUT kanala rezult&tu ar to, ka visam pargjam komandam
bitu jaizstrada mehanisms, kurs ignorétu So izvadi. Papildus tam, vienkarsi lietotajam domati
zinojumi ari nav JSON formata, lai nesarezgitu izvades uztveri.

Tomeér, Seit izmantota pieeja adekvati apmierinaja vajadzibu péc lietotajam draudzigas
saskarnes izveides, taja pat laikd netrauc€jot arT rika izvadi izmantot ka ievadi citiem
skriptiem. Alternativai risinajums gan biitu papildus izvades kanalu izmantoSana:

» kanals izvadei, kas ir paredz&ta lietotajam (analogiski STDOUT)
* kanals izvadei, kas ir paredz€ta citiem rikiem un skriptiem
* kanals kliidu izvadei (analogiski STDERR)
TaCu paSlaik Sadu funkcionalitati vairums operétajsisttmu nenodroSina, kas ari

sarezgitu riku izvades standartizaciju un varétu radit citus sarezgijumus.
3.2 Rika funkcionalitates realizacija

Viens no izstrades mérkiem bija realiz€t sistemu, kura biitu gan viegli lietojama, gan
viegli paplaginama. Sada sistéma nedrikstétu no izstradataja prasit ilgu laiku tas apguvei un
nedrikstétu lieki sarezgit jaunu uzdevumu rakstiSanu vai koda pielagoSanu savam
vajadzibam. To var€tu nelaut sasniegt sarezgita jauno uzdevumu pieregistréSanas
funkcionalitate, sarezgits uzdevumu dzives cikls, vai ari liels skaits prasibu pret
jaunizveidotajiem uzdevumiem.

Lai novérstu vismaz dalu So problému, tika izvélets izstradat katru uzdevumu ka
vienkarsu Python skripta datni, kura uzdevums tiktu pieregistréts ar jau iepriekSmin&to Typer
nodroSinato funkcionalitati. Savukart visas uzdevumu datnes glabajas vienuviet, zem "tasks"
direktorijas, tapec uzreiz klist skaidrs, kur iesp€jams pievienot jaunus, atbilstosi rika datpu
struktiirai. Papildus tam, katrs skripts ir pilniba aprakstits vienas datnes ietvaros, tikai péc
vajadzibas izsaucot papildus funkcionalitati, piem&ram, lai no jauna nebiitu jaraksta SSH

komandu izpildiSanas logika.
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— astolfo.py
— cli

L # Seit glabajas paSa rika funkcionalitdtes kods
— fTiles

L # Seit glabajas faili lejupieladei/augSupieladei
— infrastructure
L # Seit katram serverim ir sava mape ar informaciju par to
— requirements.txt # informacija par pip atkariIbam
— tasks
globals.py # visiem uzdevumiem pieejamie mainigie
_init__.py
task_directory_create.py
task_directory_delete.py
# citi uzdevumu Taili, kas seko task_*.py paraugam
utils

|: _init__.py
# daudzviet izmantojama, kopéja funkcionalitate

L wenv
L # nepiecieSamie koda bibliotéku faili

3.24. att Rika datnu struktiiras paraugs
SarezgTjumus Python izmantoSanas gadijuma radija valodas pieeja jaunu koda modulu
importéSanai, jo visa rika dalita funkcionalitate glabajas "cli" map€, savukart uz to
nepiecieSams atsaukties no "tasks" mapes datn€m, tatad, izdarit atsaukSanos uz celiem, kas ir
analogiski parieSanai uz augstaku mapi un péc tam uz citu tas apakSmapi, t.i. "../cli" celu
(3.24. att.). Python to neatbalsta, ka d€l bija nepiecieSams izmainit attieciga skripta kontekstu,

ka de] visiem skriptiem ievada dala bija izmantota "sys.path.insert" darbiba (3.25. att.).

# needed to be able to reference sibling packages
import sys, os

sys.path.insert (0, os.path.abspath('..'"))

# needed to register this task as a CLI command
import typer

from .globals import task run app

from .globals import task stages app

from .globals import task arguments app

# needed for serialization of data

import jsonpickle
Jsonpickle.set preferred backend('demjson')

# utilities to reuse existing code

from tasks.utils.stages import *

from cli.host actions import *

from tasks.utils.ssh import *

3.25. att. Konteksta izmainas paraugs

Rezultata tas lauj atsaukties gan uz moduliem tekosaja direktorija, pieméram ".globals",
kas atlauj importeét visus Typer lietotnu objektus, ta atlaujot dinamiski pieregistrét jaunos

uzdevumus, gan arT atsaukties uz datn€m citas mapes, pieméram, "cli.host actions", kas
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atlauj darboties ar rika pieregistrétajiem serveriem, piem&ram, nolasit to pieslégsanas datus,
ar ko izveidot SSH savienojumu.

Pasu skriptu ietvaros var tikt aprakstitas datu struktiiras izvadei un ievadei, kurus tie
izmantos, piem&ram, Seit tiek paradits piemers uzdevumam, kur§ parbaudis diska stavokli uz

attalinata servera (3.26. att).

class DiskUsageResponse (object) :
def init (self, disk usage = ""):
self.disk usage = disk usage
def dump (self):
return jsonpickle.encode(self, indent=2)

def get stages():
return build stages ([
Stage ("GetDiskUsage", "Will get the disk usage information")
1)

@task stages app.command("disk usage")
def stage info():
stages = get stages()
typer.echo (typer.style(Stage.dump_all (stages), fg=typer.colors.GREEN))

3.26. att. Uzdevuma izpildes rezultata datu strukttras paraugs

Ka redzams, ir ari logika, kura lauj izght informaciju par soliem, kurus uzdevuma
izpilde ietvers, ka atseviska komanda. Savukart pec tam seko galvena realizacijas dala, kas

ietver pasSu logiku, kas tiks izpildita uzdevuma izsaukSanas gadijuma (3.27. att.).
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@task run app.command ("disk usage")
def run/(
host: str = typer.Argument (..., help="The node to connect to.")
) :

mwrwn

This task will check the disk usage on the remote node.
stages = get stages()
try:
loaded host = load host (host)
typer.echo ("Checking disk usage on node: " +
str (loaded host.host), err=True)
command output = DiskUsageResponse ()
ssh connection = ssh connect (loaded host)

# Get the disk usage on node

command = "df -h *"
error code, output = ssh execute(ssh connection, command)
if not error code:
complete stage(stages, "GetDiskUsage", successful=True,
command=command, output=output)
command output.disk usage = output
else:
complete stage(stages, "GetDiskUsage", successful=False,

command=command, output=output)
raise Exception("Failed to check disk usage!")

typer.echo("Stages: " + Stage.dump all (stages), err=True)
typer.echo (typer.style (command output.dump (),
fg=typer.colors.GREEN))
except Exception as e:
typer.echo (Stage.dump all (stages))
typer.echo (typer.style("Failed to check disk usage on host: " +
str (host) + " with exception: " + str(e), fg=typer.colors.RED), err=True)
sys.exit (1)

3.27. att. Vienkarsas komandas pirmkods

Uzdevumi var ietvert ari vienkarSu klidu apstradi un reagét uz caur SSH izpildito
komandu izvadi, gan apskatot pasu izvades tekstu standarta kanalos, gan arT apskatot izsaukto
komandu klidas kodu, kas veiksmigas izpildes rezultata bis 0. Seit ir redzams ar paraugs
Typer nodroSinatajam format€jumam un krasam, kas atlauj pasam lietotajam uzskatamaku
padarit izvadi un to, vai komandas izpilde ir bijusi veiksmiga, ta kompensgjot komandrindas
trikumus, salidzinot ar grafisko izvadi piktogrammas, pat terminalu emulatoros, kas

neatbalsta emocijzimes vai simbolus, pieméram "v" un " X"
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3.2.1 Dinamiska uzdevumu ielade

Tika noteikts, ka arT pasu uzdevumu ieladei ir jabiit dinamiskai - nevajadz&tu uzturét
pieejamo uzdevumu sarakstu atseviski, jo tas sarezgitu dazadu avotu uzdevumu parvaldi.
Piem&ram, ja biitu "tasksjson" datne ar uzdevumu sarakstu, tad dazadiem avotiem
pievienojot jaunus ierakstus tam, varétu rasties konflikti to starpa - ja paSu datni aizstatu, tad
vienas izmainas varétu parrakstit otras.

Python atlauj modulu importé€Sanu no datném, ka dél tika izvéléts uzrakstit logiku, kura
izsauktu modulu koda importésanu, kas, savukart, liktu izpildities dekoratoriem piesaistitajai
logikai - pieregistrét datn€s esoS$as komandas ka pieejamas komandrindas lietotné. Ta
sasniegSanai, pasa galvenaja skripta datn€ ir kods, kur$ tiek izpildits katru reizi pec rika

palaiSanas, pirms tiek izpildita pati komandrindas logika (3.28. att.).

def initialize tasks():
task run app = typer.Typer (help="Will allow you to run specific tasks
that have been loaded dynamically from the tasks subdirectory.")
task stages app = typer.Typer (help="Will allow you to list the stages
available in the tasks.")
task arguments app = typer.Typer (help="Will allow you to get
information about the JSON arguments that the tasks expect.")
from tasks import globals
globals.task run app = task run app
globals.task stages app = task stages app
globals.task arguments app = task arguments app
task files = glob(os.path.join("tasks", "task *.py"))
task filenames = [os.path.split(item) [1].replace(".py", "") for item
in task files]
global loaded tasks
for module name in task filenames:
try:
exec ("from tasks." + module name + " import *")
loaded tasks += 1
except Exception as e:
typer.echo (typer.style("Failed to load task: " +
str (module name) + " with error: " + str(e), fg=typer.colors.RED),
err=True)
task app.add typer (task run app, name="run")
task app.add typer (task stages app, name="stages")
task app.add typer (task arguments app, name="arguments")
initialize tasks()

3.28. att. Dinamiska modulu inicializéSana

Tatad, Saja gadijuma tiek izveidotas apakslietotnes, kas atbildis apakSkomandam un

tika saglabatas "globals" moduli, lai to talak var€tu izmantot dekoratoriem. P&c tam tiek
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izglts operétajsistémas datnu saraksts zem "tasks" mapes, kuri beidzas ar .py datnes
paplasinajumu un kuru nosaukums sakas ar "task ", tatad, tiek izgiiti skriptu datpu
nosaukumi. P&c tam no So datnu nosaukumiem tiek iegiiti atbilstoSo modulu nosaukumi,
nometot datnes cela direktorijas dalu, ka arT nodz&Sot datnes paplaSinajumu. Pieméram,
"tasks/task ping.py" tiek parveidots par "task". P&c tam tiek izmantota Python exec komanda
[34], lai dinamiski izsauktu attiecigd koda izpildi katrai no uzdevumu datném, ta laujot to
dekoratoriem pieregistrét lictotnes komandas. Pieméram, iepriek§minéta "task" modula

iegtiSana rezulté Python importa komandas izpilde (3.29. att.).

‘from tasks.ping import *

3.29. att. Modula satura importa komanda

Seit gan papildus uzmaniba ir japievers klidu apstrades logikai, jo situacija, kura slikti
uzrakstits uzdevums traucé visa rika darbibu nav pielaujama. Tapéc tiek izmantots
"try...except" bloks, $aja gadijuma izvadot informaciju par klidam, ja tadas radas nolasot
uzdevumu. Piem@ram, ja uzdevuma ietvaros ir noradita neeksistéjosa paka, lietotajs par to

sanems bridinajumu (3.30. att.).

(venv) kronislvi@catbook:~/Documents/kvps5_masters_degree_astolfo_cloud_servant/src§ python astolfo.py task --help
Failed to load task: task_broken_example with error: No module named 'something that_does_not_exist'
Usage: astolfo.py task [OPTIONS] COMMAND [ARGS]...

Will allow you to view, add and new tasks that will be executed against
the hosts. Use the --help option with any of the subcommands for more
info.

3.30. att. Bojata uzdevuma ielades izvades paraugs

Sada pieeja lauj viegli realizét dinamisku jauna koda inicializé$anu, ta¢u janem véra, ka
ar to ir saistiti zinami drosibas riski - nav ieteicams uztic€ties jebkuram koda avotam, tacu
rika vienkar$a realizacija atlauj manuali parbaudit katra import€§jama uzdevuma darbibu, jo
tie ir ierobeZoti vienas datnes ietvaros. Sis pieejas triikums gan ir tas, ka pagaidam netika
realizéts mehanisms papildus satvaru un koda biblioteku ievieSanai projekta.

Péc noklus€juma, ar "pip" paku parvaldes riku tiek lejupieladétas atkaribas, kas ir
nepiecieSamas pasa rika darbibai, pieméram "Paramiko" bibliot€ka, lai nodibinatu SSH
savienojumu ar attalinatu serveri, bet jaunu paku instaléSanai ir nepiecieSams parbiivét pasSu

riku, kas konteineru gadijuma nozimes visa konteinera izveido$anu no jauna.
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3.2.2 Administrativas darbibas

Papildus pasa rika uzdevumu izpildes funkcionalitatei, tika implementéta arl
funkcionalitate, kas lauj administrét informaciju par pieejamiem serveriem un parvaldit pasus
uzdevumus. Tas tika darits, jo lai gan Sos datus var pievienot un mainit datnu sistéma, zem
attiecigajam direktorijam: "infrastructure", "tasks" un "files", konteineru gadijuma Sie dati var
glabaties konteineru diskvietas (angliski "volumes"), kuram nebiis pieeja pa taisno.

Par katru serveri tiek uzglabata pamata informacija: ta adrese, apraksts, operétajsistéma,
lietotajvards ar kuru méginat izveidot SSH pieslégumu, ka ari SSH atslégas datnes

nosaukums, kuru izmantot autentifikacijai (3.31. att.).

{
"py/object": "cli.host data.Host",
"host": "1l.worker.catboi.net",
"description": "Worker that will also be the cluster master",
"os": "CentOS 8",
"username": "root",
"keyfile": "id rsa"
}

3.31. att. Servera definicijas paraugs

Si informacija glabajas "infrastructure" mapé, katram parvaldamajam serverim
izveidojot savu mapi, pieméram, "infrastructure/1.worker.catboi.net/", kura $1 informacija ir
uzglabata JSON formata datné. Tiek nodro$inatas komandas gan jaunu serveru pievieno$anai,
gan dzesanai, kas neliek manuali darboties ar datném. Lai dati saglabatos, tad ir nepiecieSams

pievienot diskvietas vai sasaisti ar datnu sist€mas mapem (angliski "bind mount”) (3.32. att.).

docker run \

-v astolfo tasks:/app/tasks \

-v astolfo infrastructure:/app/infrastructure \

-v astolfo files:/app/files \

astolfo host add l.worker.catboi.net "Application server that will run
front-end and back-end containers" "CentOS 8" root id rsa

3.32. att. Servera pievienoSanas komandas paraugs ar Docker

Pagaidam §Tm komandam vél netiek izmantots JSON formats, tacu idejiski nakotné ar1
$o argumentu padoSanu pa tieSo iespjams aizstat ar JSON objektu. Saja gadijuma gan ir
nedaudz uzskatamaks palidzibas teksta saturs, jo taja katram minétajam lielumam viegli var

noradit noklus€juma vertibu, pieméram, ka savienojums ar serveri var tikt izveidots ar "root"
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lietotaju, savukart ka atslégas datnes nosaukums atbildis "id rsa", bet citas vertibas ir

janorada obligati (3.33. att.).

kronislv@catbook: /media/kronislv/6EEA-1A2A/Nextcloud/RTU/magistra darbs$ docker rum astolfo host add --help

Usage: astolfo.py host add [OPTIONS] HOST [DESCRIPTION] OS [USERNAME]
[KEYFILE]

Will add a new host to the infrastructure folder. This is much like the
description of the hosts in Ansible, but for performance reasons some
information should be known beforehand (such as the 03)

Arguments:
HOST Name of the host to add, will name the folder after it.
Example: db.myapp.com [required]

[DESCRIPTION] The description of the host, to display to user. Example:
Database server for running PostgreSQL

0s Vague description of the operating system that the host is
running. Logic can be written for hosts based on it (for
example, using yum on Cent0S, but apt on Debian). Example:
Cent0S 8 [required]

[USERNAME] The username to connect to on the remote machine through SSH.
The user needs to be able to execute commands with sudo with
no password if not root. [default: root]

[KEYFILE] The name of the SSH key file in the host folder. Example:
id_rsa [default: id_rsa]

Options:
--help Show this message and exit.
3.33. att. Palidzibas izvades paraugs jauna servera pievienosanai
Ka redzams, paSas atslégu datnes netika pievienotas ar So komandu. Tas nolasa no
standartievades, pieméram, noradot uz §is datnes atraSanas vietu, tas saturu izvadot ar "cat"

un uzreiz to padodot talak uz atslégas importa komandu (3.34. att).

cat ~/.ssh/mysite/app/id rsa | docker run --rm -i \
-v astolfo tasks:/app/tasks \

-v astolfo infrastructure:/app/infrastructure \

-v astolfo files:/app/files \

astolfo host key l.worker.catboi.net

3.34. att. SSH atslégas importa komandas paraugs

Ar1 $t1s darbibas rezultata datnes saturs netiek izvadits, lai mazinatu ta noplades iesp&ju.

Tiek izvadita tikai informacija par to, kads datu apjoms ir ticis ierakstits datn€ (3.35. att.).

Adding key for host: 1.worker.catboi.net
Key will be added in file: infrastructure/1.worker.catboi.net/id_rsa
Wrote 3243 characters to file...

Successfully added host key!
3.35. att. Atslégas pievienoSanas izvade

Kopuma, $ada pieeja atlauj realizét lidzigu serveru parvaldes funkcionalitati Ansible

piedavatajai, laujot Sos parvaldes uzdevumus veikt automatizéta veida, ari iek§ Docker
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konteineru konteksta, piem&ram, So vertibu saturu padodot no GitLab CI/CD vides mainigo
vidus, tos nekad neizvadot pa tieSo, lietotajam redzama formata.

Ir realizéta ari funkcionalitate lai parvalditu datnes. Tas lauj apskatit uzdevumu
lejupieladéto datnu saturu, vai arl pievienot datnes, kuras ar SFTP parsitit uz attalinato
serveri, pieméram konteineru vides deklaraciju YAML formata. Ari Seit pastav iesp&ja no
standartievades izgiit to saturu. Papildus tam tiek piedavatas ari komandas So datnu

parsaukSanai, dz€Sanai un to satura apskatei (3.36. att).

docker run --rm -i \

-v astolfo tasks:/app/tasks \

-v astolfo infrastructure:/app/infrastructure \
-v astolfo files:/app/files \

astolfo file list

3.36. att. SSH atslégas importa komandas paraugs

ST komanda ari izvada datpu saturu JSON formata (3.37 att.), izmantojot atsola
sekvences, jauno rindu apstradei, kas gan var padarit izvadi mazak lasamu komandrindas
apskates konteksta, tacu ir labi piemérota, ja Sos datus vajadz€tu att€lot tikla interfeisa.

kronislviicatbook: /media/kronislv/6EEA-1AZA/Nextcloud/RTU/magistra darbs§ docker run astolfo file list

"pysobject™: “"cli.file data.File",
"filename": "covid1984load-kubernetes.yml",
"contents": “apiVersion: viinitems:\n- apiVersion: vin kind: Pod\n metadata:\n creationTimestamp: nulln labels:\n

io.kompose.service: covid1984-load-test\n name: covid1984-load-test\n spec:\n containers:\n - env:iin - nam
e: TEST_DURATION_SECONDS\n value: \"1888\"\n - name: TEST_SECONDS_BETWEEN_REQUESTS\n value: “'1\"\n -n
ame: TEST_URL\n value: http://worker.catboi.net\n - name: TEST_USERS%n value: \"1080\"\n image: registr
y.kronis.dev/rtul/kvps5_masters_degree_covid_1984 load test/covidi984 load_test\n name: covidi984-load-testhn resourc
es:\n requests:\n cpu: 106m\n memory: \"512000008%"\n limits:\n cpu: 1886m\n
memory: \"7340000008%"\n nodeSelector:\n kubernetes.io/hostname: tester.catboi.net\n restartPolicy: Nevern image
PullSecrets:\n - name: registrycredentials\n status: {}\nkind: List\nmetadata: {}\nun"

h

"py/object”: “cli.file_data.File",

"filename": "covidi1984-kubernetes.yml",

"contents": “apiVersion: vi\nitems:\n- apiVersion: vi\n kind: Service\n metadata:\n annotations:\n kompose.cmd: /
snap/kompose/19/kompose-1linux-amd64 convert -f covidi984.yml -o\n covidi984-kubernetes.yml\n kompose.version: 1.21.
0 (992df58d8)\n creationTimestamp: null'n labels:\n io.kompose.service: covidi984-app\n name: covidi1984-app\n sp
ec:\n type: WodePorthn ports:sn - port: 8@\n targetPort: 30008%\n protocol: TCPun name: http\n nodeP
ort: 8ewn selector:\n io.kompose.service: covid1984-app\n status:\n loadBalancer: {}\n- apiVersion: vi\n kind: Ser
vice\n metadata:‘n annotations:in kompose.cmd: /snap/kompose/19/kompose-1inux-amd64 convert -f covid1984.yml -o\n

covid1984-kubernetes.ymlin kompose.version: 1.21.@ (992df58d8)\n creationTimestamp: null\n labels:\n io.komp
ose.service: covid1984-postgisin name: covid1984-postgisin spec:in ports:\n - name: \"5432\"\n port: 5432\wn
targetPort: 5432%n selector:\n io.kompose.service: covidi984-postgisin status:\n loadBalancer: {}\n- apiVersion: a
pps/visn  kind: Deployment\n metadata:\n annotations:\n kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f c

3.37. att. Datnu satura izvades paraugs

3.2.3 Daudzviet izmantojama funkcionalitate

Izstrades ietvaros tika realiz€ta ar1 funkcionalitate ar mérki atvieglot jaunu uzdevumu
izveidi, kas nodroSina metodes bieZi izpildamam darbibam, pieméram, datnpu parsiitiSanai un

sanemsSanai, vai arT komandu izpildei ¢aula.
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l.
2.

So logiku var iedalit 2 grupas:
lokali nepiecieSama logika pasa rika darbibai (un kas ir atrodama "src/cli" direktorija)
logika, kas paredzgta attalinato serveru administré$anai (un kas ir atrodama "src/tasks/

utils" direktorija)

Ja nepiecieSams, pilno funkcionalitates kodu ir iesp&jams apskatit lietotnes pirmkoda,

tacu pati funkcionalitate ir sadalita datn@s atbilstosi to pielietojuma mérkim. Pieméram, lokali

nepiecieSamas logikas gadijuma, ir sekojosie Python koda datnes ar funkcionalitati:

file actions.py - logika, kas ir nepiecieSsama darbibam ar datném (to satura
apskatiSana, jaunu datnu pievienoSana vai esoSo dz€Sana)

file data.py - datnes klases definicija, kas ietver datnes reprezentaciju un JSON
parveidoSanai nepiecieSamo kodu

host actions.py - logika, kas ir nepiecieSama parvaldamo serveru lokalo datu
uzturéSanai, pieméram, to izveidei un dz&€anai un SSH atsl€gu pievienoSanai

host data.py - servera klases definicija, kas ietver datu reprezentaciju un JSON
parveidoSanai nepiecieSamo kodu

task actions.py - logika, kas realiz€ jaunu uzdevumu izveidi, ka ari eso$o dz€Sanu; ta
mégina inicializé€t uzdevuma kodu to pievienojot, gadijuma ja tas neizdodas, tad
uzreiz to izdzesot

task data.py - pasa uzdevuma klases definicija, kas katram no tiem lauj uzturét savu
nosaukumu un aprakstu

Ka redzams, ir nodalitas Python datnes, kuri ietver darbibas un logiku, ka ari tie, kuri

ietver tikai klaSu definicijas, kas darits ar merki laut paSiem datnu nosaukumiem pateikt, ko

tie ietver. Attieciba uz datném, kuros ir datu klases, to struktiira ir lidziga jau

iepriekSminétajai uzdevumu JSON izvadei. Piem&ram, host data.py datn€ ir aprakstita Host

klase, kura sevi ietver informaciju, kura ir nepiecieSama, lai izpilditu komandas pret

serveriem - ta tiks izmantota, lai tiem pieslégtos un atrastu isto SSH atslégu, kuru izmantot.
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from typing import List
import jsonpickle
jsonpickle.set preferred backend('demjson')

class Host (object) :
def init (

self,
host,
description,
os,
username,
keyfile,

self.host = host
self.description = description

self.os = os

self.username = username

self.keyfile = keyfile
@classmethod

def read(self, input: str):

return Jjsonpickle.decode (input)
@classmethod
def dump all(self, input: List):

return jsonpickle.encode (input, indent=2)
def dump (self):

return Jsonpickle.encode(self, indent=2)

3.38. att. Servera objekta definicijas paraugs

Saja gadfjuma (3.38. att.) var ievérot, ka tiek izmantota "List" klase no Python "typing"
modula, kur§ lauj metodém pievienot norades uz tipiem (angliski "type hints") [35], ta
atlaujot labaku sadarbibu ar integrétajam izstrades vidém (angliski "integrated development
environment” jeb IDE), tostarp padoto parametru tipu parbaudes, pat ja pagaidam Python
valoda pati $adu funkcionalitati izpildes laika neatlauj realizet.

Tas arT nozimé, ka skriptu izpildei ir nepiecieSama vismaz Python 3.5+ versija, jo §1
funkcionalitate nebija pieejama vecakajas valodas versijas, pieméram Python 2.7, tacu
pateicoties Docker riks tapat var stradat uz sisttmam, kuras ir veca Python versija, vai Python
interpretators nav pieejams vispar. Papildus tam, Seit ir arT "dump_all" metode, kura atlauj
objektu saraksta serializaciju uz JSON formatu, gadijuma ja nepiecieSams izvadit visus
pieejamos serverus.

Papildus datném, kuras ir klases dazado darbiba izmantoto datu reprezent€Sanai, ir ari
datnes, kuras ir pati funkcionalitates realizacija. Tajas ir gan metodes, kuras paredzets izsaukt

ka dalu no komandrindas logikas un kas atgriez tekstualo JSON objektu reprezentaciju, ka ari
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metodes, kas darbojas ar datu tipiem pa tieSo un atgriez objektus. Piem&ram, jauna servera
pievienoSanas gadijuma tiks izsaukta sekojosa metode, kurai tiks padoti parametri ka simbolu

virknes (3.39. att.).

def action host add(
host: str,
description: str,
os: str,
username: str,
keyfile: str

new host = Host(
host, description, os, username, keyfile
)
save host (new_host)
return new host.dump ()

3.39. att. SSH atslégas importa komandas paraugs

Savukart pati metode, kas realiz€ attieciga servera saglabasanu sanems "Host" objekta
instanci un to pasu arl atgriezis péc veiksmigas saglabasanas. Seit gan var ievérot, ka §is
komandas ar1 var izvadit datus uz konsoli, tacu $aja gadijuma $1 izvade nonak STDERR

kanala, tatad, netrauc€s pargjo lietotnes dalu darbibai (3.40. att.).

def save host (host: Host):
typer.echo ("Creating new host: " + str(host.host), err=True)
infrastructure folder = os.path.join("infrastructure", host.host)
host file = os.path.join(infrastructure folder, "server.json")
if not os.path.exists (infrastructure folder):
typer.echo ("Folder: " + str(infrastructure folder) + " does not
exist, creating new...", err=True)
os.makedirs (infrastructure folder)
typer.echo ("Writing to file: " + str(host file), err=True)
output file = open(host file, "w")
output text = host.dump ()

written characters = output file.write (output text)

output file.close()

typer.echo ("Wrote " + str(written characters) + " characters to
file...", err=True)

3.40. att. SSH atslégas importa komandas paraugs

Tas atlauj nodalit paSu logikas implementaciju no tas izsaukSanas komandrindas
konteksta. Lai gan pasas komandrindas darbibas ar1 ir Python metodes, kuras vajadzibas
gadijuma var izsaukt pa taisno, gadijuma, ja tiktu izveidots tikla interfeiss vai riks tiktu

integréts ar citam tehnologijam, "action _host add" varétu aizstat ar citu implementaciju.
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3.2.4 Dokumentacija

Svariga ir arT ne tikai izvade no pasa rika ta lietoSanas laika, bet arT dokumentacija tam,
neatkarigi no ta, vai ta tiek pasniegta palidzibas sist€tma lejupieladéjama lietotne, vai ta tiek
pasniegta ka dala lietotnes majaslapas, vai arf ja ta ir pieejama Git repozitorija kopa ar rika
kodu. Lai noveérstu situaciju, kura butu jauztur vairakas nodalitas informacijas vienibas par
vienu un to pasu riku, $aja gadijuma dokumentacija tika realiz&ta turpat, Git repozitorija, ka
Markdown formata teksta datnes - tas atlauj tos gan viegli parmeklét, gan tajos vajadzibas
gadijuma ieklaut tabulas un att€lus, ka ar1 uzturet atsauces uz citam datném.

ST dokumentacija lauj jebkuram interesantam, atverot attiecigo repozitoriju, iepazities
ar to, ko $is riks dara, kam tas ir domats, ka ar1 norada uz datni, kura aprakstits tas, ka to sakt

lietot (3.41. att.).

A solution to automate the creation and test ng Q fa variety o f containerization solutions as well as run other tasks

One of the problems that | have oftentimes stumbled upon is the initial setup of the infrastructure for running containerized
workloads. Relying on managed control planes and SaaS/PaaS solutions can be both expensive and risky, since such
services could be retired at any time, could create security vulnerabilities (as opposed to everything being 100% on-prem and
not exposed to the outside world) and also have breaking changes with no control over when and how migrations are
handled.

However, setting up Kubernetes and Docker Swarm, or even Hashicorp Nomad clusters can take time and even when
following the official instructions, it can be a bit hard to walk through this process. That's why | wrote Astolfo, which is my
attempt at providing the convenience of a CentOS graphical installer, but for setting up infrastructure. Of course, if you don't
need the Ul bits, just use the CLI directly.

Internally, it uses Paramiko to execute commands over SSH. This approach was chosen as opposed to just using Ansible or
Salt, because oftentimes Ansible won't work well with imperative commands. This small set of scripts is also easily hackable,
in case you want to implement new functionality.

If you'd like to see an example of how to use the application, feel free to read the Quick Start guide in GUIDE.md.

3.41. att. README.md ievada paraugs
Dokumentacijas glabasana teksta formata ar1 atvieglo tas izstradi un papildinasanu, jo
nepieprasa papildus programmatiiru tas atvérSanai, ka art atlauj izmantot pierastos rikus tas
parmekl€Sanai, pieméram, ar "grep" riku meklgjot visa dokumentacija noteiktu saturu.
Lidzigi, ja tiek izmainits pats kods vai arT mainas lietotnes nodroSinata funkcionalitate, tad ar1

So dokumentaciju atjaunot klis vieglak un mazinasies iesp&ja, ka atseviska "Wiki" saita, vai
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Papildus tam, $is pats "README.md" datne sniedz ieskatu taja, kas ir nepiecieSams, lai
palaistu attiecigo riku gan lokali, gan uz attalinatajiem serveriem, piemé&ram, par to, ka

paslaik tiek atbalstitas tikai RPM Linux distribiicijas (3.42. att.).

Requirements

There are some requirements for both the client and the servers to be able to run this solution.
For the client:

¢ Docker installed for lauching the tool
« or an installation of Python 3+ and venv (for development or for launching without Docker)
® aweb browser capable of executing JavaScript (when the actual Web Ul is implemented, instead of just the CLI)

For the servers:

e any RPM distribution supported by Docker or the other tools (CentOS/Fedora/RHEL/Qracle Linux); more to be supported in the future

¢ an installation of an SSH server, that supports connecting by using key authentication; passwords might be supported in the future

* akey that's stored on the remote server, that doesn't have a passphrase; passphrases might be supported in the future

the user that you connect to should be root for now; permission control will change in the future, e.g. something like Ansible’s "become”

will be implemented
3.42. att. README.md informacija par prasibam izpildvidei
Papildus tam, Seit ir arT informacija, kas nepiecieSama, lai varétu papildinat rika

funkcionalitati ar jauniem uzdevumiem vai to palaistu pa tieSo, bez konteineriem (3.43. att.).

Development

For local development, you'll want a virtualenv for Python.
See how to create it here: venv — Creation of virtual environments

Then you'll need to activate it, for example, in GNU/Linux:
source venv/binsactivate

After that you should be able to install dependencies:
pip install -r requirements.txt

There's also a Visual Studio Code workspace in the root folder, for convenience.

If you want to build it with Docker, just run:

docker build -t astolfo .

3.43. att. README.md informacija par rika izstradi
Sis dokumentacijas pilno saturu iespgjams apskatities GitLab instancé vai arf 2., 3. un

4. pielikumos, kuri arT ietver lietoSanas gidu un lietoSanas paraugus visam komandam.
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3.3 Izstradata rika funkcionalitate

Magistra darba ietvaros tika realiz&ta rika funkcionalitate ar mérki paradit gan parastu
servera administracijas darbibu veikSanu, tostarp paku instalaciju un servisu konfigurésanu,
gan ar1 ar konteinerizaciju saistitas darbibas - Docker sagatavosanu lietoSanai, ka ar Docker
Swarm un Kubernetes K3s distribiicijas klasteru izveidi, serveru pievienosanu tiem, ka ar1
grafiska Portainer rika palaiSanu.

Sai funkcionalitatei vajadzétu gan kalpot par praktisku pieméru rika lietoSanai un
noderibai, gan ari atlaut uz esoSo uzdevumu bazes izstradat jaunus. Pilnais uzdevumu
pirmkods ir pieejams Git repozitorija, savukart Seit tiks sniegts visparigs ieskats dala no

piedavatas funkcionalitates. Paslaik r1ka ir implement&ti 27 dazadi uzdevumi.
3.3.1 Informacijas izguve par serveri

Dotaja bridi rika ir realizétas daZzas informativa rakstura komandas, kuras nemaina
sistémas stavokli, bet ieglist informaciju par to. Tas ir: "task ping", "task os version",
"task disk usage" un "task installed packages", kuras parbauda savienojumu ar serveri,
iegiist informaciju par ta operétajsisttmu, ka ari parbauda brivas vietas daudzumu uz ta
diskiem un gan saskaita, gan atgrieZ sarakstu ar instalétajam pakam uz servera.

Pirma komanda vienkars$i parbauda, vai ir iesp&ams izveidot SSH savienojumu ar
attalinato serveri un vai lietotajs var izpildit "sudo" komandu bez paroles priviligéto darbibu
izpildei, kas var biit nepiecieSamas servisu parvaldei. Nakotn€ var but nepiecieSams
implementét ko Iidzigu Ansible nodroSinatajai "become" komandai [36], kas nosaka, vai ir
nepiecieSams izsaukt "sudo su" ekvivalentu, administrativo darbibu veiksmigai izpildei. Tas

izpildes rezultata varam iegiit objektu, kurs reprezentes darbibu rezultatu (3.44. att.).

kronislvi@catbook:~% docker run astolfo task run ping 1.worker.catboi.net 2=/dev/null
{

"py/object”: "tasks.task_ping.PingResponse",

"host_pinged": "1.worker.catboi.net",

"host_user™: "root",

"connection_successful"™: true,

"user_can_sudo": fTalse

3.44. att. Paraugs "ping" komandas izpildei
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Otra komanda ar1 izpilda vienkarSas teksta izvades darbibas lai noskaidrotu kada
operétajsisttma ir uz attalinata servera, ka ari lai parbauditu tas kodola versiju. Taja tiek
izmantota "cat" un "uname" komandu kombinacija, kas iegiist tas rezultatus (3.45. att.).

kronislvi@icatbook:~% docker run astolfo task run os_version 1.worker.catboi.net 2=/dev/null

"py/object™: "tasks.task_os_version.0SVersionResponse",
"version_info": [
"Cent0S Linux release §.3.2011"
"NAME=\"Cent0S Linux\"",
"VERSION=A\"8\"",
"ID=\"centos\"",
"ID_LIKE=\"rhel fedora\"",
"VERSION_ID=\"8\"",
"PLATFORM_ID=\"platform:el8\""
"PRETTY_NAME=\"Cent0S Linux B8\"",
"ANSI_COLOR=\"0;31\"",
"CPE_NAME=\"cpe:/o:centos:centos:8\"",
"HOME_URL=\"https://centos.org/\"",
"BUG_REPORT_URL=\"https://bugs.centos.org/\"",
"CENTOS_MANTISBT_PROJECT=\"Cent0S-8%""
"CENTOS_MANTISBT PROJECT_VERSION=\"B\"",
"Cent0S Linux release 8.3.2011"
"Cent0S Linux release 8.3.2011"

“&ernel_info": [
"Linux 1.worker.catboi.net 4.18.8-80.7.1.e18_0.x86_64 #1 SMP Sat Aug 3 15:14:00 UTC 2019 x86_64 xB6_64 x86_64 GNU/Linux"
]

1
3.45. att. Paraugs "os_version" komandas izpildei
Tre$a komanda izsauc "df" riku, kur§ lauj parbaudit, cik uz servera ir brivas vietas
pieejamas disku dalas (angliski "partition”), $aja gadijuma izvadi format€jam cilvékiem
salasama formata, ne tikai izvadot lielumus baitos (3.46 att.).
kronislv@catbook:~% docker run astolfo task run disk_usage 1.worker.catboi.net 2=/dev/null

"pysobject": "tasks.task_disk_usage.DiskUsageResponse”,
"disk_usage": [
"Filesystem S§ize Used Avail Use% Mounted on",
"/dev/sdal 406 2.96 356 8% /"

]
}

3.46. att. Paraugs "disk usage" komandas izpildei
P&dgja komanda izmanto "yum" paku parvaldnieku, lai noskaidrotu, cik daudzas pakas
ir instal€tas sistéma un atgriez ar1 pilno paku sarakstu. Tapéc ka §1 izvade ir visai gara, ta Seit
netiek piedavata, tomér ta var bit noderiga, lai salidzinatu sist€émas stavokli pirms un péc
noteiktas programmatiiras instalacijas.
Piem@ram, ja mis interes€ iesp&ja uzzinat, cik daudzas pakas ir nepiecieSams uzinstal&t
Docker Swarm un Kubernetes K3s distribiicijas orkestratoru palaiSanai, tad atliek vien

izpildit §1s komandas pirms un pé&c attiecigo riku instalacijas.
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Sis komandas var talak kombingt ari ar diska patérina parbaudes komandam, kas lauj
precizak pateikt, ne tikai, cik pakas ir nepiecieSams instalét, bet ari, cik daudz vietas uz diska

tas aiznem (3.1. tabula).

3.1. tabula
Paraugs instal€to paku skaitam un diska vietas paterinam orkestratoriem
Scenarijs Instaléto paku skaits Diska vietas patérins
Sistema bez orkestratoriem 430 1.9 GB
Docker Swarm orkestrators 447 24GB
Kubernetes K3s orkestrators 448 2.7GB

Saja gadijjuma Kubernetes distribiicijai vajag visvairak vietas, taCu taja pat laika §is
atSkirtbas ir visai minimalas. Seit Docker Swarm ar ir zinamas priekSrocibas, jo Swarm

orkestrators jau ir ieklauts, uz servera instalgjot Docker.
3.3.2 Paku instalacija un konfiguracija

Riks atlauj arT programmatiiras instalaciju un konfiguraciju. Seit uzsvars tika likts uz
pakam, kuram var biit nepiecieSama papildus konfiguracija. Seit tick piedavati divi paku
instalacijas un konfiguracijas paraugi, fail2ban un Zabbix klienta programmatiirai.

Fail2ban ir programmatiira, kura lauj automatiski piefiksét neveiksmigos pieslégSanas
méginajumus sistémai caur SSH un izveidot ugunsmiira likumus, kuri attiecigo pieprasijumu
IP adreses uz laiku blokés [37]. Sadu riku ir lietderigi izmantot, ja serverim nepiecie$ams
atlaut ne tikai piekluvi ar SSH atslégam, bet ar1 ar parolém, kuras launpratigi darboni biezi

vien mégina uzlauzt publiski pieejamiem serveriem (3.47. att.).

Jan 2 19:12:32 ram sshd[27904]: Failed password for root from 49.88.112.110 port 52697 ssh2
Jan 2 19:12:37 ram sshd[27904]: Failed password for root from 49.88.112.110 port 52697 ssh2
Jan 2 19:12:38 ram sshd[27906]: Failed password for root from 67.205.153.4 port 46826 ssh2
Jan 2 19:13:55 ram sshd[27947]: Failed password for root from 51.161.104.169 port 34821 ssh2
Jan 2 19:14:14 ram sshd[27970]: Failed password for root from 151.69.170.146 port 42381 ssh2
Jan 2 19:14:47 ram sshd[28001]: Failed password for root from 61.177.172.61 port 51654 ssh2
Jan 2 19:14:51 ram sshd[28005]: Failed password for root from 217.160.3.229 port 36082 ssh2
Jan 2 19:14:52 ram sshd[28001]: Failed password for root from 61.177.172.61 port 51654 ssh2
Jan 2 19:14:52 ram sshd[28003]: Failed password for root from 81.69.47.35 port 20810 ssh2
Jan 2 19:14:55 ram sshd[28001]: Failed password for root from 61.177.172.61 port 51654 ssh2
Jan 2 19:14:59 ram sshd[28001]: Failed password for root from 61.177.172.61 port 51654 ssh2
Jan 2 19:15:02 ram sshd[28009]: Failed password for root from 51.178.87.42 port 53452 ssh2
Jan 2 19:15:06 ram sshd[28029]: Falled password Tor root Trom 49.88.112.110 port 60466 ssh2
Jan 2 19:15:16 ram sshd[28037]: Failed password for root from 80.11.253.8 port 58440 ssh2
Jan 2 19:15:29 ram sshd[28055]: Failed password for root from 67.205.153.4 port 56916 ssh2

kronislv@ram:~% sudo grep "Failed password" /var/log/auth.log | wc -1
34528

3.47. att. Paraugs méginajumiem nesankcionéti piekliit serverim
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Attieciga uzdevuma ietvaros tiek lejupieladéta ST programmatiira un tiek palaists Sis
serviss, péc ka arT tiek parbaudits ta statuss un apskatitas uzgenerétas audita datnes, ja tadas
ir. Ka ieprieks, pasas komandas izvade STDOUT kanala ir visai minimala (3.48. att.), jo ta
lauj tikai parliecinaties par izpildes rezultatiem.

Rronislv@catbook:~$ docker run astolfo task run failZ2ban 1.worker.catboi.net 2=/dev/null

{
"py/object": "tasks.task_failZban.Fail2BanResponse",

"package_installed": true,
"systemctl_enable": true,
"service restart": true

3.48. att. Paraugs "fail2ban" uzdevuma izpildei
Pilna izpilde ietver ar1 izvadi no audita datném, jo iekS€ji uzdevuma rezultatos ir

vairakas stadijas, kuru ietvaros tiek izpilditas vairakas komandas (3.49. att.).

Executing: rpm -ga | grep -gw fail2ban || yum -di1 install -y failZban
Executing: systemctl enable failZban

Executing: serwvice fail2ban restart &% systemctl --no-pager status failZban
Executing: tail -n 32 /var/log/failZban.log; echo 'No logs exist yet!'

3.49. att. Paraugs fail2ban instalacijas procesa izpilditajam komandam

Ka redzams, $is darbibas var€tu izpildit arm1 manuali, pa tieSo uz servera, tacu rika
izmantoSana lauj ar vienas komandas palidzibu gan veikt §1 rika instalaciju, gan ar1 parbaudit,
vai ta ir bijusi veiksmiga uz vairakiem serveriem secigi, ka dalu no kadas skripta, ka ar1
pieglabat izvadi no ta datng, vai to parvadit uz citam komandam, ja nepiecieSams.

Papildus sadiem rikiem var€tu interes€t arl iesp&ja automatiz€t servera monitoringa
konfiguraciju - atlauj noteiktiem rikiem, pieme&ram, Nagios vai Zabbix pieslégties serverim
un no ta ievakt informaciju par sisteémas stavokli, resursu patérinu un citiem lielumiem. Darba
ietvaros tika realizéts paraugs Zabbix agenta programmatiras konfiguracijai, jo tas tika
izmantots ar1 izstradata konteinerizéta rika monitoringam, lai salidzinatu orkestratoru

darbibu.
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Zabbix gadijuma situacija ir sarezgitaka ka ar fail2ban, jo ir nepiecieSams mainit ari
noklusgjuma konfiguraciju, lai noraditu, kur atrodas Zabbix serveris, kam atlaut datu
ievakSanu. PaSa skripta ietvaros, servera adrese tiek sanemta ka dala JSON argumenta, ko péc
tam konverté Python objekta, péc ka attiecigo adresi ieklauj ka dalu no izpildamas caulas

komandas (3.50. att.).

command_ input = ZabbixAgentRequest.read (input)

server address = command input.server address

command = "sed -i '/Server=127.0.0.1/c\Server=" + str(server address) + "'
/etc/zabbix/zabbix agentd.conf"

error_code, output = ssh execute(ssh connection, command)

if not error code:

complete stage(stages, "ServerUpdate", successful=True,
command=command, output=output)

command output.server update = True

3.50. att. Caulas komandas paraugs sed izsaukumam

Saja gadijuma, $1 logika kopa ar pargjiem soliem skripta ietvaros rezulté salidzinosi
garaka izvade (3.51. att.), Sim procesam automatiz&ta formata esot daudz ertak izpildamam,
neka to cenSoties darit katram serverim manuali, labojot konfiguracijas teksta datnes ar teksta

redaktoriem, pieméram "vi" vai "nano".

Executing: rpm -ga | grep -gw zabbix-release-3.2-1.el7.noarch || rpm -ivh http://repo.zabbix.com/zabbix/3.2/rhel/7/x86_64/zabbix-release-3.2-1.el7.noarch.rpm
Executing: rpm -ga | grep -gqw zabbix-agent || yum -di install -y zabbix-agent
Executing: if [ ! -f /etc/zabbix/zabbix_agentd.conf.bak ]; then cp /etc/zabbix/zabbix agentd.conf{, .bak}; else echo 'Backup file already exists!'; fi
Executing: sed -i '/Server=127.0.0.1/c\Server=ram.servers.kronis.eu' /etc/zabbix/zabbix_agentd.conf
Executing: systemctl enable zabbix-agent
Executing: service zabbix-agent restart && systemctl --no-pager status zabbix-agent
Executing: tail -n 32 /var/log/zabbix/zabbix_agentd.log; echo 'No logs exist yet!'
- . . 1 1= . —- . <
3.51. att. Paraugs komandam, kuras tiek izpilditas instalg&jot Zabbix agentu
- = . ¢ — — = . .
Rezultata Zabbix agents saks siitit datus uz Zabbix serveri, kas tos apkopos un atlaus

vizualizet infrastruktiiras kop€jo stavokli.
3.3.3 Docker Swarm administresanas darbibas

Papildus sist€émas programmatiiras administréSanai tika realizéti ari uzdevumi tieSi
konteineru tehnologiju uzinstaléSanai un sagatavoSanai uz servera, lai varétu palaist
konteinerizetas lietotnes. No sakuma tika realizéta funkcionalitate, kas lauj uzinstalét un
sagatavot Docker riku. ST uzdevuma ietvaros tick veiktas vairakas darbibas, lai uz sistémas
uzstaditu Docker uznémuma "yum" paku repozitoriju, no ta lejupieladétu un uzinstaletu

nepiecieSamas pakas. Péc tam tiek nodroSinats, ka pats serviss ir iesp&jots, ka arT tiek salabota
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min&ta ugunsmiira kliida, kura var traucét iek§€ja DNS izmantoSanu, Saja gadijuma izmainot
ugunsmiira konfiguraciju tas apieSanai (3.52. att.) - ugunsmira atslégSana ka problémas
risindjums nebiitu pienemama, jo raditu ievérojamus drosibas riskus.

Executing: rpm -gqa | grep -gqw yum-utils || yum -d1 install -y yum-utils &% yum-config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo
Executing: rpm -qa | grep -qw docker-ce || yum -di install -y docker-ce docker-ce-cli containerd.io

Executing: systemctl enable docker

Executing: firewall-cmd --zone=public --add-masquerade --permanent &% firewall-cmd --reload

Did not need to add a masquerade to the firewall, because it appears that the firewall is not enabled!

Executing: service docker restart && systemctl --no-pager status docker

Executing: docker run --rm hello-world

Executing: journalctl --no-pager -u docker | tail -n 32; echo 'No logs exist yet!'

3.52. att. Paraugs "docker" uzdevuma izpilditajam komandam

P&c So darbibu veikSanas, tiek parladéta ugunsmira konfiguracija, lai jaunie likumi
statos speka, ka arT tiek parstartets pats "docker" serviss un parbaudits, vai ir iesp&jams palaist
vienkarSu konteineru.

Papildus tam ir realiz€tas arT vairakas komandas, kas atlauj izveidot Docker Swarm
klasterus, ka arT pievienot serverus tiem. So uzdevumu izpilde arf ir salidzinosi gara, tacu Seit
ieveribas cienigs ir tas, ka klastera izveides komandas izvadi var padot talak ka ievadi
pievienoSanas komandam, jo S$aja izvadé biis vertibas, kas nepiecieSamas, lai var€tu

pievienoties - markieri (angliski "token").

JOIN TOKENS=$ (python astolfo.py task run docker swarm cluster
l.worker.catboi.net)

python astolfo.py task run docker swarm worker 2.worker.catboi.net
"$JOIN TOKENS"

python astolfo.py task run docker swarm worker db.catboi.net

" SJOIN_TOKENS "

python astolfo.py task run docker swarm worker tester.catboi.net
"$JOIN TOKENS"

3.53. att. Izvades glabasanas paraugs Bash ¢aulas skripta mainigaja

Mingétaja izvade (3.53. att.) biis ietverti gan nepiecieSamie markieri, lai atlautu pievienot
serveri ka uzdevumu izpilditaju, gan ari ka klastera parvalditaju (3.54. att.).

icroniﬁlnr@catbook:.-’media.’krmuslv.’ﬁEEA-1A2A.-’Nextc10ud-‘RTU/magistra darbs$ docker run astolfo task run docker_swarm_cluster 1.worker.catboi.net 2=/dev/null

"py/object": "tasks.task_docker_swarm_cluster.DockerSwarmCreateResponse",

"public_ip": "176.223.139.9",

"swarm_created": false,

"swarm_join_token_worker": "SWMTKN-1-3nukkbjfbrm8tnrg9932j1z3ht3jdarbt2in9x6gfiqauéinwl-8zjrvwadtiubd764j86dfmrx0 176.223.139.9:2377",
"swarm_join_token_master": "SWMTKN-1-3nukkbjfbrm@tnrg9932jiz3ht3jdarbt2in9x6gfiqaud7nwl-cs20208gcjusxptkuedfOpmmd 176.223.139,9:2377"

3.54. att. Paraugs klastera izveides izvadei
To, kuru no markieriem izmantot, izlems komanda, kura $1 ievade tiks padota:
» task docker swarm_ worker - pievienos serveri klasterim ka izpilditaju

* task docker swarm_ master - pievienos serveri klasterim ka vaditaju
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Papildus tam Seit tiek nodroSinata arm komanda, kas laus attiecigajam serverim likt
pamest klasteri, ko var izmantot arT ka pirmo soli jauna klastera izveidg, ja serveris jau ir
kadam pievienots un pie ta vairs nav vajadzigs.

Tiek realizéti ar1 papildus uzdevumi, pieméram, "task docker swarm label" laus
serveriem pievienot mark€umus (angliski "labels"”), ko p&cak var€s izmantot konteineru
izvietoSanai uz specifiskiem serveriem. Pieméram, testéjot magistra darba izveidoto sisteému,
lietotnes konteineri tiek izvietoti uz serveriem ar markieriem "type=worker", kas tiek iegiiti ar

sekojosajam komandam (3.55. att.).

# Add labels for deploying COVID1984 workload
python astolfo.py task run docker swarm label 1l.worker.catboi.net

'"{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "l.worker.catboi.net", "target label": "type=worker"}'
python astolfo.py task run docker swarm label 1l.worker.catboi.net
"{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "2.worker.catboi.net", "target label": "type=worker"}'

3.55. att. Markieru izveides paraugs

Visbeidzot, tiek realizéts art uzdevums "Portainer" programmatiiras [38] palaiSanai - to
var izmantot gan Docker Swarm, gan tikai Docker, gan art Kubernetes parvaldiSanai, ka ar1 to
palaist uz jebkuras vides, kas atbalsta konteineru palaiSanu, ta neliekot to instalét atseviski.
Tomér §1s pieejas trikums ir tas, ka Docker Swarm un Kubernetes vajag atSkirigas vizu
deklaracijas, ka art palaiSanas komandas attiecigajiem orkestratoriem ir atSkirigas. Tapéc tika
izveidoti uzdevumi abiem orkestratoriem, kas $1s programmatiiras palaiSanu atvieglo.

Portainer un Swarm kombinacijas gadijuma pati realizacija ir loti vienkarSa, jo pasa
Portainer majaslapa tiek piedavats deklaracijas datne, kuru pietiek lejupieladét un palaist ieks

Docker Swarm (3.56. att.).

Executing‘f mkdir -p /docker/portainer
Executing: curl -L https://downloads.portainer.io/portainer-agent-stack.yml -o /docker/portainer/portainer-agent-stack.yml
Executing: docker stack deploy -c /docker/portainer/portainer-agent-stack.yml portainer

3.56. att. Portainer palaiSanai nepiecieSamas komandas uz Docker Swarm
P&c tam, kad riks biis palaists, tas kliis pieejams servera 9000 porta. Parasti interes€tu
ar1 iesp&ja palaist to aiz cita tikla servera, kur§ var€tu nodroSinat piekluvi tam (angliski
"reverse proxy'), ka arl realiz€tu automatisku SSL/TLS sertifikatu nodrosinasanu
savienojuma dros$ibas uzlaboSanai, pieméram, Caddy tikla serveri [39], vai jebkuru citu tikla

serveri kombinacija ar Certbot riku [40], kurS atlautu automatisko sertifikatu bezmaksas
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atjauninaSanu. Testa noliikiem gan $ada konfiguracija pagaidam netika realizta, to atstajot ka
uzdevumu nakotnei, jo tikpat labi var nakties apsvert ari Traefik servera [41] izmantoSanas
iesp&jas, jo K3s to nodroSina ka ingresa punktu, kas lautu nakotné€ ari salidzinat abu

orkestratoru tehnologiju ar $adu ingresam domatu serveri.
3.3.4 Kubernetes administréSanas darbibas

Kubernetes ir populars konteineru orkestrators, tacu daudzas no ta distribiicijam,
pieméram Rancher Kubernetes Engine, var biit salidzinosi liels resursu patérins [42]. Tas var
rezultét sliktaka serveru veiktsp&ja, jo 1pasi ja tiem ir ierobezoti resursi. Tapéc tika izvelets
uzmanibu verst tieSi uz Rancher izstradato K3s distribiiciju, kura ir tikusi sertific€ta [43]
Kubernetes atbalstam, taja pasa laika vienkarSojot risinajuma tehnisko sarezgitibu un mazinot
resursu patérinu. Pieméram, taja "etcd" distributétas datu glabatuves vieta tiek izmantota
SQLite uz datn€m bazeta datu baze.

Lidzigi Docker Swarm gadijumam arT Seit tiek realiz€tas komandas, kas lauj sagatavot
tehnologiju lietoSanai un inicializét klasterus. Ari $aja gadijuma tick izmantots instalacijas
skripts no K3s majaslapas, kurs lejupielades jaunako rika versiju attiecigajai operétajsistémai,
no kuras tas ir ticis izsaukts (3.57. att.).

Executing: curl -sfL https://get.k3s.io | sh -s - --docker & systemctl enable k3s --now
Executing: sed -i 's|server \\|server --kube-apiserver-arg service-node-port-range=1-65535 \\|g' /etc/systemd/system/k3s.service && systemctl daemon-reload && service k3s restart
Executing: cat /var/lib/rancher/k3s/server/node-token
Ege:uting: cat /etc/rancher/k3s/k3s.yaml
3.57 att. Paraugs K3s klastera izveidoSanai

Seit gan problémas radis distribiicijas noklusgéjuma konfiguracija, kura "NodePort"
reZima padara pieejamus tikai daZzus no portiem, kas nozimés ka Portainer nebus iesp&jams
palaist tada pasa konfiguracija, ka tas tika darits Docker Swarm gadijuma, tapéc testeéSanas

noltikiem $1 konfiguracija tiek mainita, lai atlautu izmantot visus sist€mas portus (3.58. att.).

command = "sed -1 's|server \\\\|server --kube-apiserver-arg service-node-
port-range=1-65535 \\\\|g' /etc/systemd/system/k3s.service && systemctl
daemon-reload && service k3s restart"
error_code, output = ssh execute(ssh connection, command)
if not error code:

complete stage(stages, "FixNodePortRange", successful=True,
command=command, output=output)

command output.node ports fixed = True

3.58. att. Kubernetes izmantoto portu pielagoSanas paraugs
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Python pus@ gan Sai darbibai vajadz€ja izmantot dubultas atsola sekvences, kas talak
tika padotas "sed" komandai teksta aizvietoSanai, K3s servera systemd servisa definicija.
Citadi Sis uzdevums darbojas Iidzigi Swarm paredz€tajam un atgrieZ markierus, kas lauj So

izvadi padot pievienoSanas komandam.

JOIN TOKENS=$ (python astolfo.py task run docker swarm cluster
l.worker.catboi.net)

python astolfo.py task run docker swarm worker 2.worker.catboi.net
"$JOIN TOKENS"

python astolfo.py task run docker swarm worker db.catboi.net
"$JOIN_TOKENS"

python astolfo.py task run docker swarm worker tester.catboi.net
"$JOIN TOKENS"

3.59. att. Kubernetes izmantoto portu pielagoSanas paraugs

Tapat ka ieprieks, Seit (3.59. att.) ir arT komandas mark&jumu pieskirSanai noteiktiem
serveriem, kas ar1 Seit vélak tiek izmantoti lietotnu palaiSanas izplanoSanai uz noteiktiem
serveriem, ka arf Seit tiek nodroSinata Portainer rika palaiSana. Pirmas komandas realizacija ir

izveidota ta, lai pasi parametri biitu teju tadi pasi ka Docker Swarm gadijuma (3.60. att.).

# Add labels for deploying COVID1984 workload
python astolfo.py task run docker swarm label 1l.worker.catboi.net

'{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "l.worker.catboi.net", "target label": "type=worker"}'
python astolfo.py task run docker swarm label 1l.worker.catboi.net
'{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "2.worker.catboi.net", "target label": "type=worker"}'

3.60. att. Kubernetes izmantoto portu pielagoSanas paraugs

Savukart attieciba uz Portainer palaiSanu, Seit tiek izmantota vides deklaraciju, kura ir

izmainiti noklus€juma porti, uz kuras riks tiks padarits pieejams (3.61. att.).

spec:
type: NodePort
ports:
- port: 9000

targetPort: 9000
protocol: TCP
name: http
# We want to use the same port as on Docker Swarm
# though this only works with changed service-node-port-range
# nodePort: 30777
nodePort: 9000

3.61. att. Kubernetes vides deklaracijas portu konfiguracijas paraugs
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Pati deklaracijas nogadasana uz sisttmu tiek panakta, pielietojot realiz&to
funkcionalitati, kura atlauj datnes parsiitit uz attalinato sistému, izmantojot SFTP, kas tiek
Python koda sasniegts ar komandu, kurai pietiek padot lokalas datnes esoSo un attalinatas

datnes v€lamo celu (3.62. att.).

# Then we copy the stack file from the local device
try:
local file = load file('portainer-kubernetes.yml')
remote file = "/docker/portainer"
sftp send(loaded host, local file, remote file)
complete stage (stages, "UploadStack", successful=True, command="",
output="")
command output.upload stack = True
except Exception as e:
complete stage (stages, "UploadStack", successful=False, command="",
output="")
raise e

3.62. att. Paraugs datnu nosutiSanai caur SFTP

Péc tam atliek izveidot Portainer domatu nosaukumvietu un uz attalinata servera,
izmantojot K3s uzinstaléto "kubectl" riku, ir iesp&jams palaist deklaracija ietverto lietotnes
vidi uz nosaukumvietas, ta to nodalot no nokluséjuma un atlaujot tai netraucét, pieméram,
paslépjot to no palaisto lietotnu saraksta, [idzigi ka tas tiek darits ar sisttmas komponentém
(3.63. att.). Papildus tam, $1 pieeja neliek izmantot Kubernetes tikla interfeisu, tacu visus

datus lauj parsutit caur SSH, ta uzlabojot drosibu.

# Deploy stack

command = "kubectl create namespace portainer && kubectl apply -n
portainer -f /docker/portainer/portainer—-kubernetes.yml"
error_code, output = ssh execute(ssh connection, command)

if not error code:

complete stage (stages, "DeployStack", successful=True,
command=command, output=output)

command output.deploy stack = True

3.63. att. Kubernetes vides deklaracijas palaiSanas paraugs

Tacu atskirtba no Docker Swarm gadijuma Kubernetes parvaldei tiek realiz€tas art
papildus komandas. Kubernetes gadijuma ir nepiecieSsams privato registru pieslégSanas
informaciju pieglabat ar iebtivéto noslépumu sist€mu, nevis to piefiksét Portainer interfeisa,
kas bija iesp&jams izmantojot Docker Swarm. To p&c tam vajag pievienot pasSai vides

deklaracijai, savukart ta izveidosanu realiz€ sekojosa komanda: "kubernetes k3s secret".
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Tapec ka Kubernetes ir dazadi nosl€pumu tipi, atkariba no ievaditajam vertibam, pasas

komandas formats tiek uzgeneréts dinamiska veida (3.64. att.).

command_ input = KubernetesSecretRequest.read (input)

secret type = command input.secret type
secret name = command input.name
secret values = command input.values

secret value string = ""
for secret value in secret values:
secret value string += " --" + secret value

typer.echo ("Will set new secret: " + str(secret name) + " of type: " +
str (secret type), err=True)

3.64. att. Kubernetes noslépuma izveides sintakse

Pieméram, sekojosa komanda tiek izmantota, lai pievienotu pieslegSanas datus

privatajam Docker registram, ko nodro$ina GitLab Registry [44](3.65. att.).

python astolfo.py task run kubernetes k3s secret 1l.worker.catboi.net
'"{"py/object": "tasks.task kubernetes k3s secret.KubernetesSecretRequest",
"secret type": "docker-registry", "name": "registrycredentials", "values":
["docker-server=https://registry.kronis.dev", "docker-username=KronisLV",
"docker-password=mPT4G5wAePZ59ge44i9FC", "docker-
email=kristians@kronis.dev"]}'

3.65. att. Pieprasijums noslépuma uzgenerésanai

Komandas izpildes rezultata tiks izpildita kubectl komanda uz attalinata servera, kura

klasterT uzgeneres noslépumu atbilstosi ievadei (3.66. att.).

kubectl create secret docker-registry registrycredentials --docker-
server=https://registry.kronis.dev --docker-username=KronisLV --docker-
password=mPT4G5wAePZ59ge44i9FC --docker-email=kristians@kronis.dev

3.66. att. Komanda noslépuma uzgener&sanai

Péc tam biis iespgjams uz to atsaukties, vizu deklaracijam pievienojot

"imagePullSecrets" lauku ar atsauci uz attiecigo noslépumu (3.67. att.).

spec:
containers:

image:
registry.kronis.dev/rtul/kvps5 masters degree covid 1984/covidl984:latest
imagePullSecrets:
- name: registrycredentials

3.67. att. Deklaracijas papildinajumu piemers
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Nepieciesamiba péc $ada veida konfiguracijas sarezgi darbu ar Kubernetes, tacu Sis
uzdevums zinama méra atlauj mazinat Portainer integracijas trikumus, jo privatos registrus
pats riks atlauj konfigurét tikai izmantojot Docker Swarm. Seit noslépuma var tikt izmantoti
uzgenerétie privatie piekluves markieri (angliski "foken"), ko péc tam var atsaukt.

Papildus §Tm konfiguracijas iesp&jam, Kubernetes ir ar1 vairaki lokalie izstrades riki,
pieméram Lens [45], kuru var palaist lokali un pieslégties attalinatajam klasterim, Iidzigi ka
izmantojot iebuveétas komandas un "kubectl" riku. Lai realiz€tu So pieslégSanos, ir
nepiecieSama attieciga informacija par klasteri, ko glabat "kubeconfig" datné uz servera. Ir
izveidots arT uzdevums, kur§ So datni atlauj lejupieladét ka datni uz lokalo sisttmu caur
SFTP: "kubernetes k3s kubeconfig".

Tas strada lidzigi iepriekSminétajai funkcionalitatei, kas nosiita datni caur SFTP uz
attalinato sist€mu, tikai Soreiz process notiek pret&ja virziena, datnei tiekot saglabatai lokalaja

"files" mapé€ (3.68. att.).

try:

remote file = "/etc/rancher/k3s/k3s.yaml"

local file = "kubeconfig.yml"

sftp download(loaded host, local file, remote file)

complete stage(stages, "DownloadKubeconfig", successful=True,
command="", output="")

command output.downloaded kubeconfig = True
except Exception as e:

complete stage(stages, "DownloadKubeconfig", successful=False,
command="", output="")

raise e

3.68. att. Kubeconfig lejupielades paraugs

Tas sniedz iesp&u So izveidoto riku integrét ar citiem, kuriem ir nepiecieSama
kubeconfig datne, Kubernetes klastera administréSanai. Tas lautu gan sagatavot klasteri ta
administréSanai caur Portainer lietotni tikla interfeisam, gan ar7 atlaut alternativas pieejas ar

lokali palaistiem administracijas rikiem, ta atbalstot daudzveidigus pielietojuma veidus.
3.3.5 Caulas darbibu izsauk$ana

Papildus specifiskajam Docker Swarm un Kubernetes darbibam, tiek realizéta ari
logika, kas atlauj izsaukt ¢aulas komandas pa tieSo, ta laujot izpildit logiku, kas vél nav

realizéta ka atseviski uzdevumi. Saja gadijuma gan jarckinas, ka katras papildus komandas

74



izsaukSanai vajadz€s ve€l vienu rika komandas izsaukSanu, kas nozimés jaunu SSH
savienojuma izveidi un tam pagaidam nebiis optimala veiktspgja, pat ja tas atlaus ar riku atri
izsaukt ¢aulas komandas, kuram vél nav paredzeti atseviski uzdevumi.

Tas ir labs veids, ka realizé€t mijiedarbibu ar programmatiiru uz attalinata servera ar
pasu riku, piemeram, ja m&s gribam izgut Kubernetes pieejamos serverus, kuri ir pievienoti

klasterim, ir iesp€ja izsaukt sekojosSo komandu (3.69. att.).

docker run --rm astolfo task run shell execute l.worker.catboi.net
'"{"py/object": "tasks.task shell execute.ShellExecuteRequest",
"shell command": "kubectl get nodes"}' 2>/dev/null

3.69. att. Paraugs kubectl izsauk$anai ar Caulas komandu

Pats kods ir garaks ka SSH izsaukSana pa tieSo, taCu taja pat laika tas seko datu
formatam, ko izmanto pargjais riks (3.70. att.), kas bus noderigi gadijuma, ja nakotné rikam

tiks izstradats lokali palaizams tikla interfeiss.

{
"py/object™: "tasks.task_shell execute.ShellExecuteResponse”,
"shell command": "kubectl get nodes",
"command_output": [
"NAME STATUS  ROLES AGE  VERSION",
"db.catboi.net Ready <none=  3Bm  v1.19.5+k3s2",
"tester.catboi.net Ready <none=  29m  v1.19.5+k3s2",
"1.worker.catboi.net Ready master 31m v1.19.5+k3s2",
"2.worker.catboi.net Ready <none> 31m v1.19.5+k3s52"
1s
"command_executed": true
1

3.70. att. Paraugs Caulas komandas izpildei ar riku
Lidzigi var vienu péc otras ar1 kédet vairakas komandas (3.71. att.), tacu pagaidam to izvadi
noskirt nav iesp&jams, jo Sie dati netiek grupéti pa komandam, pagaidam visa izvade nonak

zem "command_output" lauka.

docker run --rm astolfo task run shell execute l.worker.catboi.net
"{"py/object": "tasks.task shell execute.ShellExecuteRequest",

"shell command": "echo nodes; kubectl get nodes; echo deployments; kubectl
get deployments™}' 2>/dev/null

3.71. att. Paraugs vairaku komandu k&désanai

apat $ada ievad€ vajadz&tu aizsta i u vence 7gitu lietosanu.
Tapat sada ievadé vajadzetu aizstat "" simbolus ar atsola sekvencém, kas sarezgitu lietoSan

omér §1 funkcionalitate atlauj riku salidzino$i viegli pielagot situacijam, kuras ir jaizsauc
T funk litate atl ku salid 1 lagot situ , k

noteiktas komandas, kuram nav uzrakstiti savi uzdevumi.
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3.3.6 Datnu sistemas darbibas

Riks atlauj arT parvaldit servera mapes, ar komandam to izveidoSanai un rekursivai
dz€Sanai: "directory create" un "directory delete". STm komandam tiek pievienots ari "--

verbose" parametrs, ka dél tiks izvaditi visi dz&stie vai izveidotie celu elementi (3.72. att).

command = "rm --verbose -rf " + str(directory path)
command = "mkdir --verbose -p " + str(directory path)

3.72. att. Paraugs komandam, kas izvadis mainito datnu celus.

Pieméram, izveidojot dzilaku cela struktiiru, biis pieejama izvade par katru direktoriju,
kas tiek izveidota (3.73. att.), savukart ja direktorija ir vairakas datnes, tad dze€Sot paSu
direktoriju tiks uzskaititi visi no tiem (3.74. att.).

Executing: mkdir --verbose -p /test/directory/path/that/contains/many/folders
Stages: {
"CreateDirectory™: {
"py/object™: "tasks.utils.stages.Stage",
"name": "CreateDirectory",
"description": "Will create the necessary directory structure”,

"order": O,

"successful": true,

"command": "mkdir --wverbose -p /test/directory/path/that/contains/many/folders",
"output": [

"mkdir: created directory '/test'",

"mkdir: created directory '/test/directory'",

"mkdir: created directory '/test/directory/path'",

"mkdir: created directory '/test/directory/path/that'",

"mkdir: created directory '/test/directory/path/that/contains'",

"mkdir: created directory '/test/directory/path/that/contains/many'",
"mkdir: created directory '/test/directory/path/that/contains/many/folders'"

Mesnssnedr: true
3.73. att. Dzilakas datnu struktiiras izveide

Executing: rm --verbose -rf /test
Stages: {
"DeleteDirectory": {
"py/object”: "tasks.utils.stages.Stage"
"name": "DeleteDirectory"”,
"description™: "Will delete the given directory",
"order™: @,
"successful": true,
"command™: "rm --verbose -rf /test"
"output": [
"removed '/test/directory/path/that/contains/many/folders/test_file 2'",
"removed '/test/directory/path/that/contains/many/folders/test_file 1'",
"removed directory '/test/directory/path/that/contains/many/folders'",
"removed directory '/test/directory/path/that/contains/many'",
"removed directory '/test/directory/path/that/contains'™,
"removed directory '/test/directory/path/that'",
"removed directory '/test/directory/path'",
"removed directory '/test/directory'",
"removed directory '/test'"

"finished": true

3.74. att. Direktorijas dz&Sanas izvades paraugs

76



Riks realiz€ ar iesp&ju lejupieladet vai augSupieladet datnes no "files" direktorijas, kura
var uzglabat Docker Swarm un Kubernetes nepiecieSamos vizu deklaraciju datnes vai ari
citas datnes, kuras nepiecieSams nogadat uz attalinato serveri. To realizé sekojoSie uzdevumi:
"file_download", "file send". Pastav art "file_delete" uzdevums, kurs$ lauj izdz&st vienu datni,

neriskgjot izpildit rekursivas darbibas, ta mazinot iesp&ju izdz€st par daudz datu.
3.4 Rika izstrades kopsavilkums

Izstrades rezultata veiksmigi tika iegiits riks, kuru ir iesp&jams izmantot ka alternativu
Ansible vai Salt rikiem serveru parvaldei un kur§ ar dazu komandu palidzibu atlauj uz
serveriem uzinstalét visu, kas nepiecieSams konteineru tehnologiju piclictosanai un klasteru
inicializacijai ar Docker Swarm un Kubernetes (K3s distribiicijas) orkestratoru palidzibu.

Pats riks ar nepartrauktas integracijas riku palidzibu art veiksmigi tiek atjauninats un
ievietots publiski pieejama konteineru registra, iesp&jams, nakotné tas tiks parvietots arl uz
Docker Hub un papildus tam kodu biis iesp&jams publicét GitHub, to licencgjot ar LGPL [46]
vai citu lidzigu licenci, ta laujot rika izmantoSanu un funkcionalitates pielagoSanu bez maksas
jebkuram interesantam, sekojot brivas programmatiiras principiem. Izstrades ietvaros tika art
sniegti vienkarSi pieméri Bash caulas skriptiem, kuri lauj riku izmantot, lai inicializétu abu
minéto orkestratoru konteineru klasterus, apkopojot visas tam nepiecieSamas komandas (tie ir
pieejami "script_examples" mapé Git repozitorija, ka ar1 5. un 6. pielikuma).

Paslaik gan rikam ir dazi trikumi, piem@ram, tas pats par sevi nelauj darbibas
paralelizét, tacu to biitu iesp€jams panakt, ta izsaukumus paralelizjot, piemeram, ja tiks

izstradats tikla interfeiss, tas pats var realizét So paralelizaciju.
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Lietotaja parlaks Python process #1
Tikla interfeiss, Rika darbibu izpilde
= HTTP oo
kura izdara < »-| Pret attalinatajiem
paralélus pieprasijumusg ar JSON serveriem
A
Python proces$ #2 Python process #2
Y
Rika darbibu izpilde \ Rika darbibu izpilde
pret attalinatajiem pret attalinatajiem
serveriem serveriem

3.75. att. lesp€jamas rika paralelizacijas paraugs
Sada JSON API un neblokéjosa tikla servera izvéle (3.75. att.), ka ari tikla interfeisa
izstrade gan pagaidam ir arpus darba tvéruma, nemot véra ta apjoma ierobezojumus. Tomer
rika izstradg€ izveletas prakses un pieejas to atlauj darit, jo Tpasi JSON izmantoSana uzdevumu
argumentu nodoSanai, kas ievérojami atvieglotu talako izstradi.
Nemot vera, ka izveleta Docker platforma lauj arT viegli sapakot tikla lietotnes, paSam
Python procesam nakotné varétu pievienot FastAPI pakotni, vai kadu alternativu tikla serveri,

kur§ varétu atlaut mijiedarbibu ar riku caur tikla interfeisu.
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4. PARAUGA LIETOTNES PROJEKTESANA UN
IMPLEMENTACIJA

Lai praktiski parbauditu to, vai ar riku sagatavota infrastruktiira ir funkcion@t sp&jiga un
lai salidzinatu orkestratoru darbibas specifiku, tika nolemts uz tas palaist testa lietotnes, kas
atklas §ts atSkiribas un darbibas gaitu. Tacu, runajot par pasu lietotnu sagatavoSanu palaiSanai
konteineros - konteinerizaciju, ir nepiecieSams pieminét aspektus, kas janem veéra, lai
nodros$inatu §adu lietotnu pareizu un konsistentu darbibu.

Praksé nepietiek panemt jebkuru eksistéjoSo lietotni, no tas uzbiivét konteineri un
sagaidit, ka attiecigas lietotnes funkcionalitate konteineriz&ta veida nebis trauc@ta, vai pat ka
to varés palaist vairakas paralélas instancés. Seit var noderét gan zinasanas par pasu
konteineru dzives ciklu, to tehnologiju nodro$inatajam iesp&jam attieciba uz vides mainigo
padoSanu, noslépumu parvaldiSanu, tikloSanu un datpu sistémas daliSanu, gan arT par attiecigo
programmésanas valodu un satvaru praksém, kur var biit nepiecieSamas konfiguracijas
izmainas vélamas darbibas nodrosinasSanai.

Magistra darba ietvaros tika realizéta tikla lietotne, kas atlauj vairaku tas instancu
paral€lu palaiSanu, kas arT kalpo par pieméru dazam no makonrisinajumu izstrades praksém
un lauj tas nodemonstrét ar praktiskiem piemériem. Par tikla lietotnes tematiku tika izveleta
alternativa pieeja COVID kontaktu fikséSanai - kontaktu izsekoSana ar GPS palidzibu, ar ko
saistitos datus var agregét un apstradat centralaja serveri. Sada izvéle lauj gan realizét tipisku
tikla lietotni, kas apstrada HTTP pieprasijumus un kurai ir salidzino8i viegli veikt slodzes
testeSanu, simulgjot vairakus paral€los lietotaju pieprasijumus, ka arl lauj nodemonstret
paralelizacijas nozimi lielaka pieprasijumu skaita apkalpoSana. Papildus tam tas lauj spriest,
vai interpreté€to valodu piedavata veiktspja ir adekvata Sadu sist€mu izstrad€, it 1pasi
situacijas, kuras izstrades darbiem pieejamais laiks ir ierobezots, ka dé] zemaka abstrakcijas
Itmena valodas izmantoS$ana varetu nebiit labi piemérota probl€émas risinasanai.

Izstradatas parauga lietotnes pirmkods ir pieejams Git repozitorija:

https://git.kronis.dev/rtul /kvpsS_masters_degree_covid 1984
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https://git.kronis.dev/rtu1/kvps5_masters_degree_covid_1984

4.1 Makonrisinajumu izstrades prakses

Izstradajot risinajumus darbibai makondatoSanas vide, ir jarekinas ar to, ka var€tu tikt
palaistas vairakas lietotnes instances, kas nozimé, ka nevar rékinaties ar pasas lietotnes vides
datnu sisteémas izmantoSanu ilgstosai datu uzglabasanai. Lidzigi, ja tiek generéti dati, ar
kuriem tiks validéti vai parbauditi ienakoSie pieprasijumi, pieméram JWT markieri, ka
alternativa sesiju sikdatnu (angliski "cookies") uzturéSanai HTTP pieprasijumu konteksta, tad
Sie dati nedrikst tikt uzgeneréti un atrasties atmina tikai uz viena no instancém, jo tad tos
nevares izmantot citas un darbiba biis nekorekta.

Konteineru izmantoSanas gadijuma attieciga konteinera datnu sisteéma kliist nepieejama
péc ta izpildes beigdm un jauna konteinera palaiSanas gadijuma tam par pamatu tiks
izmantots konteinera sakotngjais attéls - lai nodroSinatu So datu ilgstoSu uzglabasanu, ir
nepiecieSams izmantot citus mehanismus, pieméram, Docker diskvietas (angliski "volumes")
[47], sasaisti ar pasa servera datnu sisttmu (angliski "bind mount”) vai ari tikla datnu
sisttmas, pieméram NFS, kas var atlaut datu uzglabasanu un piekluvi tiem pat vairaku
serveru izmantoSanas gadijuma.

Lidzigi ari audita izvadi $ados gadijumos nav ieteicams izvadit datn@s, jo vairaku
konteineru klatbiitnes laika varétu rasties sarezgljumi ar So datu apkopoSanu atbilsto$i to
ierakstiSanas laikam. Ta vieta industrija tiek izmantota speciala programmatiira $adu laika
sériju datu agreg€Sanai, kas velak atlauj tos apstradat talak, ka ar1 veikt mekleéSanu péc
noteiktiem krit€rijiem vai satura, piem&ram Graylog [48] un Elastic Stack [49]. Pastav iesp&ja
ar1 izmantot paSu operétajsisttmu nodroSinato audit€Sanas funkcionalitati, pieméram, Docker
atlauj izmantot ar1 syslog programmatiiru [50], lai audita datus piefiksetu taja, bet atsevisku
komponensSu instalacijas vai liela daudzuma konfiguracijas.

Tapéc konteinerizéto lietotnu kontekstda biezi vien audita izvadi nogada wuz
standartizvades kanaliem: STDOUT un STDERR, kuru saturu péc tam konteineru
tehnologijas atlauj nogadat talak. Pastav ari komandas, kas lauj So audita izvadi apskatit
realaja laika, gan individualu servisu, gan ar1 atseviSku konteineru konteksta, kas, savukart,

var atvieglot to izstradi un atklidoSanu.
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Ta de] izstradataja risinajuma, kur§ ir bazéts uz Ruby tehnologijas, audita izvades
darbibam ari tiek izmantota standartizvade, péc noklus€juma lietojot iebtuivéto auditéSanas

funkcionalitati (4.1. att.).

def perform(scheduled frequency)
begin

rescue => exception
Rails.logger.info "Exception occurred in heatmap data

generation!"
Rails.logger.info exception.backtrace
@@task busy = false
ensure
end
end

4.1. att. Paraugs izvadei Ruby on Rails satvara

Savukart visam Ruby on Rails satvaram tika papildinata audit€Sanas konfiguracija, lai

So izvadi nogadatu uz STDOUT izvades kanalu (4.2. att.).

config.log formatter = ::Logger::Formatter.new

logger = ActiveSupport: :Logger.new (STDOUT)
logger.formatter = config.log formatter

config.logger = ActiveSupport::TaggedLogging.new (logger)

4.2. att. Papildus konfiguracija standartizvades izmantoSanai

Tas nozimé, ka §is izmainas ieviest pasa lietotné ir salidzino$i viegli un So pasu
konfiguraciju var izmantot gan izstrades laika, gan art palaizot lietotni uz vides, produkcija,
neliekot uzturét atseviskus konfiguracijas paraugus dazadajam videm.

Makonrisinagjumu gadijuma gan tomér var rasties konfiguracijas atSkiribas starp
dazadajam vidém, ja tiek runats par teste€Sanas vidém un produkcijas vidém, kuras pieslégsies
citam datu bazém vai citam argjam sistétmam ar atSkirigiem kontiem, pat ja pati
infrastruktiiras un sistémas topologija abos gadijumos biis péc iesp&jas lidzigaka un pat ja
vides tiks izpildits viens un tas pats kods, kas biis radies no ta pasa konteinera. Lai neliktu
konfiguraciju obligati nolasit no datnes, ka gadijuma biitu §is konfiguracijas datnes japiegada
uz visiem serveriem, kuros tie ir nepiecieSami, vai ar1 tie biitu janogada iek$ konteineriem,

konteineru tehnologijas atlauj konfiguracijas nolasiSanu no vides mainigajiem.
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Izstradatas lietotnes ietvaros art tas darbibai nepiecieSama konfiguracija tika nolasita no
vides mainigajiem, gan Ruby on Rails lietotnes gadijuma, gan ar1 uz K6 bazetas slodzes
test€Sanas lietotnes gadijuma, ta nelickot domat par to, kadas tehnologijas attiecigas lietotnes
izmanto, bet nodroSinot konsistentu konfiguracijas padoSanas formatu tam visam.

Noklusgjuma vertibu ievieSana gan ir atkariga no attiecigas tehnologijas (4.3. att.).

production:
<<: *default
host: <%= ENV.fetch("POSTGRES HOST") { "localhost" } %>
}

database: <%= ENV.fetch ("POSTGRES DB") { "covidl984" >
username: <%= ENV.fetch("POSTGRES USER") { "covidl984" } %>
password: <%= ENV.fetch ("POSTGRES PASSWORD") { "covidl984" } %>

4.3. att. Konfiguracijas ielasiSana no vides mainigajiem

Seit gan japiemin, ka produkcijas vidém un biznesa mérku sasnieg$anai domatu lietotnu
realizacija nav ieteicams sensitivos datus, t.i. privatas atslégas saturu un dazadu kontu
lietotajvardus un paroles padot caur vides mainigajiem, jo Sie dati netiek slépti vai Sifréti,
jebkurs ar pieeju attiecigajam konteineram varétu tos nolasit (4.4. att.).

kronislv@catbook:~/Documents/kvpss masters_degree_covid 1984% docker exec covid1984_postgis printenv
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
HOSTNAME=eT@8ed3a9502

POSTGRES_PASSWORD=covidi9a4

POSTGRES_USER=covid19384

POSTGRES_DB=covidi1984

LANG=en_US.utfa

PG_MAJOR=11

PG_VERSION=11.10
PG_SHA256=13e6d2780662Fe463bcT718cdfBde6alec67fcT8afcc7alae66b9ealdbb97899
PGDATA=/var/lib/postgresgl/data

POSTGIS_VERSION=3.0.3

POSTGIS SHA256=9aae25d46dc8b124r6e8a35886edcT9bd23a3ab049090eddd33509CT7324Cae74
HOME=/root

kronislvifcatbook:~/Documents/kvpsS masters_degree_covid 1984% |

4.4. att. Vides mainigo izvadiSana no lokali pacelta Docker konteinera
Sadas situcijas ieteicams izmantot alternativos rikus, kuri lauj Sos datus uzglabat
drosaka veida un tos pieprasit péc vajadzibas, piem&ram, Hashicorp Vault [51], tacu S§is

parauga lietotnes ietvaros konfiguracija ta netika sarezgita.
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4.2 Uz GPS bazéts risinajums COVID inficéto izsekoSanai

Pasai lietotnei tika izv€léta ar COVID [52] saistita tematika. PaSlaik esoSie risinajumi,
pieméram Apturi Covid [53], kuri izmanto Google un Apple izstradato funkcionalitati
kontaktu fiks€Sanai [54], izmanto galvenokart decentraliz€tu pieeju, kas lauj individualajam
lericém piefiksét kontaktus ar citu iericu Sifrétajam identifikacijas atsleégam, savukart
gadijuma kura kads tiek inficéts ar virusu, ir iesp&jams §Ts ierices generétas atslégas publicét,
ta lietotnes lietotajiem pazinojot par to, ka tie ir nonakusi kontakta ar kadu, kur§ tagad ir

inficéts (4.5. att.).

0 @ @ 4G.d4 100% 0 23:10

Fikséts kontakts ar Covid-19

Tev ir bijusi saskare ar Covid-19 saslimuso

Ko tagad darit?

Paliec , ierobeZo saskarsm

Kontakta fikséSana

4.5. att. Paraugs Apturi Covid
pazinojumam par kontaktu

Tomér Sada pieeja nenodroSina iespeju skaidri identificét, kad un kur ir noticis Sis
kontakts, kas var biit problematiski gadijuma, ja lietotne ir uzinstaléta tikai vienam no
cilvekiem kada grupa (pieméram, pazinu vai kolégu starpa), kas nelauj par iesp&amo
nepiecieSamibu pasizol&ties pazinot citiem, jo nav informacijas par to, vai kontakta bridi tie ir

vai nav bijusi tuvuma.
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Ierice pati varétu piefiksét kaut vai laika zZimogu katras atslégas kontakta piefikséSanai,
tacu lai nodroSinatu privatumu, ar pasiem viedtalruna lietotajiem $adi dati nav tiesa veida
pieejami, piem&ram, Android parada tikai kontaktu skaitu (4.6. att.).

[ ] 0 @ ¥4G.4 98% 0 23:43

¢  Check details ©)

Timestamp
October 21, 2020, 21:40

MNumber of keys
113

Apturi Covid

k4SOTNo++mY/d6CMOSzcUZT/ E]
OTHqQBwW7Y2Rnm+evN/Y=

4.6. att. Atslegu skaita
att€lojums Android
operétajsistema

Trukums $ai pieejai ir tads, ka ar izvéleto realizaciju lietotne tiesa veida palidz tikai
tiem, kuri izmanto to savos talrunos un kuru ierices to vispar atbalsta: parak vecas ierices, ka
ar1 dazu razotaju ieric€s $1 funkcionalitate pagaidam nav pieejama [53]. Par€jie no tas labumu
giist tikai neties$a veida, t.i. SPKC darbam tiekot atvieglotam un samazinoties iesp&jai nonakt
kontakta ar kontaktpersonam, tam pasizolgjoties.

Tomer, péc CSB datiem par iedzivotaju skaitu [55] sanak, ka Latvija ir aptuveni
1'907'675 i1edzivotaji, savukart saskana ar SPKC doto informaciju [56], lietotne ir tikusi
lejupieladéta 155'000 reizu. Pat piepemot, ka lietotni lieto 100% no tiem, kuri ir to

lejupielad&jusi, tas nozimé, ka ta ir pieejama aptuveni 8,1% Latvijas iedzivotajam - mazak ka
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1 no katriem 10, kas trauce tai efektivi darboties un sasniegt savus merkus. Tomér, ja lietotnes
instalacija un lietoSana ir pilniba brivpratiga, ar Sadiem realizacijas trikumiem ir jarékinas.
Tapeéc magistra darba ietvaros, sikak nepétot privatuma aspektus, tika nolemts papétit
tehniskos izaicinajumus alternativam risindjumam, kur§ izmantotu GPS datus, kurus
apstradatu centralizéta veida. Sads risinajums atlautu piefiksétos atraianas vietas datus
agregét un péc tam generét "karstuma kartes" ar izv€l&tu precizitati, pieméram, ta paradot,

kuros pils€tas rajonos ir statistiski lielaka iesp&ja nonakt kontakta ar kadu inficéto (4.7. att.).

Leaflet | © OpenStreetMap contributors
Data last renewed: 2021-01-03 15:30:41 (every 30 seconds). Displaying 1013 data points for a total of 2502 logged locations.

4.7. att. Paraugs uzgenerétajiem testa datiem

Tas vargtu katram iedzivotajam palidz&t 1émumu pienemsanas procesa, pieméram,
izveloties uz kuru veikalu pilséta doties, lai iepirktu partiku vai citas nepiecieSamas preces,
taja pat laika nesniedzot informaciju par specifisko inficéto personu identitati vai to dzives
vietu, pienemot, ka statistika tiek generéta par atraSanas vietu ar pietickami lielu iedzivotaju
blivumu. Tas gan varétu radit sarezgljumus gadijuma, ja $ada veida informacija tiktu generéta

par valsts lauku apgabaliem, kuros ir zems iedzivotaju blivums.
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Dotaja brid1 SPKC jau ir padarijis pieejamas kartes, kas parada $ada veida informaciju,
tikai nevis par specifiskam vietam, bet gan par Latvijas regioniem kopuma, balstoties uz
piefikseto statistiku (4.8. att.) [57].
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4.8. att. Paraugs SPKC publicétajam kartem

Lidzigi, liela dala viedtalrunu operetajsistému jau ietver funkcionalitati, kura fona
apkopo datus par lietotaju parvietoSanos un atrasanas vietas datiem noteikta laika, pieméram,

Google Timeline (4.9. att).
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4.9. att. Paraugs Google Timeline datiem, parvietojoties pa Rigu
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Piezime: students, darbojoties SIA "Autentica" uznémuma [58], bija viens no aptuveni
90 specialistiem, kuri piedalijas Apturi Covid izstrade, tacu Saja darba paradita un izstradata
lietotne ir nesaistita ar So projektu un kalpo par vienkarSotu paraugu uz GPS bazetai kontaktu
izsekoSanas sisteémai, ilustréjot gan konteinerizacijas prieksSrocibas tikla lietotnu izstradg, gan

izcelot GPS datu izmantoSanas un $adas centralizacijas Ipatnibas un iesp&jamos trukumus.
4.3 Modulara monolitiska struktiira

Pasai lietotnes izstradei tika izvEleta monolitiska struktiira, visu funkcionalitati
ieklaujot viena konteinera, tacu tam atlaujot So funkcionalitati vai nu ieslégt vai izslégt
atkariba p€c vajadzibas, ar funkcionalitates karogu (angliski "feature flags") palidzibu. Tas
lauj izveleties vienu konteinera instanci, kurai laut fona apstradat planotos procesus,
pieméram, karstuma karSu pargeneraciju, savukart pargjam instanceém $o funkcionalitati

atslegt lai nerastos konflikti (4.10. att.).

Sistémas lietotaja ierice, Lietotnes instance #1

kas izdara REST pieprasijumus \
Konfiguracija:

T " S SCHEDULED_ENABLE=false
Sistemas lietotaja ierice, s
kas izdara REST pieprasijumus 4| M| API ports ir publiski pieejams

PostGIS instance
Sistémas lietotaja ierice,

kas izdara REST pieprasijumus Lietotnes instance #2 \ devices / point_data tabulas
kas atlauj tajas ievadit jaunos
- - — - — datus
Sistémas lietotaja ierice, Konfiguracija: /
kas izdara REST pieprasijumus [ — SCHEDULED_ENABLE=false |4
7 API ports ir publiski pieejams
heatmap_data tabula
Sistémas lietotaja ierice, tast u?uf"' gef‘?,’eto karstuma
kas izdara REST pieprasijumus / aru informaciu

Lietotnes instance #3

Konfiguracija: /
SCHEDULED_ENABLE=true
API ports nav publicéts

4.10. att. Paraugs modularajai lietotnes struktirai
Tas lauj vienkarSot jaunu lietotnes versiju izveidi un tas konfiguracijas palaiSanu,
izmantojot vairakus konteinerus ar dazadiem meérkiem, taja pat laika neradot infrastruktiira to

sarezgitibu, kas rastos mikro servisu arhitektiiras dél, kur katrs no servisiem biuitu japarvalda
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atseviski. REST interfeiss ietver sevi informaciju par iericém, kuram savukart var bit
pieregistréti punktu dati, kas reprezenté ierices atraSanos noteikta geografiskaja punkta kada
datuma (4.11. att.), testa nolukiem atlaujam ari datu nolasiSanu. Lidzigi ir pieejami ari
uzgenerétie karstuma kartes punktu dati, kurus iespgjams izmantot kartes att€loSanai,

izmantojot leaflet.js biblioteku.

Prefix Verb  URI Pattern Controller#Action
root GET / map#index
version GET Sversion/:id(.:format) version&#show
device point_data GET Jdevices/:device_id/point_data(.:Tormat) point_data#index
POST  /devices/:device id/point_data(.:format) point_data#create
devices GET fdevices(.:format) devices#index
POST  /devices(.:format) devices#create
heatmap_data GET sheatmap_data(.:format) heatmap_data#index

4.11. att. Paraugs pieejamiem HTTP celiem lietotné
PaSa DB strukttiras gadijuma ta ir visai vienkarSa un izmanto atsauci starp iericém un
Siem punktu datiem, bet citadi starp tabulam nav nepiecieSama tieSa datu sasaiste. Papildus
tam, Ruby on Rails pievieno ar1 tabulu DB migraciju izsekoSanai "schema migrations", ka
ar1 ir tabula "named geometries", kura ir ievaditas Latvijas robezas, lai nodrosinatu, ka visi
ievaditie dati tieSam bus Latvijas teritorija, ka arT ir vél daZas sist€mas tabulas darbam ar

geospatialo informaciju (4.12.. att).

devices

point_data

device_uuid UUID

data_uuwid UUID
person_name CHARACTER VARYING

device_uuid UUID /
contact_phone CHARACTER VARYING -« .
. location geography
contact_email CHARACTER VARYING .
time TIMESTAMP(6) WITHOUT TIME ZONE

infected BOOLEAN
created_at TIMESTAMP(6) WITHOUT TIME ZONE
updated_at TIMESTAMP(6) WITHOUT TIME ZONE

created_at TIMESTAMP(6) WITHOUT TIME ZONE
updated_at TIMESTAMP(6] WITHOUT TIME ZONE

heatmap_data spatial_ref_sys

heatmap_data_uuid UUID ¢ srid INTEGER
lecation geometry auth_name CHARACTER VARYING(256)
time TIMESTAMP(E) WITHOUT TIME ZONE auth_srid  INTEGER
intensity INTEGER srtext CHARACTER VARYING (2048)
created_at TIMESTAMP(E) WITHOUT TIME ZONE projdtext  CHARACTER VARYING(2048)
updated_at TIMESTAMP(E) WITHOUT TIME ZONE

ar_internal_metadata named_geometries
key CHARACTER VARYING /" name CHARACTER VARYING
wvalue CHARACTER VARYING geometry geometry
created_at TIMESTAMP(6) WITHOUT TIME ZONE created_at TIMESTAMP(6) WITHOUT TIME ZONE
updated_at TIMESTAMP(E) WITHOUT TIME ZONE updated_at TIMESTAMP(E) WITHOUT TIME ZONE

schema_migrations

wversion CHARACTER VARYING

4.12. att. DB shémas diagramma
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Seit var pieminét arT to, ka pa§a lietotné ir ieviesta kontrole uz to, lai jaunus datus
noteiktai iericei var€tu pieminét, tikai zinot ieprieks€ja ieraksta identifikatoru, ka ari paSu
ierices identifikatoru (4.13. att.). Sadas validacijas, papildus citam, batu nepiecie$amas

jebkura $ada veida sisteémas realizacija, pat ja negativi ietekmétu tas veiktspgju.

# POST /devices/:device id/data
@point data = PointData.new(user params)
@point data.data uuid = SecureRandom.uuid

parent device = Device.find by (device uuid: @point data.device uuid)
if parent device == nil

render json: { error: 'No device exists for UUID.' }, status: 400
end

if @point data.previous data uuid.empty? # is new
previous data = PointData.where (device uuid: @point data.device uuid)
if !previous data.empty?
render json: { error: 'No existing previous data UUID provided,

necessary because not first record.' }, status: 400
return
end
else
previous data = PointData.find by (device uuid:
@point data.device uuid, data uuid: @point data.previous data uuid)
if previous_data == nil

render Jjson: { error: 'No existing previous data UUID
provided.' }, status: 400
return
end
end

factory = RGeo::Cartesian.factory
new point = factory.point (€point data.location x, @point data.location y)
@point data.location = new point

in latvia = PointData.check point in latvia(@point data.location x,
@point data.location y)
if !in latvia
render json: { error: 'Point is not in Latvia.' }, status: 400
return
end

if @point data.save!

render json: @point data
else

render json: { error: 'Unable to create new device.' }, status: 400
end

4.13. att. Datu punkta izveides kods Ruby valoda ar Ruby on Rails satvaru
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Savukart tapéc, ka Sie identifikatori ir nevis skaitli, kurus ir salidzinosi viegli uzminét,
bet gan UUID datu tips [59], tas nozimé ka §is vértibas noviltot bus griitak, kas nedaudz

uzlabo sistémas drosibu, lidzigi tam, ka strada blok kédes tehnologijas.
4.4 Datu apstrade datu bazu vadibas sistema

Pati lictotne veic datu ierakstiSanu datu bazg, tacu datu karSu generacija notiek, izsaucot
datu bazes vadibas sistema saglabato procediiru (angliski "stored procedure”) ar lietotnes

konfiguracija noraditiem parametriem, ar noteiktu biezumu (4.14. att.).

def update heatmap
Rails.logger.info "Updating heatmap data..."
HeatmapData.regenerate heatmap (
HEATMAP CELL RESOLUTION KM,
HEATMAP MINUTES AGO,
HEATMAP UNIQUE BATCHES TO KEEP
)
Rails.logger.info "Finished updating heatmap!"
end

4.14. att. Planota procesa izsaukSanas piemers.

Tas atlauj paSai datu bazu vadibas sistémai optimiz€t vaicajumus un darboties ar
datiem, neliekot tos visus parsitit caur tiklu uz lietotni un p&€c tam visus uzgenerctos sitit
atpakal. Taja pat laika, tas rada zinamu risku, jo $ada centralizacija nozimé, ka pati datu bazu
vadibas sist€ma ir vairak noslogota, tai paSai realiz€jot So datu apstradi (angliski "in-database
processing”). Papildus tam, datu bazu vadibas sisttmas médz bt griitak realizét auditéSanas
funkcionalitati, ar mérki pieglabat So audita izvadi, lai rastu priek$statu par to, ka darbojas Sie
procesi - §1 izvade, visticamak, biitu jaievada pasas tabulas, jo datus izvadit standartizvades
kanala biitu salidzino$i griitak. Tas nozimé€, ka So procesu norises un rezultatu izpéetei
vajadzetu realizét papildus kodu, kurs Sos datus lautu izvadit izsaucosajai lietotnei (pieméram
"RAISE NOTICE" komandas rezultatus).

Tomer, tika apzinati izv€lets parbaudit ar1 $adas funkcionalitates ietekmi uz kopgjo
sist€mas darbibu, jo datu bazu vadibas sisttma horizontalo mérogosanu ir griitak realizet,
neka tas ir biznesa slana gadijuma - ir nepiecieSams domat par datu konsistenci, reizém pat

par distributéto transakciju darbibu. Tas var€tu ilustrét situaciju, kura konteineru tehnologijas
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ne vienmer palidz&s problému risinat, jo daudz kas biis atkarigs no datu bazu vadibas
sist€émas implementacijas un nodrosinatas funkcionalitates.

Sis procediras ietvaros, visa Latvija tiek sadalita dazus kilometrus lielos apgabalos,
kuros tiks atlasiti izv€letaja laika perioda piefiksétie atraSanas vietu dati, kas kalpos par

pamatu to apkopojuma ierakstu izveidei "heatmap data" tabula (4.15. att.).

SELECT geometry FROM named_geometries
UNION
SELECT location FROM point_data
UNION
SELECT ST_CreateFishnet(
67, 101, 0.8720504112, ©0.0360252056, 20.9685978520001, 55.6669908660001

ot = T ¥ B PV N

Y.
L3

Data Qutput  Explain Messages Notifications Geometry Viewer

| 2=

EREEEREELEE,

4.15. att. Paraugs funkcije-li, kas sadala teritoriju apgabalos

Tas atlauj katram apgabalam iegut skaitli, kur$ raksturo ta infekcijas intensitati, atkariba

no ta, cik infic€tas personas taja ir bijusas (4.16. att.), liedzot lietotajiem piekluvi Siem datiem

tieSa veida, bet reprezentgjot to, cik droSs ir attiecigais apgabals, lai gan So apgabalu

iedalfjums neseko administrativajam robeZzam (ja netiek izmantoti papildus dati, pieméram,
OpenStreetMap, kuros §1s robezas butu).

Lidzigi, Saja sistema infekcijas stavoklis personai ir reprezentéts ka binara veértiba, kas

vienkarSo izstradi, tacu taja pat laika nesniedz tik precizus rezultatus, ka alternativas pieejas,

kuras var aprékinat riska pakapi - vai personai ir simptomi, vai persona pati ir

kontaktpersona, vai persona ir veikusi COVID testu un kadi ir ta rezultati.
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4.16 att. Paraug ej ausi generéajiem datiem par iericém

Pati saglabatas procediiras realizacija ir pieejama 7. pielikuma, kuru apskatot klus
redzams, ka tas realizacija netick izmantots neviens cikls. Toméer, testgjot sistemu, tika
ieverots, ka tieSi $1 funkcionalitate loti noslogo DBVS, pieméram, méginot Sos datus

pargenerét péc slodzes testiem (4.17. att.).

0% : :
12-2915:27 12-2915:34 12-2915:42 12-29 1550
= db.cathoi.net: CPU utilization

4.17. att. Paraugs DB noslodzei, pargenergjot datus
Tas liek domat, ka praks€ visticamak vajadzetu atsevisku DBVS instanci $adu darbibu
veikSanai, vai arT domat par iesp&ju ierobezot Sim procesam pieejamos resursus, piem&ram to
izpildi realizgjot ar cikliem, starp kuru iteracijam var ieviest atstarpi, ta realizgjot resursu
sadaliSanu, pat ja pasa procesa kopgja izpilde aiznemtu vairak laiku. Tada gadijuma aktuals
kliitu jautajums par audita izvadi, lai biitu redzams, kuru "Stinu" apstrada noteikta laika bridi.

Vargtu apsvert arT hibrido modeli, kura atsevisko $tinu apstradi izsauc lietotne.
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4.5 Docker Swarm vides deklaracija

Lietotnes palaiSanai uz Docker Swarm orkestratora tika izstradata vides definicija
Docker Compose formata, kura apraksta 3 lietotnes instancu izvietoSanu uz pieejamiem
rétajiem privatajiem serveriem (angliski "virtual private server"” jeb VPS) (4.18. att.), ka ar1
paSas PostGIS instances palaiSanu konteinerizéta veida, izmantojot Docker piedavatas diska

vietas datu uzglabasanai. ST deklaracija ir pieejama 8. pielikuma.

i i

rnc-r'ntonng krom:- dev BEL tester. cal:bc-l net

HTTP request_s_ HTTP requests

L.worker.catboi.net 2.worker.catboi.net

DB connection DB connection

db.catboi.net
oK

4.18. att. Paraugs izmantotajai
infrastruktirai

ST pieeja atlauj ar vienu aprakstu efektivi izmantot pieejamos resursus, lietotnes
izvietojot uz visiem serveriem. Problémas gan radija Docker Compose formats, kur§ neatlava
noradit cik % no procesora resursiem atlauts konteineriem izmantot. Tada gadijuma ir jazin,
cik procesora kodoli ir pieejami un cik atvélét uzdevumiem - Compose formats nepiedava

procentualas vertibas noradiSanu (4.19. att.).

deploy:
resources:
limits:
cpus: "0.90"

4.19. att. Procesora resursu ierobezojums, kodolu dalas
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4.6 Kompose riks deklaraciju konvertésanai un Kubernetes vides deklaracija

Lai nodrosinatu p&c iesp&jas tuvaku vides deklaraciju, Docker Swarm paredz&ta Docker

Compose datne tika konverteta priek§ Kubernetes ar Kompose rika [60] palidzibu (4.20. att.).

kronislv@catbook:~/Downloads/definitions$ kompose convert -f covid1984.yml -o covidi984kubernetes.yml

WARN Restart policy 'unless-stopped' in service covid1984 app scheduled is not supported, convert it to 'always'
Service name in docker-compose has been changed from "cowvid1984 app scheduled" to "covid1984-app-scheduled”

WARN Restart policy 'unless-stopped' in service covid1984 app is not supported, convert it to 'always'
Service name in docker-compose has been changed from "covidi984_app" to “"covidi984-app"

WARN Restart policy 'unless-stopped' in service covid1984 postgis is not supported, convert it to 'always'
Service name in docker-compose has been changed from "covid1984 postgis" to "covid1984-postgis"

4.20. att. Kompose izmantoSanas paraugs
Rezultata tika iegiita vides deklaracija, kas ir pieejama 9. pielikuma. Tai nacas pievienot
"imagePullSecrets" noslépumu, lai atlautu piekluvi konteineru att€liem, kas ir pieejami
privataja konteineru registra. Nacas arT manuali mainit resursu limitu formatu, jo zinatniska

notacija salauz citus rikus, pieméram, Portainer riks nav sp&jigs tas nolasit (4.21. att.).

resources:
limits:
cpu: 900m
memory: "3145728e3"

4.21. att. Atminas formats, kurs salauz Portainer interfeisu

Papildus tam, $ie limiti patiesiba atsauksies uz resursiem, kurus Kubernetes orkestrators
rezerves, gadijuma, ja nav noradits "requests" elements, tapec jasecina, ka $aja gadijuma
Kompose riks var dazas vertibas konvertét nepareizi. Izlabotais fragments ietver naturalus

skaitlus, skaitliskas vertibas tika noapalotas (4.22. att.).

resources:
requests:
cpu: 100m
memory: "512000000"
limits:
cpu: 900m
memory: "3145000000"

4.22. att. Izlabota deklaracija

Tacu pat ja citadi §1 konversija bija veiksmiga un ieveérojami ietaupija laiku, Docker
Swarm deklaracija ir 70 rindinas, savukart priek§ Kubernetes nepiecieSamas 234, kas padara
Sts deklaracijas daudz griitak manuali uzrakstamas, ka ar1 daudz griitak parskatamas. To gan
var skaidrot ar Kubernetes datu formata sarezgitibu, tacu tas var traucét 1 rika izmantoSanai

gadijumos, kad ir ierobezots daudzums laika konfiguracijai un nav pieméru.
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5.  SLODZES TESTU PROJEKTESANA, IMPLEMENTACIJA UN
SISTEMAS TESTESANA

Magistra darba izstrades ietvaros tika izveidoti arT slodzes testi, kuri simulé sistémas
lietotajus, kas parvietotos pa Latvijas teritoriju un iesiititu savus atraSanas vietas datus
regulara intervala, simulgjot izstradatas lietotnes darbibu. So testu mérkis ir parbaudit, cik
lielu pieprasijumu skaitu ir iesp&jams apstradat ar vienu un vairakam tikla lietotnes instancém
lai izvert€tu, vai horizontala mérogosana var palidzet efektivi mazinat interpretéto valodu
izvéles raditos veiktsp&jas riskus. Papildus tam S$ada veida test€Sana paraditu, vai ar
iepriekSmin€to riku sagatavota infrastruktiira ir spgjiga veiksmigi darboties un vai gan
Docker Swarm, gan Kubernetes orkestratori ir tikusi veiksmigi uzinstal€ti uz serveriem, ka
ar1 vai nav palikuSas iepriekSmin&tas DNS problémas saistiba ar Docker Swarm darbibu.

Izstradato slodzes testu pirmkods ir pieejams Git repozitorija:

https://git.kronis.dev/rtul/kvps5 masters degree covid 1984 load test

5.1 k6 rika izmantoSana testéSanai

valoda, savukart izpildes vide ir rakstita Google uznémuma izstradataja Go programmeésanas
valoda, pasu JavaScript dzini ieklaujot taja. Tas lauj §im rikam realiz€t salidzino$i labu
veiktsp€ju, taja pasa laika atlaujot izmantot augstaka abstrakcijas ITmena programméSanas
valodu, ta ievérojami saisinot test€Sanas skriptu izstrades laiku.

Lidzigi augstakminétajam COVID kontaktu izsekoSanas risinagjumam ar1 §1 lietotne
savu konfiguraciju sanem no vides mainigajiem un arT tiek palaista uz serveriem
konteinerizeéta formata. Tas lauj to viegli izvietot vai nu vairakas paral€las instances vai ar1 uz
vairakiem serveriem, tacu Soreiz tika izmantots viens serveris, kuram ir vairak skaitloSanas
resursi ka tiem, uz kuriem ir pati Ruby on Rails lietotne. ArT paSa slodzes testu servera
resursu patérin$ tiek uzraudzits, lai nodrosinatu, ka ta resursu trikuma dg] test€Sanas rezultati
netiek negativi ietekméti.

Saja gadijuma pati konfiguracija ir aprakstita visai Tsi, piedavajot ari noklus&juma

vertibas, ko var izmantot lietotnes test€Sanai gadijuma, ja ta ir tikusi pacelta lokali. Pasa
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konfiguracija Soreiz tiek noraditas 4 test€Sanas stadijas, kas progresivi palielina testéSanas
slodzi ar vairak un vairak virtualajiem lietotajiem, ar mérki laut izpétit, vai resursu paterin$

abu orkestratoru izmantoSanas gadijuma ar1 pieaug lidzigi (5.1. att.).

function getOrDefault (value, defaultValue) {
return value === undefined ? defaultValue : value;

}

let kilometerDistance = 0.0090063014;

export let options = {
debug: getOrDefault ( ENV.DEBUG, false),
stages: [

{ duration: parselnt (getOrDefault( ENV.TEST DURATION SECONDS, 15)
* 0.5) + 's', target: Math.max(l, parselnt (getOrDefault( ENV.TEST USERS,
1) * 0.50)) 1},
{ duration: parselnt (getOrDefault( ENV.TEST DURATION SECONDS, 15)
* 0.5) + 's', target: Math.max(l, parselInt(getOrDefault( ENV.TEST USERS,
1) * 1.00)) 1},
1y
url: getOrDefault( ENV.TEST URL, 'http://localhost:3000'),
centerLocation: {
x: getOrDefault( ENV.TEST CENTER LOCATION X, 24.10),
y: getOrDefault( ENV.TEST CENTER LOCATION Y, 56.96)
by
maximumDistance: getOrDefault(AiENV.TESTiMAXIMUMiDISTANCE,
kilometerDistance * 1000),
secondsBetweenRequests:
getOrDefault(AiENV.TESTisECONDsiBETWEENiREQUESTS, 1),
minimumDistancePerMinute:
getOrDefault (  ENV.TEST MINIMUM DISTANCE PER MINUTE, 60 / 60 *
kilometerDistance), // 60 km/h
maximumDistancePerMinute:
getOrDefault(__ENV.TEST_MAXIMUM_DISTANCE_PER_MINUTE, 90 / 60 *
kilometerDistance) // 90 km/h
b

5.1. att. Testu konfiguracijas piemeérs

Augstak esoSais kods sevi ari ietver logiku, kura biis nepiecieSama GPS datu
generéSanai, nodroSinot simuléta lietotaja parvietoSanos ar noteiktu atrumu. Ari aizkave starp
atkartotu pieprasijumu izveidi ir pielagojama, lai simulétu dazadas lietotnes konfiguracijas.
Pasu uzdevumu izpildi ir iesp&jams palaist ar vienu komandu, attiecigajam rikam liekot

izpildit noteikta skripta definétos uzdevumus (5.2. att.).

k6 run load-test.js

5.2. att. Testu palaiSanas komanda
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Tas lauj to viegli izsaukt, arT ja tas netiek lietots konteinerizeta veida, lokalai testéSanai.
5.2 GPS datu generéSana un parvietoSanas simulésana

Testu ietvaros tiek uzgeneréti GPS pozicijas dati ka sakuma poziciju izvéloties punktu,
kur§ ir nejausa attaluma un ir izv@lets nejausa virziena no Rigas, ko izmanto par centralo
punktu. So koordinatu iegiiSanai tiek izmantotas vienkarSas darbibas ar 2D vektoriem -
nejauSa vektora izveide, ta normalizacija, ka ar1 ta komponensu pareizinaSana ar nejausi
izveletu skaitli dotajas robezas, kurs reprezenté attalumu no centrala punkta.

Dalai no uzgenerétajiem datiem tiek samazinats attalums lidz centralajam punktam, lai
uzskatami paraditu kartes datu att€lojumu gadijumos, kur noteikta punkta ir lielaks

pieregistréto datu punktu blivums, $aja gadijuma, ap galvaspilsétu (5.3. att.).

function initializeStartingPosition() {
// make most of the requests center around the initial point (capital)
let distanceFromStart = Math.random() * options.maximumDistance;
let randomvValue = Math.random();
if (randomValue < 40) {
distanceFromStart *= 0.5;
} else if (randomValue < 30) {
distanceFromStart *= 0.5;
}

// initialze the starting position of the requst

let locationStart = new Vector(options.centerLocation.Xx,
options.centerLocation.y);

let randomOffset = new Vector (O,
0).random().normalize().multiply(distanceFromStart);

locationStart.add(randomOffset);

return locationStart;

5.3. att. Atrasanas vietas simulacijas logika

Protams, $ada pieeja nozimé, ka dala no Siem punktiem atradisies arpus Latvijas
sauszemes teritorijas, ka dé] ja tiek par Sadiem datiem sanemta validacijas kluda, tad S$1
inicializacijas logika tiks izsaukta v&lreiz, izv€loties jaunu atrasanas vietu, kas var&tu but
deriga. Tas lauj parbaudit gan kltidu apstrades logiku un tas iesp&jamo ietekmi uz veiktspgju,
gan ari rezultés liela skaita derigo datu, jo nederigie tiks pargeneréti, 1idz tiks iegiita deriga

atrasanas vieta (5.4. att.).

97



if (registeredData.hasOwnProperty('error') && registeredData.error ==
"Point is not in Latvia.") {

data.locationNext = new Vector(O,

0).add(initializeStartingPosition());

}

5.4. att. AtraSanas vietas inicializacija, kliidainas atraSanas vietas gadijuma

Sadu kliidainu datu ievades méginajumi tomér ir pielaujami, jo tie varétu notikt
gadijumos, kuros cilveéki neatrodas valsts teritorija, kas nozim&tu, ka Sie dati kart€ nav
jaieklauj. Tad gan pasai lietotnei, kuras darbiba tiek simuléta, vajadz&tu datus nesitit.

Pati datu validacijas logika gan ir loti vienkarsa, kas, lai gan nozimé to ka testu izpilde
biis salidzino$i atra un nebiis parak prasiga pret aparatiiru, taja pasa laika novedis pie
situacijam, kur individualie datu punkti nesekos tam, ka parvietotos cilveki - liela dalu to
neatradisies uz celiem, lai gan kustibas atrums attiecigo ierakstu atjauninasanai var bit
izvelets tads, ar kuru parvietotos automasina (5.5. att.). Tas gan netrauc€ veikt testéSanu, jo

sistémas testéSanas noliikos svarigaks ir punktu izvietojuma blivums, ne to izvietojuma
specifika.
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5.5. att. Paraugs nejausi generétajiem atraSanas vietas
datiem

Par spiti §Tm optimizacijam, tomér izskatas, ka k6 riks ir visai prasigs pret atminas
resursiem, kas ierobezo maksimalo virtualo lietotaju skaitu, kurus ir iesp&jams noradit testu
izpildei. Tas atlauj test€Sanu veikt ar mazam aizturém starp individualajiem atraSanas vietu
saglabasanas méginajumiem, tacu neatlauj veikt testéSanu ar lielu skaitu paral€lo virtualo

lietotaju, jo katram lietotajam ir nepiecieSama sava konfiguracijas kopija ar sakuma izpildes
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vietu, kustibas atrumu, unikalo identifikatoru, ka arT kur uzglabat tam pieskirto ierices
identifikatoru.
Tas noved pie ta, ka ar vairak ka 1500 lietotaju tiek izmantota visa serverim pieejama

atmina, kas var novest pie procesa izpildes partrauksanas (5.6. att.).

& Memory usage

5.6. att. Test€Sanas konteinera atminas paterins ar 2500 lietotajiem

Sos ierobezojumus primari rada finansiali faktori, jo mindtie serveri tiek réti no
Time4VPS pakalpojumu nodroSinataja, kas tika izvelets dé] ta, ka nodrosina uz KVM bazetu
virtualizaciju un izmanto serveru procesorus - $aja gadijuma Intel Xeon Gold 6132, kas sava
darbiba varétu sniegt labaku priekSstatu par makonrisinagjumu darbinasanu, ka ta simulacija
virtualajas masinas lokali, izmantojot personigo datoru procesorus.

Papildus tam $aja gadijuma ir vieglak parinstalét oper&tajsisttmu un to no jauna
sagatavot klasteru test€Sanai, KVM arT nodroSinot garantétu piekluvi noteiktam resursu
daudzumam, kas varétu bit problematiskak ar personigajiem datoriem, kur nepietickama
procesora dzes€Sana var novest pie takts frekvences izmainam, kas negativi ietekmé&tu

testéSanas rezultatu precizitati.
5.3 Zabbix izmantoSana datu agregeSanai

Papildus Sadai serveru izvélei tika izmantota ari Zabbix programmatiira uz atseviska
servera, lai periodiski parbauditu resursu patérinu - diska rakstiSanas un lasiSanas darbibu
radito noslodzi, noslodzi uz procesoru ka arT operativas atminas paterinu, ka art citas [1idzigas

vertibas. Zabbix $aja gadijuma ari atlauj izveidot parskatus, kuros iesp&jams realaja laika
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att€lot grafikus ar Siem raksturlielumiem, ka arT Sos datus apskatit ilgaku laika intervalu

konteksta, ja nepiecieSams (5.7. att.).

Graph Graph
100 % 7. 100 % .
80 % 80 %
60 % 60 %
0% 40%
20% 20 %
0% > 0% >
103 2156 103 22:04 103 22:12 103 2156 103 22:04 1.03 2212 1.03 2219
= 1.worker.catboi.net: CPU utilization = 1.worker.catboi.net: Memory utilization
Graph Graph
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103 2156 103 22.04 1032212 103 2156 103 22:04 1032212 103 22:19
= 2.worker.catboi.net: CPU utilization = 2.worker.catboi.net: Memory utilization
Graph Graph
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80 % 80 %
60 % 60 %
0% 40%
20% 20 %
0% > 0% >
103 2156 103 22:04 1.03 22:12 103 21:56 103 22:04 1032212 1032219
= gib.catboi.net: CPU utiiization = db.catboi.net: Memary utilization
Graph Graph L L
100 % 7. 100 % .
80 % 80 % |
60 % 60 %
0% 40%
20% 20 %
0% > 0% >
103 2156 103 22:04 1.03 22:12 103 2156 103 22:04 103 2212 103 22:19
= tester.catboi.net: CPU utilization = tester.catboi.net: Memory utilization

5.7. att. Paraugs Zabbix parskatam par serveru stavokli testéSanas laika

Papildus tam, Zabbix riks var atlaut nodroSinat zinojumu izsiitiSanu gadijuma, ja kads
no parametriem parak ilgi ir arpus pielaujamam robezam (piem&ram, procesora noslodze
parsniedz 80% 30 miniites p&c kartas), ta infrastruktiiras administratoram laujot pazinot par
problémam, kas var biit radusas.

Sis izstrades ietvaros tika izvéléts Zabbix ari ta iemesla d&l, ka riks uzrauga visu serveri
kopuma, kas laus parliecinaties par realo resursu patérina stavokli noteiktiem orkestratoriem,
ne tikai individualo konteineru radito resursu patérinu - tas var bt svarigi, ja pats orkestrators

patere salidzinosi lielu resursu daudzumu, ta traucgjot darboties paSam lietotn€m uz servera.
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5.4 Horizontalas mérogosanas ietekme uz lietotnes veiktspéju

Testi tika izpilditi ar 1000 virtualajiem lietotajiem, kas lokacijas datus nosiita ar 1
sekundes aizkavi starp tiem. Praks€, visticamak, §adai sist€émai pietiktu ar datu nosiitiSanu ik
pa miniitei vai ik p&c 5 miniitém, tacu $adi var simulét lielaku lietotaju skaitu ar ierobeZotiem
virtualo lietotaju nodroSinasanai pieejamiem atminas resursiem.

Saja gadijuma testi ilga 30 miniites, ka ietvaros pakapeniski tika palielinata slodze, lidz
tika sasniegts pilnais virtualo lietotaju skaits. Abos gadijumos tika izmantots Docker Swarm
orkestrators, jo tam ir raksturigs salidzino$i mazs resursu patérins. No sakuma §1 test€Sana
tika veikta pret klasteri, kura ir tikai viena lietotnes instance, pret kuru tiek izpilditi visi
pieprasijumi. Saja gadijuma lietotnes servera procesoram bija ievérojama noslodze (5.8. att.),

pat ja atminas patérin$ palika salidzinoSi zems.

Graph Graph

100% T 100 % T
B0 % B0 %
60 % 60 %
40 % 40 %
20 % 20 %
0% b 0%

1-03 15:34 1-03 15:42 1-03 15:49 1-03 15:57 1-03 15:34 1-03 15:42 1-03 15:49 1-03 15:57
== 1.worker.catboi.net: CPU utilization = 1.worker.catboi.net: Memory utilization

5.8. att Paraugs test€Sanai pret vienu instanci
Var ieverot, ka noslodze nesasniedza 100%, kas nenotika dg] ieviestajiem konteineru
resursu ierobeZojumiem, kas gan Docker Swarm gadijuma, gan Kubernetes gadijuma atlauj
izvairities no situacijas, kura $is noslodzes dél serveris biitu neresponsivs. Tacu ka minéts 2.5
nodala, nav iesp&jams $adus limitus noradit ka procentualu veértibu, kas nozimé, ka $adas
kontroles ievieSanai ir nepiecieSams zinat vairak par infrastruktiiru, uz kuras konteineri tiek

izvietoti, kas ir pretstata infrastruktiiras abstrah&Sanas principiem.
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Palielinot instancu skaitu uz divam instancém, klust redzams, ka slodze uz katru

individualo serveri samazinas (5.9. att.), jo pieprasijumi var tikt daliti starp tiem.

Graph Graph
100 % T 100 %
B0 % B0 %
60 % 60 %
40 % 40 %
20 % 20 %
0% b 0%
1-03 16:13 1-03 16:21 1-03 16:28 1-03 16:36 1-03 16:13 1-03 16:21 1-03 16:28 1-03 16:36
== 1.worker.catboi.net: CPU utilization = 1.worker.catboi.net: Memory utilization
Graph Graph
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B0 % B0 %
60 % 60 %
40 % 40 %
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1-03 16:13 1-03 16:21 1-03 16:28 1-03 16:36 1-03 16:13 1-03 16:21 1-03 16:28 1-03 16:36
== 2 worker.catboi.net: CPU utilization = 2 worker.catboi.net: Memory utilization

5.9. att. Paraugs testeéSanai ar divam instancém
Zemais atminas paterin$ ir skaidrojams ar to, ka lietotnei nav nepiecieSamiba ilgstosi
uzglabat datus atmina - katra pieprasijuma dati tiek apstradati nekavéjoties. Tomér, pat ja
operativas atminas pat€rin$ nebija parak liels, starp abiem test€Sanas scenarijiem tomeér ir

ievérojamas atskiribas apkalpotaja pieprasijumu skaita (5.1. tabula).

5.1. tabula
Paraugs apstradatajiem pieteikumiem dazados paralelizacijas scenarijos
Scenarijs Izdaritie Pieprasijumi, kas Izdevusies
pieprasijumi netika apstradati pieprasijumi, %
Viena instance 165043 20946 87,3%
Divas instances 315729 16911 94,3%

Seit rezultati demonstré to, ka horizontala mérogosana var efektivi palidzét pielagoties
lielakai slodzei, jo ar divam instanc@m bija iesp&jams uzlabot sistémas droSumu - bez klidam
tika apstradats lielaks skaits pieprasijumu. Katrai lietotnes instancei ir ierobezots pieejamo
paraleli izmantojamo resursu daudzums - operétajsistemas pavedieni, kurus var izmantot
HTTP pieprasijumu apstradei, ka ari DB savienojumi, kuri ir pieejami, pienemot, ka tiek

izmantota savienojumu pavedienu grupa (angliski "thread pool”), lai katram pieprasijumam
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neliktu radit jaunu savienojumu. Pieprasijumiem var nakties gaidit uz So resursu
atbrivosanos, kas lielas noslodzes gadijuma var novest ari pie noilguma un neveiksmigas
apstrades, savukart paral€lu instanéu gadijuma S§ie pieejamie resursi palielinas. Paral€lu
instancu pacelSana var biit efektivs veids, ka tikt gala ar lielaku slodzi, bet ir jadoma art par
attiecigas lietotnes konfiguraciju, vai katrai no instanc€m ir atvéléts adekvats pavedienu un
DB savienojumu skaits, ka art vai pasa DB konfiguracija noraditais maksimalais atlautais
savienojumu skaits netiks parsniegts. Saja gadijuma tas péc noklusgjuma bija salidzinosi
zems, ka dg] iesp&jams parbaudit arT scenarijus, kuros pielagotu pasas lietotnes konfiguraciju,
lai uzzinatu, cik liela ietekme tai buitu uz Siem rezultatiem.

Ieskatu pieprasijumu apstrad€ sniedza art izvade no pasa k6 rika, kas lava sikak apskatit
dazadus izpildes raksturlielumus, gan vienas instances slodzes testéSanai (5.10. att), gan divu

instancu slodzes testéSanai (5.11. att.).

data_received..............: 111 MB 60 kB/s

data_sent..................: B9 MB 32 kB/s

http_req_blocked...........: avg=86.94ms min=0s med=5.3ps max=15.04s p(9@)=9.11ps p(95)=16.64ps
http_req_connecting........: avg=86.93ms min=0s med=0s max=15.04s p(9@)=0s p(95)=0s
http_req_duration..........: avg=996.96ms min=0s med=253.23ms max=1m@s p(90)=341.56ms p(95)=369.29ms
http_req_receiving.........: avg=77.48us min=0s med=76.81ps max=30.82ms  p(90)=120.24pus p(95)=141.41ps
http_req_sending...........: avg=42.22us  min=0s med=37.76ps  max=27.99ms  p(90)=61.27ps  p(95)=73.36ps
http_req_tls_handshaking...: avg=0s min=0s med=0s max=0s p(9@)=0s p(95)=0s
http_req waiting...........: avg=996.84ms min=0s med=253.09ms max=1m@s p(90)=341.43ms p(95)=369.15ms
http_regs..................: 166043 90.486953/s

iteration_duration.........: avg=5.48s min=511.93ms med=1.33s max=1mis p(9@)=30.74s p(95)=31.18s
iterations.................: 165043 89,941992/s

location ®................ .0 8V0Q=24.57014 min=19.574657 med=24.529231 max=28.593881 p(99)=26.20008 p(95)=26.846285
location_y.................: &avp=56.893575 min=52.489691 med=56.850672 max=61.463716 p(99)=57.608362 p(95)=57.802009
L L = I - min=@ max=999

VUS_MAK.esouurnnraronesaa..s 1008 min=1000 max=1000

5.10. att. k6 rika izvade vienas instances testeSanai

data_received..............! 144 MB 79 kB/s

data_sent.........o0vavua..: 118 MB 60 KB/s

http_req_blocked...........: awg=20.23ms min=es med=5.12us max=15.65s pl{ae)=7.53us p{9s)=5.01ps
http_req_connecting........: awg=208.23ms min=es med=0s max=15.85s pl{ae)=0s p{os)=0s
http_req_duration..........! awg=286.69ms min=0s med=287.2ms max=1mas pl{98)=300.14ms p(95)=326.57ms
http_reg_receiving.........: awg=61.55us min=8s med=55. 63us Max=27 .44ms ploe)=88.44us p{95)=182.62us
http_regq_sending...........: &8wg=34.42ys min=8s med=38.24us Max=34.25ms plo9e)=46.35us p{e95)=54.12us
http_req_tls_handshaking...: awg=gs min=es med=0s max=es pioae)=gs p{es)=0s
http_req_waiting...........: 8wg=286.6ms min=8s med=287.1ms max=1mas pl98)=300.84ms p(o95)=326.48ms
htEp_FEeqgsS. v veveavervasean.: 316720 173.22127/5

iteration_duration.........: avp=2.87s min=5a6ms med=1.23s max=1lmis ploB)=1.67s p{95)=38.57s
iterations......... . .00.0.t 314720 172.6726317s

Jocation_X.......ceveenee..! BWE=24.272207 min=19.560887 med=24.327856 max=25.533018 p(o68)=26.5672043 p(95)=27.340534
1ocAtlon_¥.oveivarn e na..t BWE=56.911212 min=52.302545 med=56.047723 max=61.395223 p(96)=59.236021 p(95)=50.949615
R P I : 1 min=@ max=999

WUS_MAX. oo cv v iiianneeanaae.. 1080 min=1800 max=1808

5.11. att. k6 rika izvade divu instanc¢u testéSanai
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Sajos rezultatos tiek paradits tas, ka individualo pieprasijumu apstrades laiks 95%
gadijumu neparsniedz 30 sekundes, tacu atseviSkos gadijumos tas var aiznemt pat 1 miniti,
pie ka noteiktam iericEm ar1 var€tu iestaties savienojuma noilgums un tas tikt partraukts.
Tapat ir redzams ar tas, ka pieprasijumu caurlaidspgja (angliski "throughput”) ievérojami
uzlabojas, no aptuveni 90 pieprasijumiem sekund€ uz 173 pieprasijumiem sekundg.

Tacu lai parbauditu, kas varétu traucét apstradat vél lielaku skaitu pieprasijumu, tika

apskatita ar1 "pgAdmin" rika nodroSinata statistika par transakcijam PostGIS datu bazu
vadibas sistéma. Apskatot DB noslogojumu, ir redzams, ka vairums DB savienojumu lielu
dalu laika pavada dikstave (5.12. att.), pat ja katru sekundi tiek izveidoti vairaki tiikstosi
jaunu transakciju, kas nozimé, ka visticamak vaina ir meklgjama pasa lietotnu konfiguracija.

Database sessions I otal [ Active [l 1dle

25

20
15
10
5
0

Transactions per second [l Transactions [f] commits [l] Rollbacks
2500
2000
1500
1000
500

0

5.12. att. Informacijas izvade par DB noslodzi, testéSanas lielakas
slodzes izdariSanas laika

Testesanas noliikos tika nolemts palielinat katrai instancei pieskirto operétajsist€mas
pavedienu skaitu HTTP pieprasijumu apstradei, ar attieciga satvara nodroSinato
"RAILS MAX THREADS" parametru konteinera palaiSanas laika, kam vajadzétu uzlabot
pieprasijumu apstrades paralelizaciju, vienlaicigi atlaujot sanemt un apstradat vairak

pieprasijumu, ka ieprieks.
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Tam vajadz€tu palidz&t samazinat ar savienojuma noilgumu saistito klidu daudzumu

(5.13. att.), kas pateicoties izv€l€tajam ko6 rikam tika izvaditas testa konteinera audita izvade,

ta apstiprinot iesp&ju, ka pie vainas ir tiesi $1s noildzes.

level=warning msg="Request Failed" error="Post \"http://worker.catboi.net/
devices/47d3fcda-d433-4520-9891-8cd200afob3b/point_data\": context

deadline exceeded"

5.13. att. Kliida savienojuma noildzes dél

Saja gadijuma tika pacelts pavedienu skaits ar mingto parametru un tika novérots, ka

pacelot pavedienu skaitu no 20 Iidz 40, izvade pé€c test€Sanas beigam (5.14. att.) apstiprina

mingjumu par visu pieejamo pavedienu noblokeSanos - ar lielaku pavedienu skaitu var tikt

izdariti nevis 315'729 pieprasijumi, bet jau 528'843 pieprasijumi.

data_received..............: 258 MB 137 kB/=

data_sent.........ociieeeae.t 182 MB 185 kBfs

http_req_blocked...........! ‘Bvg=T.1lims min=@s med=4.232ps max=15.65s5 plo@)=6. 31ps p(95)=T.65us
http_req_connecting........: Bwg=T.1lims min=a@s med=@s max=15.655 plo@)=0s plas)=8s
http_req_duration..........: Bvg=282.77ms min=0s med=243.88ms  max=1mds plo@)=427.82ms p(95)=466.4Tms
http_reg_receiving.........: avg=62.21ps  min=0s med=52.92uys  max=24.78ms  p(80)=54.91ps  p(95)=100.2us
http_req_sending...........! Bvg=35.84ps min=@s med=27ps max=32.77ms  p(o@)=44.164s p(95)=54.2us
http_req_tls_handshaking...: avg=0s min=@s med=as max=05 plog)=as plas)=8s
http_req_waiting...........! Bvg=282.67ms min=0s med=242.98ms max=1mds plo@)=427.72ms  p(95)=466.36ms
http_regs......cvoevieees..! 520B43 298.5517/s

iteration_duration.........: avg=1.7s min=585.81ms med=1.23s max=1mis ploa)=1.69s plas)=1.78:
iterations.................! 52Z8B43 298.0083327./s

location X........eiieee..) BYO=Z3.073028 min=19.172B645 med=24.061079 max=28.5439 plo@)=26.618504 p(95)=27.11211%
location_¥.....coeeeieeeae, ! BVO=56.9908219 min=52.332181 med=56.916228 max=81.417551 p(0@)}=59.5086813 p(95)=68.0836065
WHUE. cviiiiiacianiaaiaanansl B min=ia max=099

WUS_MBEX. .o avianiuaraaaaans ! 1088 min=1860 max=1088

5.14. att. Paraugs darbibai ar vairak HTTP pavedieniem

Ka redzams, ar1 datu bazu vadibas sisttma tas atlauj nodroSinat vairak aktivo

transakciju un lielaku darbibu skaita izpildi testu laika (5.15. att.), kas norada, ka Saja

gadijuma visas darbibu var€ja pasliktinat tieSt HTTP pavedienu skaits.

Transactions per second B transactions

4300
4000
3500
3000
2500
2000
1500
1000
500
0

Commits . Rollbacks

5.15. att. Transakciju izpilde, slodzes testa laika

105



Tas liek atcergties, ka prakse var bt nepiecieSams veikt slodzes test€Sanu un parbaudit
programmatiiras sp&ju darboties dazadas konfiguracijas, to izmainot atkariba no test€Sanas
rezultatiem. Tapat var noderét arT metrikas izvade par $ada veida datiem, pieméram, Java
gadijuma varétu izmantot JMX protokolu, lai gitu ieskatu pavedienu stavokli, tacu S§is
sisteémas ietvaros tas pagaidam netika realizets. Ja Seit tiktu tikai pacelts instancu skaits, tad
pieejamie resursi netiktu izmantot lietderigi, jo tiktu izveidoti lieki DB savienojumi, nemot
vera ka tiem ir noradits minimalais skaits.

Saja gadijuma ar lielaku pavedienu skaitu uz tiem paSiem serveriem tagad procesora
noslodze arf ir ievérojami lielaka ka salidzinajuma ar pirmo testu (5.9. att.), kas liecina par to,

ka tagad resursi tiek izmantoti efektivak, apstradajot lielaku pieprasijumu skaitu (5.16. att.).

Graph Graph
wes” : ; : wos” : ; :
-SSP B B oo e b e e mom s mme et b £ e e mn e em e mmt e ek e e e e m e mm e o]
B0 % ---- B0 % ---
40 % - 40 % -
20 % - 20 -
0% o] 0% - . =
1-0d 0331 1-04 02041 1-04 0850 1-04 0BS5S 1-04 08231 1-04 02041 1-0d 082050 1-04 0B:59
= 1 worker.catboi.net: CPU utilization = 1worker.catboi.net: Memory utilization
Graph Graph
100 %6 ; ; ; ; 100 %"
B0 % - ; ; ; 80 % ---
B % e B % --- i
A0 % —en- T O U
20 % .......!.........................!.........................!.........................; 20 % .......!.........................!.........................!.........................;
0% { 0% i
1-04 08231 1-04 09241 1-04 0B:50 1-04 DBISD 1-04 08231 1-04 D941 1-04 D050 1-04 DBISD
= 2 worker.catboi.net: CPU utilization = 2 worker.catboi.net: Memory utilization

5.16. att. Paraugs procesora noslodzei péc pavedienu skaita izmainam
Tas liek domat par to, ka tikla lietotnu izstrade svariga var biit arT pieejamo pavedienu
un cita ar paralelizaciju saistita konfiguracija. Lai varétu Sadas problémas identificét un
noverst, ir nepiecieSams veikt slodzes testeéSanu un parbaudit, ka lietotne darbojas dazados
scenarijos. Te svarigs bis arT ta dévetais "Amdala arguments" (angliski "Amdahl's argument")
[62] - katras sisteémas paralelizacija ierobezojoSa bius ta lietotnes dala, kura tiks izpildita
sekvenciali. Saja gadijuma jarékinas ar to, ka runa ir ne tikai par lietotnes izstrade

izmantotajiem algoritmiem un biznesa funkcionalitates implementaciju, bet arT par tikloSanas
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implementaciju pasa operétajsisteéma, ka art konteineru orkestratoru mijiedarbiba ar to. Tatad

papildinot 5.1. tabulu, var iegtt kopskatu par konfiguracijas nozimi (5.2. tabula).

5.2. tabula
Salidzinajums teste€Sanai pacelot instancu skaitu un labojot lietotnes konfiguraciju
Scenarijs Izdaritie Pieprasijumi, kas IzdevuSies
pieprasijumi netika apstradati pieprasijumi, %
Viena instance 165043 20946 87,3%
Divas instances 315729 16911 94,3%
Divas instances, 528843 7829 98,5%
labota konfiguracija

Seit gan japiezimé, ka tiklo$anas problému c&lonis var bat arT Docker Swarm pieeja
savienojuma nodro§inasanai starp konteineriem, par ko pilnigaku prieksstatu laus iegtt
slodzes testu veikSana, Seit iegltos rezultatus salidzinot ar Kubernetes orkestratora
sniegtajiem rezultatiem. Tas gan nozimé, ka ar sint€tiskiem testiem vien nepietiek, bet tie ir

javeic attiecigaja infrastruktira, kura vide darbosies.
5.5 Docker Swarm un Kubernetes veiktsp€jas salidzinajums

Realizetais monitorings un slodzes testi pavéra art iesp&ju parskatit, ka orkestratori ir
salidzinami sava starpa. Lidzigi ka ieprieks, arT Saja testa tika paceltas 2 paral€las lietotnes
instances ar lidzigu pavedienu konfiguraciju, izmantojot Kubernetes K3s distribiiciju. Siem
testiem vajadzetu ilustrét, vai ar1 Kubernetes gadijuma bus lidziga situacija, kura HTTP
pavedienu skaits ievérojami ietekmé sp&ju pielagoties noteiktai slodzei. Pec test€Sanas tika

apkopota pieprasijumu apstrades statistika (5.3. tabula).

5.3. tabula
Paraugs apstradatajiem pieteikumiem dazadiem orkestratoriem
Orkestrators Pavedieni Izdaritie Pieprasijumi, IzdevuSies
pieprasijumi kas netika pieprasijumi, %
apstradati
Kubernetes, K3s 20 304798 2315 99,2%
Kubernetes, K3s 40 443129 9867 97,7%
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Seit ir redzama pretgja situdcija, ka ar Docker Swarm izmanto$anas gadijumu, jo Seit
vairak klidu notiek izmantojot 20 pavedienus, nevis 40 pavedienus, pat nemot véra lielako
pieprasijumu skaitu, kurs tika apstradats. To var skaidrot ar ievérojamo procesora noslodzi

otraja testpiemera, par ko art monitorings izvadija bridinajumu (5.17. att).

Map Graph Graph
100 % 100 %
80 % 80 %
60 % 60 %
[, 40 % 40 %
monitoring kronis.dev k!st‘elc!tno..n!t Z0 % 20%
|mq|.esk= | | HTTP requests 0% o9
rd 1-04 12:13 1-04 12:23 1-04 12:34 1-04 12:13 1-04 12:23 1-04 1234

= 1L.worker.catboi.net: CPU utilization = 1.worker.catboi.net: Memory utilization

i i Graph Graph

1warker.cattalnet 2 werker.catbalnet 100 % 100 %
341 BEr8GE 15 190 UGN (Rer CFU 08T LGam AVETAge 15 10 AIGH (Rer CFU 1983 2w

DE connection DB connection
40 % 40 %

’ 20 % 20 %

0% 0%

b.catholnet 1-04 12:13 1-04 12:23 1-04 12:34 104 12:13 1-04 12:23 104 12:34
oK = 2.worker.catboi.net: CPU utilization = 2.worker.catboi.net: Memory utilization

&0 % B0 %

&0 % &0 %

5.17. att. Monitoringa izvade kas parada lielo procesora noslodzi

Ir noveérojama lidziga situacija iepriekS€jam scenarijam - ar lielaku HTTP pavedienu
skaitu ir iesp&jams apkopot vairak pieprasijumu dotaja laika. Lai gan paSiem konteineriem
bija noradits, ka tie nedrikst izmantot vairak par 90% procesora kodola resursu, $aja gadijuma
kopgjais resursu paterins tuvojas 100%, del ta, ka arT orkestratora procesam uz servera ir
nepiecieSams darboties, kas Kubernetes gadijuma pret tiem ir prasigaks, ka Docker Swarm
orkestratoram.

Sads efektiva resursu patérina ierobezo$anas mehanisma trikums sarezgi konteineru
orkestratoru lietofanu uz tiem paSiem serveriem, uz kuriem darbojas lietotnes. Sada
konfiguracija pati par sevi ir pienemama tikai izstrades un testa vidém, produkcijas vidém
visticamak vajadzetu apsvert iesp&ju uzturét orkestratorus uz nodalitiem serveriem, uz kuriem

netiktu palaisti pasi lietotnu konteineri.
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Ar k6 rika izvade palidz skaidrot infrastruktiiras noslodzi un testu rezultatus gadijuma
ar 20 pavedieniem (5.18. att.) un gadijuma ar 40 pavedieniem (5.19. att.), kas talak ilustré So

testpiemeru izpildes atskiribas.

data_received..............1 228 MB 121 kB/=

data_sent..................1 116 MBE 64 KBE/Ss

htep_req_blocked...........! Bvg=22.73ms min=0s med=4 . 54ps max=15.655 pla@)=7. 16ps p(95)=6.68us
http_req_connecting........! awvg=22.72ms min=8s med=as max=15.655 plea)=0s plas)=6s
http_req_duretion..........: Bvg=336.34ms min=@8s med=214 . 12ms  max=1mds p(O@)=305.53ms p(095)=333.48ms
http_reqg_receiving.........: Bvg=63.08ps min=9s med=51.34us  max=23.28ms pla@)=101us PIA5)=11Tps
http_req_sending...........: ‘Bwvg=36.2ps min=as med=38.TAUs  max=29.41ms p(O2)=49.09us  p(95)=58.27ps
http_req_tls_handshaking...: awvg=0s min=@s med=@8s max=@s plog)=0s pia5)=0s
http_req_waiting...........: Bwg=336.24ms min=a2s med=214 . 82ms max=1mas p(B2)=305.42ms p(95)=333.35ms
hEtEp_FEQ5S.  cvieeiianaan... . 304798 167.160243/

iteration_duration.........: Bvg=2.87s min=588.37ms med=1.23s max=1mls pla@)=1.69s p(95)=30.625
iterations......c . eveee....t 303793 166.6207847:

location_*........cieeee. ! BWD=24.512114 min=19.713353 med=24.45782 max=28.571467 p(O2)=26.333605 p(95)=26.92973
location ¥......c.oeveeeee.. i BWO=S56.575549 min=52.554769 med=55.836692 max=61.426234 p(o0)=57.463545 p(95)=57.725120
WS . i v innnaaniaasaansaest & min=a max=099

WUE_MEX. ot vaveeaananns. ! 1088  min=1288 max=1008

5.18. att. k6 rika izvade teste€Sanai ar 20 HTTP pavedieniem

data_received..............1 332 MB 132 kB/=

data_sent.........c0eec00e.f ATE MB 96 kBSs

http_req_blocked...........: avg=16.Tims min=@s med=4. 34ps max=15. 655 pl o8 )=6.GuUs Pi95)=7.99us
http_req_connecting........! avg=16.7ims  min=@s med=@s max=16. 665 ploE)=as pias)=6:
http_req_duratiom..........: Bvg=427.36ms min=2s med=2898,92ms max=1mas p(B2)=512.29m=s p(95)=5908.093ms
http_req_receiving.........: avg=67.Tus min=@s med=58 .48y max=19.25ms  p(OQ)=94.8ps plo5)=111ps
http_req_sending...........: avg=35.21ps min=0s med=27 . 3Tus max=38. 1ms p(O8)=45.85ys  p(95)=54.08Zus
http_reg_tls_handshaking...: avg=0s min=as med=@8s max=9s plo@)=0s plas)=6s
http_req_waiting...........: Bvg=427.26ms min=Gs med=298, 82ms max=1mas p(B2)=512.19m=s p(95)=589.99ms
http_regs........ ... oo0ao.t 4441393 243.36584/s

iteration_duration.........: BvQ=Z.84s min=516.57ms med=1.3s max=1mls plo@)=1.78s pio9s)=1.91:
iterations..............0.00 443129 242 .BITETASS

location _¥.....ci.oeiewesaa.t BAVO=24.4750831 min=19.641751 med=24.41088 max=28.560947 p(O0)=26.41922 p(95)=27.0843024
location ¥..c.ecieieienesao. ! AVO=56.89859 min=52.554716 med=56.5408974 max=61.4208306 p(00)=57.5237098 p(095)=57.699467
R - - min=a@ max=999

WUS AN oo v vvaaciaasaneians: 1088  min=1088 max=1888

5.19. att. k6 rika izvade testeéSanai ar 40 HTTP pavedieniem

Ka redzams, palielinot pavedienu skaitu, caurlaidsp&ja pieauga no 167 apstradatajiem
pieprasijumiem sekundé Iidz 243 pieprasijumiem sekund€, savukart vid€jais testa iteracijas

laiks samazinajas no 2,97 sekundém lidz 2,64 sekundém, par spiti pieaugumam kliidu skaita.
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Saliekot rezultatus no ieprieksgjas Docker Swarm test€Sanas un Kubernetes testéSanas
kopa, ir iesp&jams iegiit kopsavilkumu par orkestratoru veiktsp&ju (5.4. tabula) un spriest par
So rezultatu nozimi, veicot test€Sanu ar divam instancém, bet atSkirigu konfiguraciju.

5.4. tabula
Paraugs apstradatajiem pieteikumiem dazadiem orkestratoriem

Orkestrators Pavedieni Izdaritie Pieprasijumi, IzdevuSies
pieprasijumi kas netika pieprasijumi, %
apstradati
Docker Swarm 20 315729 16911 94,3%
Docker Swarm 40 528843 7829 98,5%
Kubernetes, K3s 20 304798 2315 99,2%
Kubernetes, K3s 40 443129 9867 97,7%

Rezultati liecina, ka gan pasas lietotnes konfiguracijai, gan ari konteineru orkestratora
izvelei var biit liela ietekme uz infrastruktiras kop€jo darbibu. Testa un izstrades vide€s
vajadz&tu var€t izmantot jebkuru no minétajam tehnologijam, tacu, domajot par lietotnu
izvietoSanu produkcijas vide, vajadzetu veikt slodzes testus, jo augstak redzamas izdarito
pieprasijumu atskiribas ar lielaku paral€lo pieprasijumu skaitu varetu novest pie zemaka
sistemas droSuma - lielaka atteikto pieprasijumu skaita d€] savienojuma noildzes iestaSanas.

Papildus tam, Kubernetes gadijuma, pat izmantojot K3s distribiiciju, izveidojas
situacija, kura ar ierobezotiem skaitloSanas resursiem procesora noslodze bija loti liela,
sasniedzot pat 100%, kas nenotika Docker Swarm izmantoSanas gadijuma. Tas nozimée, ka
Kubernetes gadijuma ir jarekinas ar lielaku resursu virstérinu (angliski "overhead"),
orkestratora tehniskas realizacijas dél.

Produkcija, protams, neatkarigi no izvélétas orkestracijas tehnologijas, klastera
vaditajiem vajadzEtu but izvietotiem atseviski no serveriem, kuros tiks palaisti pargjie
konteineri, lai neraditu situacijas, kuras sisttma zaudé responsivitati uz méginajumiem tai

pieslégties administrativu darbibu veiksSanai.
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6. REALIZETA RISINAJUMA IEVIESANA

Pats riks tika konteineriz&ts, lai spetu darboties uz datoriem, kuros nav pieejams Python
interpretators, tostarp atlautu darbibu armT uz iericem ar Windows operétajsisteému.
Konteinerizacija $aja gadijuma lauj izvairities no iesp&jamam problémam, kas var€tu rasties
citas operétajsistémas platformas specifikas dél (pieméram, datnu rindu nobeiguma simbolu

dal).

>

kura tiek izveidots OCI formata att€ls, kuru p&c tam var palaist ar Docker, Podman, vai citu
izpildvidi. Attiecigaja datné ir aprakstitas darbibas, kuras ir nepiecieSamas konteinera

izveidei, ka arT ieklauj informaciju par to, uz kura pamata att€la to bazet (6.1. att.).

FROM python:3.9.0-slim-buster
WORKDIR /app

COPY ./src/requirements.txt /app
RUN echo "Installing dependencies: " && pip install -r requirements.txt

COPY ./src /app

ENTRYPOINT ["python", "astolfo.py"]
6.1. att. Rika Dockerfile saturs

Saja gadijuma komandas nodrosina darbu "/app" direktorija, ta to skaidri nodalot no
pargjas sisttmas datném, kas bilis konteinera, ka ar1 sakotn&ji parkopgjot tikai
"requirements.txt" datni, kura ir aprakstitas visas nepiecieSamas pakas, kuras vajag rika

biivéSanai ar atbilstoSajam to versijam (6.2. att.).

bcrypt==3.2.0
cffi==1.14.4
click==7.1.2
colorama==0.4.4
cryptography==3.2.1
demjson==2.2.4
importlib-metadata==3.1.1
jsonpickle==1.4.2
paramiko==2.7.2
pycparser==2.20
citas

6.2. att. Rika atkaribu saraksts
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Pateicoties §im saturam, p&c tam paSas lietotnes atkaribas ar "pip" riku tiek
lejupieladétas no Interneta un sakonfigurétas, péc ka atliek vien parkopét paSus skriptus no
pirmkoda direktorijas "src". Sada komandu seciba atlauj veikt atrakas konteineru bivésanas
darbibas, jo gadijuma, ja nemainisies "requirements.txt" saturs, var€s atjaunot tikai pedg€jo

Docker att€la slani (6.3. att.), t.i. pietiks to izmantot par pamatu un iekopéet jaunas datnes.

| » Layers
Cmp  Size Command
69 MB FROM eb2b6ec26898954
7.0 MB set -eux; apt-get update; apt-get install -y --no-install-recommends ca-certificates netbase tzdata ; rm -rf /v
30 MB set -ex && savedAptMark="3%(apt-mark showmanual)" && apt-get update && apt-get install -y --no-install-recommends  dpk
8 B cd fusr/local/bin && 1In -s idle3 idle && 1n -s pydoc3 pydoc && 1n -s python3 python && 1n -s python3-config python-co
8.5 MB set -ex; savedAptMark="%(apt-mark showmanual)"; apt-get update; apt-get install -y --no-install-recommends wget; wg
8 B #(nop) WORKDIR /app
259 B #(nop) COPY file:@ffaB80157eedcd52a855100bcf3d975861bad297d2529eb285647T6F920abac® in /app
29 MB echo "Installing dependencies: " && pip install -r requirements.txt
#(nop) COPY dir:0ca5219cal0278861521392d46d9cB6aedbcebacabd60b2743735fdBef789356 in /app

6.3. att. Docker attéla slanu inspekcija ar "dive" riku
Papildus tam Seit tiek izmantota art Docker "ENTRYPOINT" komanda, kura nozimé,
ka rika vienmér péc noklusgjuma tiks izsaukta "python astolfo.py" komanda, visu pargjo
ievadi padodot ka parametrus komandai talak. Piemé&ram, izpildot komandu kurd netiek
noradita komanda konteinera kuru izsaukt, automatiski tiks palaista "python astolfo.py info"

komanda (6.4. att.).

docker run --rm
registry.kronis.dev/rtul/kvps5 masters degree astolfo cloud servant/
astolfo cloud servant info

6.4. att. Rika Dockerfile saturs

Tapéc, ka pats GitLab repozitorijs ir publisks, ar pats registrs ir pieejams publiski, ka
d&l o attelu var arT paméginat izpildit lokali, nebiivéjot riku no pirmkoda. S1 rika versijas tiek
parbuvetas uz GitLab CI/CD serveriem pie katru jauno izmainu nonaksanas Git repozitorija,
pateicoties nepartrauktas integracijas ievieSanai (10. pielikums). Paslaik gan riks ir prototipa
stadija, ka del testa serveru piekluves un citi dati parauga noliikos ir ieklauti versiju kontroles
sisttma. P&c sakotn&jas test€Sanas beigam Sie dati vares turpinat kalpot par paraugu, bet pati
atbilstosa infrastrukttra tiks likvideta.

Lidzigi, pirms $adu riku ieviest produkcija, jaapsver vai vieglak ir izmantot un lietot to,
vai arf uzturét kadu no alternativam, pieméram, Ansible vai Salt. Saja gadijuma magistra

darbs kalpo par paraugu uzdevumiem, kurus paSu rakstita realizacija lauj adekvati veikt.
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NOBEIGUMS

Magistra darba ietvaros tika veiksmigi pabeigti izvirzitie uzdevumi:

* tika izveidots riks konteineru ievieSanas atviegloSanai, automatizg€jot infrastruktiirai
nepiecieSamo konfiguracijas darbibu veikSanu

» tika izveidota programmatiira, kura peta iesp&ju COVID-19 kontaktus izsekot ar GPS
datu palidzibu, kas kalpo gan par paraugu konteineriz€tas lietotnes izstrades praksém,
gan ar1 par paraugu horizontalajai lietotnu merogosanai, lai uzlabotu to darbibu

» tika izveidoti arT slodzes testi ar k6 riku, kuri lava salidzinat abu apskatito konteineru
orkestratoru, Docker Swarm un Kubernetes, darbibu un resursu paterinu

P&c §1 darba izstrades ir iesp&jams izdarit vairakus secinajumus attieciba gan uz izvél&to
pieeju infrastruktiras konfiguracijas automatizacijai, gan attieciba uz lietotnu
konteinerizaciju un orkestratoriem, kurus iesp&jams izveleties vizu uzturésanai.

Runajot par infrastruktiiras automatizaciju, td viennozimigi var palidz& minimizet
cilvéciska faktora radttos riskus attieciba uz konfiguracijas mainiSanu, paku instaléSanu vai
vides visparigu sagatavoSanu darbam. Tapat tas atlauj ari ietaupit laiku, jo darba izstrades
laika visi serveri tika parinstaléti no jauna vairak ka 10 reizes. ST automatizacija arf atlauj biit
drosakiem par to, ka, ja nu ar galveno serveri kaut kas notiks vai ja biis nepiecieSams izveidot
jaunas vides, tad to biis iesp&ams salidzinosi viegli izdarit, jo nebiils manuali jaseko
instrukcijam, kas laika gaita var biit kluvuSas nepilnigas vai pat neapraksta pilno
konfiguracijas formatu. Infrastruktiiras satura formalizéSana koda (angliski "infrastructure as
code" jeb IaC) viennozimigi var palidz€t So problému mazinasanai.

Tapat SSH protokola izmantoSana administrativo darbibu veikSanai var padarit Sos
rikus saderigus ar lielu daudzumu dazadu operétajsistému distribiiciju un to konfiguraciju, jo
neblis nepiecieSams instalét specifiskas pakas, ka tas jadara, pieméram, Salt rika
izmanto$anas gadijuma. Taja pasa laika, komandu izsaukSana caur ¢aulu var sarezgit pasu
uzdevumu realizaciju, jo jarekinas ar to, ka noteikti riki var nebat pieejami uz attalinata
servera. Kopuma apskatito riku bija salidzinosi viegli izstradat, tacu problémas radija datu
padoSanas formats - argumentus nacas padot JSON formata, jo Bash ¢aula nenodroSina darbu

ar objektiem, Iidzigi PowerShell. Papildus tam, problémas radija ari izvades kanalu
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ierobezotais skaits, t.i. STDOUT un STDERR, kas padarija griitaku izvades noskirSanu
sist€mas lietotajam un citiem procesiem, kuriem vajadz&tu ievadit noteiktus objektus, vienas
komandas izvadi padodot citai ka ievadi.

Runajot par lietotnu konteinerizaciju, ta var palidz&ét ar lietotnu izvietoSanu uz jaunam
videém, jo konteineros biis ietverts viss kods, kas nepieciesams to palaiSanai. Lidzigi uz viena
un ta paSa servera var palaist vairakas instances, kuram péc vajadzibas ar1 var pielagot
konfiguraciju. Seit noderiga izradijas modulara monolitiska arhitektiira, kas var kalpot par
vieglak parvaldamu alternativu mikro servisu arhitekttirai, ja nepiecieSams horizontali
meérogot lietotnes, lai vargtu izturét lielaku slodzi. Taja pasa laika ta pieprasa sekosanu
noteiktam praksém attieciba uz konfiguracijas nodosanu, audita izvadi un citiem lietotnes
aspektiem, tacu kad tas ir izdarits, tad pat dazadu tehnologiju lietotnes var parvaldit lidziga
veida ar vieniem un tiem paSiem mehanismiem - $eit tas tika nodemonstréts, lietotnei esot
sarakstitai Ruby ar Ruby on Rails, savukart slodzes testiem esot sarakstitiem K6 rika (kas
ietver Golang un iegultu JavaScript izpildes vidi), abas no tam parvaldot vienadi.

Japiemin, ka noteiktus riskus var radit datu apstrade pasa datu bazu vadibas sisteéma, dél
ta, ka procesora noslogosana vienas DBVS instances gadijuma var novest pie visus saistito
lietotnu 1&€ndarbibas, kas to padara par visas sist€émas problémpunktu (angliski "single point
of failure"). Tomer, ja darbs norit pie relaciju datu apstrades vai ari geospatialo datu
apstrades, kas efektivak notiks pasa DBVS dazadu optimizaciju deél, var nakties apsvert
iespgju vertikali merogot tas instanci, tai pieSkirot iev€rojami vairak resursus ka
individualajiem serveriem, uz kuriem tiks palaistas pargjas lietotnes instances. Alternativi var
apsvert iesp&ju izveidot DBVS klasteri, tacu tad ir jarékinas ar distributéto datu korektuma
nodro$inasanas jautajumu, vai arl var pétit iesp&ju ierobezot noteiktiem izsaukumiem
pieejamos resursus, tos padarot ilgstosakus, tacu liedzot tiem iesp&u tik daudz ietekmét
kopgjo sist€émas darbibu, ja DBVS §adus mehanismus nodrosina.

Attieciba uz izstradato lietotni, interpretétas valodas kopuma var izmantot $adu sistemu
izstradei, ja ir pieejami mehanismi un Iidzekli to mérogosanai, tacu par to ir jadoma jau
izstrades laika, lai implement&tie mehanismi biitu saderigi ar paralelizaciju. Ar1 GPS datu
izmantoSana nerada parak lielu slodzi, tacu ir jar€kinas ar to, ka centralizeta atrasanas vietu

datu uzglabasana var radit problémas attieciba uz Visparigo datu aizsardzibas regulu [63], ja
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sada veida sist€ma tiktu implementgta un lietota Eiropas Savieniba. Lidzigi, pat ja $ada
arhitektira lautu agregét datus un, nepublicgjot individualo personu parvietoSanas
informaciju, atlautu paradit gadijumu izplatibu valsts teritorija pat tiem, kam S§ada veida
lietotne nav instal&ta, nav iesp&jams ignorét tas raditos droSibas riskus, ja notiktu ielauSanas
attiecigaja DBVS instanc€ un DB dati tiktu lejupieladéti vai izplatiti. Tapat, sadas sistemas
realizacija prasitu lielu atsaucibu un uzticibu no sabiedribas locekliem tas instalacijai, ka del
Apturi Covid arhitekttiru kopuma var uzskatit par piemerotaku tekoSajai situacijai, nemot
vera mingtos ierobezojumus.

Runajot par konteineru orkestratoriem, ar izstradato riku bija iesp&jams sagatavot
klasterus gan priek§ Docker Swarm, gan priek§ Kubernetes K3s distribiicijas lietoSanas, ka ar1
test€Sana paradija, ka abos gadijumos orkestratori ir sp&jigi darboties ar lidzigu efektivitati.
Tomeér, izskatas, ka Docker Swarm gadijuma tikloSanas implementacija ir nedaudz sliktaka
par Kubernetes - pat izmainot lietotnes konfiguraciju, tapat tika noverots lielaks kludaini
apstradato pieprasijumu ipatsvars, lai gan Kubernetes pielietoSanas gadijuma bija noverota
lielaka procesora resursu patéréSana, kas zem lielas slodzes var sistému padarit neatsaucibu
pret lietotaja ievadi.

Tomer tika paradits, ka abi no orkestratoriem var tikt izmantoti izstrades un testa vizu
uzturéSanai, pat situdcijas ar ierobeZotiem skaitloSanas resursiem, kas ir pieejami
individualajiem serveriem. Tas norada uz iesp&ju realizét decentralizé€tu infrastruktiiru, kas
atlautu katram projektam uzturét konteineru orkestratora instanci ar pien@émumu, ka to
konfiguracija tiktu nodroSinata automatizéta veida un tapéc visiem orkestratoriem butu pec
iespejas lidzigaka, ta atvieglojot to parvaldi. Savukart attieciba uz produkcijas vizu
uzturéSanu, lietotném, kuram ir daudz lietotaju un ir raksturiga lielaka slodze, viennozimigi
vajadzetu apsvert lielaku skaitloSanas resursu pieskirSanu, taja pat laika domajot par droSumu
- noturibu pret attieciga orkestratora klimém, ka ar1 individualu serveru nepieejamibu
noteiktos laika posmos, tapéc vajadz€tu padomat par vairaku orkestratora instancu

pievienoSanu klasterim.
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Darba satura tika paradits, ka konteineru un konteineru orkestratoru tehnologijas
atvieglo infrastruktiiras parvaldi - §Ts tehnologijas var drosi pielietot projektu izstradg, tacu to
darot, ir jaizvert€ pieejamie riki un to ievieSanas metodes. Pastav iesp€ja, ka papildus
skaitloSanas resursu ieguve var biit ekonomiski izdevigaka, ka paSiem savu orkestratoru
uzturéSana, nemot véra personala izmaksas. L1dzigi pakalpojumu ItTmena vienosanas (angliski
"service level agreement”) var nodroSinat papildus tresas puses resursu iesaistiSanu
problémsituaciju gadijuma. To vajadz€tu izvertet, lai izveletos piemerotako opciju.

Papildus tam, tika paradits, ka pasiem savu riku izstrade infrastruktiras konfiguracijas
parvaldes automatizacijai nebiit nav parak sarezgita, pienemot, ka tiek izmantoti standarta
protokoli to parvaldei (SSH), tapéc vajadzibas gadijuma Sadu riku izstrade var€tu biit
noderiga. Ja nepiecieSams parvaldit infrastrukttiru, var izmantot arT kadu no industrija plasi
pazistamajiem rikiem, piem&ram Ansible vai Salt, ja pasi parvaldamie serveri tos atbalsta.
Sads laika ieguldijums var sekmét sp&ju vajadzibas gadijuma atri izveidot jaunas vides, vai
aizstat zaudeétas, ka ar1 var palidz€t horizontalas mérogosanas realizacija.

Tika noverots ari tas, ka paSas lietotnes konfiguracija var ievérojami ietekmét tas
atrdarbibu un resursu patérinu. Lai nodroSinatu to, ka infrastruktiira pieejamie resursi tiek
izmantoti optimali, vajadzetu izstradatajam lietotném, papildus vienibtestiem, integracijas
testiem un citiem testiem, padomat ar1 par slodzes testu realizaciju. Tapat Seit var palidzet ar1
informacija par to, kas rada aizkaves - vai nu no argjiem test€Sanas rikiem, vai arl no
metrikas, kas tiktu savaktas pasa lietotng, pieméram izmantojot JMX protokolu un kadu no
rikiem.

Tapat, ieteicams realiz€t arT infrastruktiiras monitoringu un apzinoSanas sist€mu - darba
tika min&ts piemers ar Zabbix, kur§ pazinoja par lielu procesora resursu patérinu, kas negativi
var ietekmét visas lietotnes, kas atrodas uz attieciga servera. Ja $adam monitoringam pieslédz
apzinoSanas sist€ému, tad par $ada veida klumé&m pazinojumi var tikt izsttiti automatizeta

veida, ta mazinot laiku, 11dz reakcijas sakumam uz $o situaciju.

Izstradato projektu pirmkods ir pieejams GitLab instance: https://git.kronis.dev/rtul
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Terminu un saisinajumu vardnica
Termini
Attack surface - uzbrukumu tvérums
Bind mount - datnu sisteémas sasaiste
Cookies - sikdatnes
Discoverability - atklajamiba
Endpoints - galapunkti
Escape sequences - atsola sekvences
Feature flags - funkcionalitates karodzini
Flag - karodzin$
Framework - satvars
Handlers - notikumu apstrades sist€ma
In-database processing - datu apstrade datu bazu vadibas sisteéma
Kernel - operétajsistemas kodols
Label - mark&jums
Onboarding process - darba sakSanas process
Overhead - virsterin$
Partition - dala
Playbooks - uzdevumu apraksti
Reverse proxy - atgriezeniskais aizstaj&js
Single point of failure - problémpunkts
Stored procedure - uzglabata procediira
Thread pool - pavedienu grupa
Throughput - caurlaidspgja
Type hints - norades uz tipiem
Token - markieris

Volume - diskvieta
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Saisinajumi

API - Application Programming Interface, lietojumprogrammas saskarne
DNS - Domain Name System, doménu nosaukumu sistéma

DX - Developer Experience, izstradataju pieredze

1aC - Infrastructure as Code, infrastruktura, kas ir formalizéta koda

IDE - Integrated Development Environment, integréta izstrades vide
JWT - JSON Web Token, JSON tikla markieris

REST - REpresentational State Transfer, reprezentativo stavoklu parsiitiSana
SLA - Service Level Agreement, pakalpojumu ITmena vieno$anas

SSH - Secure Shell, drosais Caulas protokols

UUID - Universally Unique IDentifier, universali unikals identifikators
UX - User Experience, lietotaja pieredze

VPS - Virtual Private Server, virtualie privatie serveri
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2. pielikums

README.md - Astolfo Cloud Servant rika dokumentacija

ASTOLFO CLOUD SERVANT

A solution to automate the creation and testing of a variety of containerization

solutions as well as run other tasks.

One of the problems that I have oftentimes stumbled upon is the initial setup of the
infrastructure for running containerized workloads. Relying on managed control planes and
SaaS/PaaS solutions can be both expensive and risky, since such services could be retired at
any time, could create security vulnerabilities (as opposed to everything being 100% on-prem
and not exposed to the outside world) and also have breaking changes with no control over

when and how migrations are handled.

However, setting up Kubernetes and Docker Swarm, or even Hashicorp Nomad clusters
can take time and even when following the official instructions, it can be a bit hard to walk
through this process. That's why I wrote Astolfo, which is my attempt at providing the
convenience of a CentOS graphical installer, but for setting up infrastructure. Of course, if

you don't need the UI bits, just use the CLI directly.

Internally, it uses Paramiko to execute commands over SSH. This approach was chosen
as opposed to just using Ansible or Salt, because oftentimes Ansible won't work well with
imperative commands. This small set of scripts is also easily hackable, in case you want to

implement new functionality.

If you'd like to see an example of how to use the application, feel free to read the Quick

Start guide in GUIDE.md.
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Requirements

There are some requirements for both the client and the servers to be able to run this

solution.

For the client:

* Docker installed for lauching the tool

* or an installation of Python 3+ and venv (for development or for launching
without Docker)

* a web browser capable of executing JavaScript (when the actual Web UI is

implemented, instead of just the CLI)

For the servers:

* any RPM distribution supported by Docker or the other tools
(CentOS/Fedora/RHEL/Oracle Linux); more to be supported in the future

* an installation of an SSH server, that supports connecting by using key
authentication; passwords might be supported in the future

* a key that's stored on the remote server, that doesn't have a passphrase;
passphrases might be supported in the future

* the user that you connect to should be root for now; permission control will

change in the future, e.g. something like Ansible's "become" will be implemented
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Development

For local development, you'll want a virtualenv for Python.

See how to create it here: venv — Creation of virtual environments

Then you'll need to activate it, for example, in GNU/Linux:

source venv/bin/activate

After that you should be able to install dependencies:

pip install -r requirements.txt
There's also a Visual Studio Code workspace in the root folder, for convenience.
If you want to build it with Docker, just run:

docker build -t astolfo .

Architecture

The app is based on a Typer CLI, with some additional magic sprinkled in, which
allows for dynamically loading new commands at runtime. This allows for having a variable
amount of tasks that are capable of registering themselves into the system. This also means,
that, in theory, the tasks could have separate arguments and it would be pretty easy to

implement new ones.

The CLI itself provides most of the administrative actions that you might want to do,

therefore adding new hosts and tasks should be achievable entirely through it.

The output is also structured in a particular manner:

* all of the output that people might be interested in reading goes to STDERR
* all of the output that's machine readable goes to STDOUT
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If you feel like the script is too noisy, you can just pipe STDOUT to /dev/null, for

example:

python astolfo.py task run ping 1.worker.catboi.net 2>/dev/null

Usage example

Running in Docker

The run syntax for Docker is made to be as similar to invoking the app directly through

the terminal, as possible.

For example, you can run the following:

docker run --rm -it astolfo info
This will run the command in interactive mode with TTY, to display the colors

correctly for more user friendly output. It will also remove the container after it exits.

You'll probably also want to use persistent storage in the case of docker containers, for

example:

docker run --rm -it -v astolfo_tasks:/app/tasks -v astolfo_infrastructure:/
app/infrastructure -v astolfo_files:/app/files astolfo info

Only real quirk of Docker in this context is that passing things from STDIN and piping

them from the host system will need to have the --tty option excluded, for example:

cat ~/.ssh/mysite/app/id_rsa | docker run --rm -i -v
astolfo_tasks:/app/tasks -v astolfo_infrastructure:/app/infrastructure -v
astolfo_files:/app/files astolfo host key 1.worker.catboi.net

Example of cleaning up the volumes afterwards:

docker volume rm astolfo_infrastructure astolfo_tasks astolfo_files

Also actual container name will probably need to be the full reference, not just

astolfo, once the software is publically available.
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Working with files

You can store files in the app directory, which can then be used for copying them to the

remote system, deploying them in Swarm/Kubernetes etc.

Listing the files with their contents

You can list all of the files that are currently stored in the files directory, as well as get

their contents with:

python astolfo.py file list

This will return JSON output with all of the information about them.

Adding a new file

Adding a new file is done through providing the information about it:

cat ~/my-files/test.yml | python astolfo.py file add test.yml

This will save the file under the files directory with the passed in name. You can also

pipe other things to STDIN, even downloads that you trust.

Deleting a file

You can also remove certain files from the directory with the following command:

python astolfo.py file delete test.yml
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Working with hosts

Hosts are the nodes that we will connect to through SSH. These need some information

about the actual node, as well as an SSH key to authenticate with.

Listing the current hosts

You can list all of the hosts that the app currently knows about by running the

following:

python astolfo.py host list

This will return JSON output with all of the information about them.

Adding a new host

Adding a new host is done through providing the information about it:

python astolfo.py host add 1.worker.catboi.net "Application server that
will run front-end and back-end containers" "CentOS 8" root id_rsa

This will save a new folder and server.json file in the hosts folder. Run the

command without any arguments to see information about their format.

Adding an SSH key to host

To be able to connect to hosts through SSH, we need their keys. These can be added to
the app through the following command:

cat ~/.ssh/mysite/app/id_rsa | python astolfo.py host key
1.worker.catboi.net

In this example, this will copy the key into infrastructure/1.worker.catboi.net

folder, you can also do that manually if you'd like.
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Deleting a host
If you'd like to remove a certain host from the inventory, you can run the following

command:

python astolfo.py host delete 1.worker.catboi.net

Working with tasks

Tasks are the Python scripts that will allow us to execute certain functionality against

the remote nodes and to react to the output we'll receive over SSH.

You can read the full documentation of the built in tasks in TASKS.md.

If you'd like more concrete examples of how to use the functionality, see some of the

scripts under the script_examples folder.

Writing new tasks

The tasks themselves are just commands to be run over SSH. However, in contrast to
other solutions that need to do all of the processing on the node, we can retrieve the output
from the remote commands and figure out what to do locally, before sending the next
command. While slower, this is far easier to work with, since we don't need to worry about

sending Python scripts to the node and hope Python will work there.

See some of the example tasks in the tasks folder if you'd like to write new ones.
There are a variety of utilities provided to connect to hosts and execute commands over SSH
more easily. Apart from that, however, most of the processing simply involves reacting to the

standard output returned by the remote machines.

Once a task has been finished, you can add it to the tasks folder, either with the

management commands above, or perhaps just add the task directly to the folder.
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Scripting

This script can also be used as a part other, more complex scripts.

For a somewhat basic example that automates setting up a Docker Swarm cluster on a

few nodes, see full-cluster-example.sh.

TODO

* Add Kompose support, for running it locally on a file
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3. pielikums

GUIDE.md - Astolfo Cloud Servant lietoSanas pamaciba
Quick Start Guide

This guide will demonstrate how to manage a CentOS 8 server with the Astolfo Cloud

Servant tool.

Building the tool

First, let's build the tool locally:

docker build -t astolfo .

(container images might be published in the future)

Adding a server to manage

Then, let's add a host to manage, assuming that we have a server running somewhere in
the cloud with an SSH key based authentication. If you don't, look up how to generate and

save a SSH key, for example: How To Set Up SSH Keys.

Let's get information about how to add a host, with:

docker run astolfo host add --help
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The output of which will be approximately the following:

Usage: astolfo.py host add [OPTIONS] HOST [DESCRIPTION] 0S [USERNAME]

[KEYFILE]

Will add a new host to the infrastructure folder. This is much like the
description of the hosts in Ansible, but for performance reasons some
information should be known beforehand (such as the 0S).

Arguments:
HOST

[DESCRIPTION]

0S

[ USERNAME ]

SSH.

with

[KEYFILE]

Options:

Name of the host to add, will name the folder after it.
Example: db.myapp.com [required]

The description of the host, to display to user. Example:
Database server for running PostgreSQL

Vague description of the operating system that the host is
running. Logic can be written for hosts based on it (for
example, using yum on CentOS, but apt on Debian). Example:
Cent0S 8 [required]

The username to connect to on the remote machine through
The user needs to be able to execute commands with sudo

no password if not root. [default: root]

The name of the SSH key file in the host folder. Example:
id_rsa [default: id_rsa]

--help Show this message and exit.

So, let's do just that and add a new server, but this time creating a volume so that the

files the Docker container generates are persisted:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo host add 1.worker.catboi.net "Application server that will run
front-end and back-end containers" "CentOS 8" root id_rsa

This command means that we'll create a server with the hostname of

l.worker.catboi.net, a description and some basic information about the OS which it is

running, and that we'll atttempt connecting to it with the root user, using id_rsa key.
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It should output something like the following:

Creating new host: 1.worker.catboi.net

Writing to file: infrastructure/l.worker.catboi.net/server.json
Wrote 224 characters to file...

Successfully added host!

"py/object": "cli.host_data.Host",

"host": "1.worker.catboi.net",

"description": "Application server that will run front-end and back-end
containers",

"os": "CentOS 8",

"username": "root",

"keyfile": "id_rsa"

}

We can check whether the host has been imported with the following command:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo host list

Which will return the list of all of the created hosts, including ours.

Now, we need to import the actual SSH key to use, which we can achieve by piping it

to the STDIN channel of the Docker container:

cat ~/.ssh/mysite/app/id_rsa | docker run --rm -i -v
astolfo_tasks:/app/tasks -v astolfo_infrastructure:/app/infrastructure -v
astolfo_files:/app/files astolfo host key 1.worker.catboi.net

Here we assume that the key is in the user's home directory, under the ".ssh/mysite/app"

path, though you might use any other command to retrieve its contents, instead of just cat.

The expected output of the command above is approximately as follows:

Adding key for host: 1.worker.catboi.net

Key will be added in file: infrastructure/1.worker.catboi.net/id_rsa
Wrote 3243 characters to file...

Successfully added host key!

That's it! Now we can access the server and run commands against it!
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Running commands against the server

Now we can have a look at the tasks that are available to run.

We can do so with the following command:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run --help

Which will list all of the tasks that are available with a bit of info about each. If you'd

prefer JSON output, there is also the "task list" command.

You can also get the information about individual commands, by using the --help

option:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run ping --help

which will output the following:

Usage: astolfo.py task run ping [OPTIONS] HOST
This task will ping the selected node and check whether it can be
connected to through SSH. It will also check whether sudo works without
password, if the account is not root.

Arguments:
HOST The node to connect to. [required]

Options:
--help Show this message and exit.

So, let's ping the server!

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run ping 1.worker.catboi.net
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This will cause the tool to use SSH to connect to the server and run the commands in

the file against it. You'll see a lot of output from the command:

Connecting to host: 1.worker.catboi.net
Executing: whoami
Stages: {
"Connect": {
"py/object": "tasks.utils.stages.Stage",

"name": "Connect",
"description": "Will connect to the host through SSH",
"order": O,
"successful": true,
"command": "whoami",
"output": [
"root"

1,

"finished": true
3
"HasPermissions": {
"py/object": "tasks.utils.stages.Stage",
"name": "HasPermissions",
"description": "Will check whether user is root or can execute sudo
without password",
"order": 1,
"successful": true,
"Command" : mn ,
"Output": "",
"finished": true

A

"py/object": "tasks.task_ping.PingResponse",
"host_pinged": "1.worker.catboi.net",
"host_user": "root",
"connection_successful": true,
"user_can_sudo": false

Each executed command in the remote shell will be listed (in this case "whoami"), there
will be output of the stages that have been completed and which output and commands each
of them was associated with, as well as there will be output objects in JSON which
summarize the results, in this case, it's the "tasks.task ping.PingResponse" object. These are
output to STDOUT and can be passed to other commands, whereas STDERR output is meant

for the user.
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So, let's run something else and update our server's software!

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run update 1.worker.catboi.net

This might return something like the following:

Installing updates on host: 1.worker.catboi.net
Connecting to host: 1.worker.catboi.net
Executing: yum -d1 update -y
Stages: {
"InstallUpdates": {
"py/object": "tasks.utils.stages.Stage",

"name": "InstallUpdates",

"description": "will install the updates",
"order": O,

"successful": true,

"command": "yum -d1 update -y",

"output": [

"Last metadata expiration check: 2:49:54 ago on Sat 02 Jan 2021
11:17:28 AM EET.",

"Dependencies resolved.",

"Nothing to do.",

"Complete!"
1
"finished": true
}
3
{
"py/object": "tasks.task_update.UpdateInstallResponse",
"updates_installed": true
}

Internally, this will use the "yum" command to update the packages, while other Linux

distributions, such as Debian might be suppoted in the future.
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Passing data between the commands

Some commands will need input into them. For example, let's say that we can set up the
Zabbix agent on our server, so that we can monitor it with the Zabbix server, which will

aggregate data about it.

In addition to installing the services and enabling, we also need to set which server
we'll allow access to. Therefore, some of the tool's commands will require a JSON argument

with the necessary data.

For example, if we run the tool without any such arguments, we'll get error output:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run zabbix_agent 1.worker.catboi.net

We'll be told that we're missing the necessary argument:

Usage: astolfo.py task run zabbix_agent [OPTIONS] HOST INPUT
Try 'astolfo.py task run zabbix_agent --help' for help.

Error: Missing argument 'INPUT'.

So how do we figure out the JSON we need to input? Quite simply, we use the "task
arguments" instead of "task run", which will output the necessary arguments for the

command, if any are needed:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task arguments zabbix_agent
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Which will produce:

"py/object": "tasks.task_zabbix_agent.ZabbixAgentRequest",
"server_address": ""

}

So, we know that we need to fill out the server address! Most of the examples of
commands which require parameters under TASKS.md will also include examples of what

valid values look like.

When attempting to input the JSON into the command, we don't even have to use

multiple lines, the following input is completely valid:

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run zabbix_agent 1.worker.catboi.net '{"py/object":
"tasks.task_zabbix_agent.ZabbixAgentRequest", "server_address":
"ram.servers.kronis.eu"}'

If you need to run the same command against multiple servers, you can even store it in

a Bash variable, like so:

ZABBIX_SERVER='{"py/object": "tasks.task_zabbix_agent.ZabbixAgentRequest",
"server_address": "ram.servers.kronis.eu"}'

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run zabbix_agent 1.worker.catboi.net "$ZABBIX_SERVER"

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run zabbix_agent 2.worker.catboi.net "$ZABBIX_SERVER"
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The command above will result in a whole lot of output, but should finally output the

following summary:

"py/object": "tasks.task_zabbix_agent.ZabbixAgentResponse",
"server_address": "ram.servers.kronis.eu",

"repo_added": true,

"package_installed": true,

"config_backup": true,

"server_update": true,

"systemctl_enable": true,

"service_restart": true

Further reading

In summary, you have the basic usage of the tool down. Some commands also take the
output of other commands as input, for example, when creating a Docker Swarm cluster, you
might want to pass the join tokens after initializing a cluster to other servers os that they can

join it.

In practice, it would look a bit like the example above:

JOIN_TOKENS=$(docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run docker_swarm_cluster 1.worker.catboi.net)

docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run docker_swarm_worker 2.worker.catboi.net "$JOIN_TOKENS"
docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run docker_swarm_worker db.catboi.net "$JOIN_TOKENS"
docker run -v astolfo_tasks:/app/tasks -v
astolfo_infrastructure:/app/infrastructure -v astolfo_files:/app/files
astolfo task run docker_swarm_worker tester.catboi.net "$JOIN_TOKENS"
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4. pielikums

TASKS.md - Astolfo Cloud Servant paraugi uzdevumu izsaukSanai
Tasks

Tasks are the Python scripts that will allow us to execute certain functionality against

the remote nodes and to react to the output we'll receive over SSH.

The rest of the documentation for the tool can be found in the README.md!

Working with tasks

Tasks are stored in the tasks directory, to which they can be added or removed from.

During the runtime of the application, they will be loaded dynamically, with any errors

resuting in output.

Listing the current tasks

To see which tasks are currently available, you can run the following:

python astolfo.py task run
which will return the list of tasks and their descriptions in the regular CLI format.
Alternatively, you can also run:

python astolfo.py task list

This will return the task names and descriptions in JSON.

Adding a new task

You can add a new task to the app by piping the necessary .py file through STDIN.

cat ~/my_new_task.py | python astolfo.py task add my_new_task
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You could even get them from the internet with curl/wget, but in that case you'd

probably want to validate the checksum of the contents and trust the source.

If a task does not appear to be valid, it will be automatically removed at the end of the

import, when using the CLI.

Alternatively, you can just copy the file to the tasks directory, but you need to have the

filename start with task_, for example a ping task would have the filename task_ping.py.

Deleting a task

If you'd like to remove a task from the app, you can just run the following command:

python astolfo.py task delete my_new_task

This will delete the task's Python file from the tasks directory.

Listing stages

Each task has one or multiple stages that do everything it needs. Since each stage can

have different output, this should allow for more easily tracking their execution.
Get the list of stages for a particular task with:
python astolfo.py task stages ping

Listing arguments

Many tasks expect an argument that contains JSON with the parameters that they
require. Since this JSON also contains information for Python serizalization, you might need

to check what they expect first.

You can do this with:

python astolfo.py task arguments zabbix_agent
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A filled out instance of said argument JSON can later be passed in to it, like:

python astolfo.py task run zabbix_agent '{"py/object":
"tasks.task_zabbix_agent.ZabbixAgentRequest", "server_address":
"zabbix.catboi.net"}'

Examples of running tasks for generic shell functionality

Running arbitrary shell commands

python astolfo.py task run shell_execute 1.worker.catboi.net '{"py/object":
"tasks.task_shell_execute.ShellExecuteRequest", '"shell_command": "date"}'

Pinging the host

python astolfo.py task run ping 1.worker.catboi.net

Get info about operating system

python astolfo.py task run os_version 1.worker.catboi.net

Get disk usage

python astolfo.py task run disk_usage 1.worker.catboi.net

List installed packages

python astolfo.py task run installed_packages 1.worker.catboi.net

Install updates

python astolfo.py task run update 1.worker.catboi.net
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Examples of running tasks for manipulating the files on the system

Creating a directory

python astolfo.py task run directory_create 1.worker.catboi.net
"{"py/object": "tasks.task_directory_create.DirectoryCreateRequest",
"directory_path": "/docker/some/test/folder"}'

Deleting a directory

python astolfo.py task run directory_delete 1.worker.catboi.net
"{"py/object": "tasks.task_directory_delete.DirectoryDeleteRequest",
"directory_path": "/docker/some"}'

Sending a file

python astolfo.py task run file_send 1.worker.catboi.net '{"py/object":
"tasks.task_file_send.FileSendRequest", "file_name": "covid1984.yml",
"file_remote_directory": "/docker/covid1984"}'

Downloading a file

python astolfo.py task run file_download 1.worker.catboi.net '{"py/object":
"tasks.task_file_download.FileDownloadRequest", "file_name":
"covid1984_copy.yml", "file_remote_directory": "/docker/covid1984"}'

Deleting a file

python astolfo.py task run file_delete 1.worker.catboi.net '{"py/object":
"tasks.task_file_delete.FileDeleteRequest", "file_path":
"/docker/covid1984/covid1984.ym1"}"
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Examples of running tasks for installing packages

Setting up a Zabbix client

python astolfo.py task run zabbix_client 1.worker.catboi.net
"zabbix.catboi.net"}'

Setting up fail2ban

python astolfo.py task run fail2ban 1.worker.catboi.net

Examples of running tasks for Docker

Run a Docker container

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.

Stop and remove a Docker container

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.

Examples of running tasks for Docker Compose

Run a Docker Compose stack

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.

Stop a Docker Compose stack

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.
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Examples of running tasks for Docker Swarm

Setting up a Docker Swarm cluster with one master

JOIN_TOKENS=$(python astolfo.py task run docker_swarm_cluster
1.manager.catboi.net)

Joining a node to the Docker Swarm cluster as a manager

python astolfo.py task run docker_swarm_master 2.manager.catboi.net
"$JOIN_TOKENS"

Joining a node to the Docker Swarm cluster as a worker

python astolfo.py task run docker_swarm_worker 1.worker.catboi.net
"$JOIN_TOKENS"

(alternatively, you can just pass in the JSON output from the previous command

directly)

Deploy Portainer on the Docker Swarm cluster

python astolfo.py task run docker_swarm_portainer 1.worker.catboi.net
Set a Docker Swarm cluster node label

python astolfo.py task run docker_swarm_label 1.worker.catboi.net

"{"py/object": "tasks.task_docker_swarm_label.DockerSwarmLabelRequest",
"target_host": "l1.worker.catboi.net", "target_label": "type=worker"}'

Deploy a Docker Swarm stack

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.

Delete a Docker Swarm stack

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.
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Examples of running tasks for Kubernetes (K3S)

Leaving a K3S cluster

python astolfo.py task run kubernetes_k3s_leave 1.worker.catboi.net

Setting up a K38 cluster with one master

JOIN_TOKENS=$(python astolfo.py task run kubernetes_k3s_cluster
1.manager.catboi.net)

Joining a node to the K3S cluster as a worker

python astolfo.py task run kubernetes_k3s_worker 1.worker.catboi.net
"$JOIN_TOKENS"

Getting the KUBECONFIG from the K38 cluster

python astolfo.py task run kubernetes_k3s_kubeconfig 1.worker.catboi.net

Deploy Portainer on the K3S cluster

python astolfo.py task run kubernetes_k3s_portainer 1.worker.catboi.net

Set a K3S cluster label

python astolfo.py task run kubernetes_k3s_label 1.worker.catboi.net
"{"py/object": "tasks.task_kubernetes_k3s_label.KubernetesLabelRequest",

"target_host": "1.worker.catboi.net", "target_label": "type=worker"}'

Set a K38 cluster secret

python astolfo.py task run kubernetes_k3s_secret 1.worker.catboi.net '{"py/
object": "tasks.task_kubernetes_k3s_secret.KubernetesSecretRequest",
"secret_type": "docker-registry", "name": "registrycredentials", "values":

["docker-server=https://registry.kronis.dev", "docker-username=KronisLV",
"docker -password=mPT4G5wAePZ5ge44i9FC", "docker -
email=kristians@kronis.dev"]}'
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Deploy a Kubernetes manifest

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.

Delete a Kubernetes deployment

This might get a separate command in the future.

Until then, see Running arbitrary shell commands.
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5. pielikums
swarm-cluster.sh - Paraugs pilna Docker Swarm klastera inicializacijai ar
izstradato parvaldes riku

#!/bin/bash

set -e

cd ../src

source venv/bin/activate

# Install Docker on everything

python astolfo.py task run docker 1l.worker.catboi.net
python astolfo.py task run docker 2.worker.catboi.net
python astolfo.py task run docker db.catboi.net
python astolfo.py task run docker tester.catboi.net

# Leave any old cluster

python astolfo.py task run docker swarm leave l.worker.catboi.net
python astolfo.py task run docker swarm leave 2.worker.catboi.net
python astolfo.py task run docker swarm leave db.catboi.net
python astolfo.py task run docker swarm leave tester.catboi.net

# Create a Docker Swarm cluster

JOIN TOKENS=$ (python astolfo.py task run docker swarm cluster
1l.worker.catboi.net)

echo "S$JOIN TOKENS"

python astolfo.py task run docker swarm worker 2.worker.catboi.net
"$JOIN TOKENS"

python astolfo.py task run docker swarm worker db.catboi.net
"$JOIN_TOKENS"

python astolfo.py task run docker swarm worker tester.catboi.net
"$JOIN TOKENS"

# Install Portainer
python astolfo.py task run docker swarm portainer l.worker.catboi.net

# Add labels for deploying COVID1984 workload
python astolfo.py task run docker swarm label 1l.worker.catboi.net

"{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "l.worker.catboi.net", "target label": "type=worker"}'
python astolfo.py task run docker swarm label 1l.worker.catboi.net
"{"py/object": "tasks.task docker swarm label.DockerSwarmLabelRequest",
"target host": "2.worker.catboi.net", "target label": "type=worker"}'
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6. pielikums
kubernetes-cluster.sh - Paraugs pilna Kubernetes klastera inicializacijai ar
izstradato riku

#!/bin/bash

set -e

cd ../src

source venv/bin/activate

# Install Docker on everything

python astolfo.py task run docker 1l.worker.catboi.net
python astolfo.py task run docker 2.worker.catboi.net
python astolfo.py task run docker db.catboi.net
python astolfo.py task run docker tester.catboi.net

# Leave any old cluster

python astolfo.py task run kubernetes k3s leave l.worker.catboi.net
python astolfo.py task run kubernetes k3s leave 2.worker.catboi.net
python astolfo.py task run kubernetes k3s leave db.catboi.net
python astolfo.py task run kubernetes k3s leave tester.catboi.net

# Create a Docker Swarm cluster

JOIN TOKENS=$ (python astolfo.py task run kubernetes k3s cluster
1l.worker.catboi.net)

echo "S$JOIN TOKENS"

python astolfo.py task run kubernetes k3s worker 2.worker.catboi.net
"$JOIN TOKENS"

python astolfo.py task run kubernetes k3s worker db.catboi.net
"$JOIN_TOKENS"

python astolfo.py task run kubernetes k3s worker tester.catboi.net
"$JOIN TOKENS"

# Install Portainer
python astolfo.py task run kubernetes k3s portainer l.worker.catboi.net

# Add the secret for logging into GitLab

python astolfo.py task run kubernetes k3s secret 1l.worker.catboi.net
"{"py/object": "tasks.task kubernetes k3s secret.KubernetesSecretRequest",
"secret type": "docker-registry", "name": "registrycredentials", "values":
["docker-server=https://registry.kronis.dev", "docker-username=KronisLV",
"docker-password=mPT4G5wAePZ5ge44i9FC", "docker-
email=kristians@kronis.dev"]}"'

# Add labels for deploying COVID1984 workload

python astolfo.py task run kubernetes k3s label l.worker.catboi.net '{"py/
object": "tasks.task kubernetes k3s label.KubernetesLabelRequest",

"target host": "l.worker.catboi.net", "target label": "type=worker"}'
python astolfo.py task run kubernetes k3s label l.worker.catboi.net '{"py/
object": "tasks.task kubernetes k3s label.KubernetesLabelRequest",

"target host": "2.worker.catboi.net", "target label": "type=worker"}'
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7. pielikums

20201207195946 _add heatmap generation_stored procedures.rb - Migracijas,

kuras izveido DB puses procediiras kar$u generacijai

execute <<~EOL.strip

-- function for creating a grid,

from

https://trac.osgeo.org/postgis/wiki/UsersWikiCreateFishnet
CREATE OR REPLACE FUNCTION ST_CreateFishnet(

)

-— number of
-— number of
-— cell size
-— cell size

nrow integer,
ncol integer,
xsize floats,
ysize floats,
x0 float8 DEFAULT O, -=

y0 float8 DEFAULT O, -=

-- OUT "row" integer,

OUT col integer,

OUT geom geometry

RETURNS SETOF geometry AS

$S

SELECT

-- 1 + 1 AS row,
-- j + 1 AS col,
ST Translate (
cell,
j * $3 + §5,
i * $4 + $6
) AS geom

FROM

0))

generate series (0, $1 - 1)
generate series (0, $2 -
(
SELECT

AS i,
1) As 3,

("POLYGON((0 O, O "[[S4l1", "[IS3]]"

') ::geometry AS cell

) AS foo;

$$ LANGUAGE sgl IMMUTABLE STRICT;

EOL

execute <<~EOL.strip
CREATE OR REPLACE PROCEDURE regenerate heatmap (

v_heatmap cell resolution km integer default 4,

cell edge

will we use data about

v_heatmap minutes_ago integer default 1440,
(1 day by default)

v_country envelope geometry;
v_x min float; v_x max float;
v_y min float; v y max float;

origin offset in x-direction;

origin offset in y-direction;

rows in y-direction
columns in x-direction
length in x-direction
length in x-direction
DEFAULT 1is

DEFAULT is

"LEsArrt, trissilrt 0,0

-- how many km per

-- how many days minutes

v_heatmap unique batches to keep integer default 1 -- how many
different iterations of old data will we keep
) AS $$
DECLARE

v_horizontal cells integer; v_vertical cells integer;
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v_kilometer size float := 0.0090063014; -- map units per kilometer, a
magic number

v_cell size x float := v _kilometer size *
v_heatmap cell resolution km; -- what is the size of a singular cell

v_cell vertical proj float := 0.5; -- because of the way map is
projected, we need to adjust the cell height

v_cell size y float := v _cell size x * v_cell vertical proj;

v_series creation date timestamp := NOW(); -- so we can use the latest

data for filtering

i cell geometry;
BEGIN

SELECT ST Envelope (geometry) INTO v _country envelope
FROM named geometries
WHERE name = 'latvia borders';
RAISE NOTICE 'Created envelope %', ST AsText (v_country envelope) ;
RAISE NOTICE 'Cell resolution KM: %', v_heatmap cell resolution km;
RAISE NOTICE 'Cell size X: % and Y: %', v_cell size x, v_cell size y;

SELECT ST XMin(v_country envelope) INTO v_x min; RAISE NOTICE 'X min
, V_xX min;

SELECT ST XMax (v_country envelope) INTO v_x max; RAISE NOTICE 'X max
, V_X max;

SELECT ST YMin(v_country envelope) INTO v_y min; RAISE NOTICE 'Y min
, V_y min;

SELECT ST YMax (v_country envelope) INTO v_y max; RAISE NOTICE 'Y max
, V. Yy max;

o\

o

o©°

o

SELECT CEIL((v_x max - v_x min) / v cell size x) INTO
v_horizontal cells; RAISE NOTICE 'Horizontal cells: %',
v_horizontal cells;

SELECT CEIL((v_y max - v_y min) / v_cell size y) INTO
v _vertical cells; RAISE NOTICE 'Vertical cells: %',
v_vertical cells;

DELETE FROM heatmap data
WHERE time IN (

SELECT DISTINCT time

FROM heatmap data dt

ORDER BY time DESC

OFFSET v_heatmap_ unique batches to keep - 1
) i

INSERT INTO heatmap data
SELECT
gen _random uuid() AS heatmap data uuid,
ST Centroid(aggregated data.cell) AS location,
v_series creation date AS time,
COUNT (aggregated data.device uuid) AS intensity,
v_series creation date AS created at,
v_series creation date AS updated at
FROM
(
SELECT
cells.geom AS cell,
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point data.*

FROM (
SELECT ST SetSRID(ST CreateFishnet (v_vertical cells,
v_horizontal cells, v _cell size x, v _cell size y, v.x min, v_y min), 4326)
AS geom
) cells

INNER JOIN point data
ON ST Within(point data.location::geometry, cells.geom::geometry)
INNER JOIN devices
ON point data.device uuid = devices.device uuid
WHERE
point data.time > NOW() - (v_heatmap minutes ago || '
minutes') : : INTERVAL
AND devices.infected = TRUE
) aggregated data
GROUP BY
ST Centroid(aggregated data.cell);
END;
$$ LANGUAGE plpgsql;
-— CALL regenerate heatmap();
EOL

execute <<~EOL.strip
CREATE OR REPLACE FUNCTION check point in latvia(
v_location x float,
v_location_y float
) RETURNS boolean AS $$
DECLARE
in latvia boolean := false;
BEGIN
SELECT
ST Within(
ST SetSRID(ST MakePoint (v_location x, v location y), 4326),
(SELECT geometry FROM named geometries WHERE name =
'latvia borders')
) INTO in latvia;
RETURN in latvia;
END;
$$ LANGUAGE plpgsqgl;
EOL
end

154



8. pielikums
covid1984.yml - paraugs Docker Swarm vides deklaracijai

version: '3.4"
services:
covidl984 app scheduled:
image:
registry.kronis.dev/rtul/kvps5 masters degree covid 1984/covidl984:latest
restart: "unless-stopped"
depends_on:
- covidl984 postgis
environment:
- POSTGRES HOST=covidl984 postgis
- POSTGRES DB=covidl984
- POSTGRES USER=covidl984
- POSTGRES PASSWORD=covidl984 nKkSb2VFtlxIJUPtySu8
- APP SCHEDULED ENABLE=true
- APP_SCHEDULED_FREQUENCYZZ4OO
- APP HEATMAP CELL RESOLUTION KM=8
- APP HEATMAP MINUTES AGO=1440
- APP HEATMAP UNIQUE BATCHES TO KEEP=1
- APP_FINGERPRINT=2020-12-08 version 1
deploy:
placement:
constraints:
- node.hostname == 1l.worker.catboi.net
resources:
limits:
cpus: "0.90"
memory: "3000M"
covidl984 app:
image:
registry.kronis.dev/rtul/kvps5 masters degree covid 1984/covidl984:latest
restart: "unless-stopped"
depends_on:
- covidl984 postgis
ports:
- 80:3000
environment:
- POSTGRES HOST=covidl984 postgis
- POSTGRES DB=covidl984
- POSTGRES USER=covidl984
- POSTGRES PASSWORD=covidl984 nKkSb2VFtlxIJUPtySu8
- APP SCHEDULED ENABLE=false
- APP FINGERPRINT=2020-12-08 version 1
deploy:
replicas: 2
placement:
constraints:
- node.labels.type == worker
resources:
limits:
cpus: "0.90"
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memory: "3000M"
covidl984 postgis:
image: postgis/postgis:11-3.0
restart: "unless-stopped"
ports:
- 5432:5432
environment:
- POSTGRES_DB=Covidl984
- POSTGRES USER=covidl984
- POSTGRES_PASSWORD=COVidl984_nKka2VFthIJUPtySu8

volumes:
- covidl984 postgis data:/var/lib/postgresgl/data
deploy:
placement:
constraints:
- node.hostname == db.catboi.net
resources:
limits:
cpus: "0.90"

memory: "3000M"
volumes:
covidl984 postgis data:
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9. pielikums
covid1984kubernetes.yml - paraugs Kubernetes vides deklaracijai

apiVersion: vl
items:
- apiVersion: vl
kind: Service
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml -o
covidl984-kubernetes.yml
kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-app
name: covidl984-app

spec:
type: NodePort
ports:
- port: 80

targetPort: 3000
protocol: TCP
name: http
nodePort: 80
selector:
io.kompose.service: covidl984-app
status:
loadBalancer: {}
- apiVersion: vl
kind: Service
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml -o
covidl984-kubernetes.yml
kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-postgis
name: covidl984-postgis

spec:
ports:
- name: "5432"
port: 5432
targetPort: 5432
selector:
io.kompose.service: covidl984-postgis
status:

loadBalancer: {}
- apiVersion: apps/vl
kind: Deployment
metadata:
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annotations:

kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f

covidl984.yml -o
covidl984-kubernetes.yml

kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null
labels:

io.kompose.service: covidl984-app
name: covidl984-app

spec:
replicas: 2
selector:
matchLabels:

io.kompose.service: covidl984-app
strategy: {}
template:
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml
-0 covidl984-kubernetes.yml
kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-app
spec:
containers:
- env:
- name: APP FINGERPRINT
value: 2020-12-08 version 1
- name: APP SCHEDULED ENABLE
value: "false"
- name: POSTGRES DB
value: covidl984
- name: POSTGRES HOST
value: covidl984-postgis
- name: POSTGRES PASSWORD
value: covidl984 nKkSb2VFtlxIJUPtySu8
- name: POSTGRES USER
value: covidl984
image: registry.kronis.dev/rtul/kvps5 masters degree covid 1984/
covidl984:latest
imagePullPolicy: ""
name: covidl984-app
ports:
- containerPort: 3000
resources:
requests:
cpu: 100m
memory: "512000000"
limits:
cpu: 900m
memory: "3145000000"
nodeSelector:
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status:

type: w
restartPolicy: Always
serviceAccountName: ""
volumes:
imagePullSecrets:
- name: r

{}

- apiVersion: app
kind: Deployment
metadata:

annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml -o
covidl984-kubernetes.yml
kompose.version: 1.21.0 (992d£f58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-app-scheduled
covidl984-app-scheduled

orker

null
egistrycredentials

s/vl

name:
spec:
replicas: 1
selector:
matchLabels:

io.kompose.service: covidl984-app-scheduled
strategy: {}
template:
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml

-0 CO

vidl984-kubernetes.yml

kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null

labels:
io.kompose.service: covidl984-app-scheduled

spec:
containers:
- env:
- name: APP FINGERPRINT
value: 2020-12-08 version 1
- name: APP HEATMAP CELL RESOLUTION KM
value: "8"
- name: APP HEATMAP MINUTES AGO
value: "144Q0"
- name: APP HEATMAP UNIQUE BATCHES TO KEEP
value: "1"
- name: APP SCHEDULED ENABLE
value: "true"
- name: APP SCHEDULED FREQUENCY
value: "2400"
- name: POSTGRES DB
value: covidl984
- name: POSTGRES HOST
value: covidl984-postgis

159



- name: POSTGRES PASSWORD
value: covidl984 nKkSb2VFtlxIJUPtySu8
- name: POSTGRES USER
value: covidl984
image: registry.kronis.dev/rtul/kvps5 masters degree covid 1984/
covidl984:latest
imagePullPolicy:
name: covidl984-app-scheduled
resources:
requests:
cpu: 100m
memory: "512000000"
limits:
cpu: 900m
memory: "3145000000"
nodeSelector:
kubernetes.io/hostname: 1.worker.catboi.net
restartPolicy: Always
serviceAccountName: ""
volumes: null

nmn

imagePullSecrets:
- name: registrycredentials
status: {}

- apiVersion: apps/vl
kind: Deployment
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml -o
covidl984-kubernetes.yml
kompose.version: 1.21.0 (992d£58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-postgis
name: covidl984-postgis
spec:
replicas: 1
selector:
matchLabels:
io.kompose.service: covidl984-postgis
strategy:
type: Recreate
template:
metadata:
annotations:
kompose.cmd: /snap/kompose/19/kompose-linux-amd64 convert -f
covidl984.yml
-0 covidl984-kubernetes.yml
kompose.version: 1.21.0 (992df58d8)
creationTimestamp: null
labels:
io.kompose.service: covidl984-postgis
spec:
containers:
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- env:
- name: POSTGRES DB
value: covidl984
- name: POSTGRES PASSWORD
value: covidl984 nKkSb2VFtlxIJUPtySu8
- name: POSTGRES USER
value: covidl984
image: postgis/postgis:11-3.0
imagePullPolicy: ""
name: covidl984-postgis
ports:
- containerPort: 5432
resources:
requests:
cpu: 100m
memory: "512000000"
limits:
cpu: 900m
memory: "3145000000"
volumeMounts:
- mountPath: /var/lib/postgresgl/data
name: covidl984-postgis-data
nodeSelector:
kubernetes.io/hostname: db.catboi.net
restartPolicy: Always
serviceAccountName: ""
volumes:
- name: covidl984-postgis-data
persistentVolumeClaim:
claimName: covidl984-postgis-data
status: {}
- apiVersion: vl
kind: PersistentVolumeClaim
metadata:
creationTimestamp: null
labels:
io.kompose.service: covidl984-postgis-data
name: covidl984-postgis-data
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
status: {}
kind: List
metadata: {}
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10. pielikums
.gitlab-ci.yml - Konfiguracijas paraugs GitLab CI/CD (nepartrauktajai
integracijai un piegadeém)

stages:

- build containers

# TODO add SonarQube stage to scan the code

# TODO add stage to redeploy to test environment if i ever want to host
this publically

build astolfo container:
stage: build containers
retry: 1
script:
- echo "logging in to $CI_REGISTRY"
- docker login -u $CIiREGISTRY7USER -p $CIiREGISTRY7PASSWORD
$CI _REGISTRY

- IMAGE TAG=S$CI REGISTRY/S$CI PROJECT PATH/astolfo cloud servant:latest
- echo "Building image S$IMAGE TAG"

- GIT TAG=S$CI COMMIT TAG

- "[ -z $GIT TAG ] && GIT TAG=latest"

- IMAGE_GIT_TAG:$CI_REGISTRY/$CI_PROJECT_PATH/astolfo_cloud_servant:
SGIT TAG

- echo "Image Git tag $IMAGE GIT TAG"

- docker build -t $IMAGE TAG -t $IMAGE GIT_ TAG

- docker push $IMAGE_TAG_
- docker push SIMAGE GIT TAG
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